TLP:WHITE

B* CVE i
AT ELFEL

AT AR S Bl o B (TACERT) %
2024 # 02 3



B 1 e i o 48 A2 ¢ o (TACERT)
‘r TANet Computer Emergency Response Team

- X & ﬁg n
1. CVE-2017-11882 i&:F (CVSS =4 :7.8) &_ Microsoft Office > 427\ % & %
# 1 RCE i » 22532 RAM ¥ thix 2 4 pcg M o & 1% 5B Rk - 50

FwgeEr- BELMF RCRMRITIFLET AV LEET IR

2. XA K 0 fRRS AN %HIEE (EQNEDT32.EXE) ASLAzA % 4 1
AT ST G RFAF SN SEASIRAR TSR ey R ELH

B B REFER A ook T FEF FLE L SR E

-

She

TR P A ¢ R KA AR Bt pURTOR A3 R
HE 2 o

3. CVE-2017-11882 ikiF p 2017 #4363 {8 » % 2018 # & 5 Microsoft Office
BEFHAY chZ 2R - VESHZERT L5 0 a @B EREY %A
FRFoncRLE R FF o FRERER SRR MAFLER (0T
FIZEF N T OOHE SO R ERE AT A e e
BB AT
(1)2017/12/10 & & RTF # % 41 * ik CVE-2017-11882 % $c4% F¥ 3-#c 48 Loki-
(2)2022/5/23 5% % 11§ F #Ri2 FiE - B PDF 2 253t ¢ 4 &R ¢ Word
Mk o 3 B4 ik e Office i F CVE-2017-11882 130 % 3 ¥k sut & g
4 P14k E Snake Keylogger -
(3)2023/09/07 & & #2.;% Agent Tesla 15 5 & = Office ik :CVE-2017-11882~
CVE-2018-0802 3 #+ 3 # -
(4)2023/12/21 2% % 41 * CVE-2017-11882 i¥ 5 e ha 4 4. & 6 ch— WA K4cdh
Agent Tesla -

4. %2024 & 17 %> TACERT PRA* 12 fale Fyc P 342 F "2 m 2 4 5 dgiuen

TR R RA MG F g AR RHE R



B 1 e i f 8 5 ¢ o (TACERT)
N7 TANet Computer Emergency Response Team

>
=

M 7

T

-F —““ :LeiHuang - i 5 :Pl3 % > 3% 2024/01/26 & = 12:22 &

=)
—
o

N

(2) 3 # 2 - % % Ricky Chiou» 2 5 :#7 Pl>* 2024/01/31 ™ = 1:32 < 3] -

0 EE is WEIEE » K £5
i) Lei Huang ] F% 2024/1/26 (BR) T 1222 13748
2% FEARMNFELIERERS . #3 58 %>
i) Ricky Chiou #p) 2004121 (BES) TE12 1208
P& EREP/ED/ES - NESHE E2E306E- B O ERE 5% (022 #2802 BE : (02)7 &7 : rick chiou@ma: up.comiw <£5%>

EANER TS

ci Ll M F 2K LeiHuang B XA F 4R 0L Wi o P sl B30

=
BT
W
AT T
o
T8

;% o fc i % undisclosed-recipients ¥ 4rif 2 i 1 v it @l A F

-_
=
T
ol
)
e
g
I
S|
T

e i 2B FAVRE A o AR LRt xR 2 B

BoRE LR BERY T EAR ARIES R R E S 20 £
o

H = PLERS - B (HXF) ?EH - O X
BE B
Q8 m Wam (P s 8 Q
Ik r‘i_:EE“ B8 p, B TYEDER SE @6
B EE) -
2024/1/26 (BF) T 12:06
Lei Huang <sales@sy Id.com.tw>
PI &R 5%
lr#4¥E undisclosed-recipients:
ME | WEINV37626783%.doc
R
B AITEN RS (RS
Bk
%’ .
) E=E% Leituang - "

2. AR 2 1 e Mail Header » ¥ I3% 5 i j84¢ & IP:78.46.61.231 PR E & I o



L AR R B RIZ? < (TACERT)
7 TANet Computer Emergency Response Team

f j MailHeader -
BEF R|EE B0 BwRV HEH

Return-Path: <gales@zy ld.com. tw> -
Z-Original-To: o Co@cert.tanet.edu.ty
Delivered-To: o @cert.tanet.edu. tw
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| 15064663please click
Enable editing from the yellow bar above The independent auditors opinion says the
financial statements are fairly stated in d with the basis of used by
your organization. So why are the auditors giving you that other letter In an audit of

communication also serves as a reference document for management in its ongoing
evaluation of the nonprofit ] internal controls.Other internal control deficiencies, such

as failure to consistently maintain proper supporting documentation for expenses. may
become significant deficiencies if not corrected by management. This depends, in part, on

financial statements, professional standards require that auditors obtain an understanding
of infernal controls to the extent necessary to plan the audit. Auditors use this
understanding of internal controls to assess the risk of material misstatement of the
financial statements and to design appropriate audit procedures to minimize that risk The
definition of good internal controls is that they allow errors and other misstatements to be
prevented or detected and corrected by (the nonprofit[]) employees in the normal course
of performing their duties. If the auditors detect an unexpected material misstatement
during your audit, it could indicate that your internal controls are not functioning properly.
Conversely, lack of an actual misstatement doesn[ ] necessarily mean that your internal
controls are working. As long as there[] a reasonable possibility for material
‘misstatement of account balances or financial statement disclosures, your internal
controls are considered to be deficient. Auditors evaluate each internal control deficiency
noted during the audit to determine whether the deficiency, or a combination of
deficiencies, is severe enough to be considered a material weakness or significant
deficiency. In assessing the deficiency, auditors consider the magnitude of potential
misstatements of your financial statements as well as the likelihood that internal controls
‘would not prevent or detect and correct the misstatements. One common example of a
deficiency in internal control that] severe enough to be considered a material weakness
or significant deficiency is when an organization lacks the knowledge and training to
prepare its own financial statements, including footnote discl D in
internal control deemed to be either significant deficiencies or material weaknesses must
be communicated in writing to management and those charged with governance, even if
they were corrected during the audit. Management and those charged with governance of
the nonprofit are responsible for evaluating the costs and benefits of correcting a
deficiency. Failure to take corrective action does not constitute a (sep mre) sxgmflcam
deficiency or material weakness unless the [Jrg: Tlack:

for the decision. For example, nonprofits that lack the ability to prepare their own
financial statements often find it cost prohibitive to remedy the deficiency by training
current employees or by hiring additional employees or another service provider to
prepare them. Nonprofits may opt to document their explanation via a Management
Response in the written Regardless of the ‘material
weaknesses and significant deficiencies that are not remediated must continue to be
communicated in writing until the deficiency is corrected Other internal control

the pervasiveness of the deficiency. Auditors may include such other internal control
deficiencies in their annual written communications to prompt continued monitoring by
‘management or those charged with governance During the course of an audit, the auditors
might also identify other matters that aren[ ] considered deficiencies in internal control
but are appummmes for strengthening procedures and/or operating deficiencies. There is
no for the auditors to other matters in writing, although this is
sometimes done as a value-added service to the organization While it may often feel as if'
the auditors have examined your organization[ ] internal controls with a magnifying
glass, itT] important to note that their consideration of internal control over financial

statement reporting is not conducted for the purpose of identifying all deficiencies in
internal control that might be material weaknesses or significant deficiencies, or for the
purpose of expressing an opinion on your internal controls. Material weaknesses or

significant deficiencies may exist that were not identified during the audit, and auditors
are required to disclose this in their written communication It | sometimes difficult to

perceive the auditorsTwritten Iy referred to as a
Letter. as anything other than a black mark on an otherwise clean audit report. But it may
help to understand its purpose. The Management Letter is intended to provide
management and those charged with governance with valuable information regarding
their organization. Used properly. the Management Letter can be a beneficial tool for
assisting management or those charged with govemance in fulfilling their
responsibilities?644%6F % D%63%6E
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(2) #xn- "amassmodel.top ; 5 Virustotal iRl 5 20/92 > 3 ER e o

20 \ (D) 20 security vendors flagged this URL as malicious (¥ Reanalyze O Search % Graph 4 API
192 https:iiamassmodel top/ Status Content type Last Analysis Date @
amassmodeltop 200 text/htmi a moment ago <
text/html
Community Score

(3) ptien £ 2024 & 17 RAk* k4cdg AgentTesla -

Crowdsourced context @

HIGH 1

/\ Activity related to AGENTTESLA - according to source Cluster25 - 20 days ago
= This DOMAIN is used by AGENTTESLA. AgentTesla is spyware designed in .Net to steal personal data, capture screenshots, and record clipboard and
form values. It's marketed on its own website, falsely claimed to be a legitimate keylogger. Popular in the hacker community for its ease of use and
tech support, it likely originated in Turkey.
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Return-Path: <rick.chiou@na P, Com. s -
E-0Original-To: @cert . tanet.edu. tw

Delivered-To: “oodcert.tanet.edu.tw
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Authentication-Results: d403931.nane-servers. er;
apf=pazs (sender 1P iz 127.0.0.1) smtp.mailfrom=rick.chiou@ng wp.com.tw smtp.helo=webmail . bestfor.com
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From: Rlcky Chiow <rick.chiou@na up. Ccom. tws
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Subject: =YUTF-8707=E6=06 =B0P]7=

lger-hgent: Koundcube Webmail/1.4.15

mn

Heszaze-1D: <efb 7 7lbclna ap.Com. tye
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1. CVE-2017-11882: five years of exploitation
https://www.kaspersky.com/blog/cve-2017-11882-exploitation-on-the-rise/4876
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2. ER 4255 Agent Tesla 15 i8 5 & % Office i&iF 3 #s52#
https://www.ithome.com.tw/news/158641

3. 17 & e Office &k (CVE-2017-11882) 1% -5 3 ik

https://blog.trendmicro.com.tw/?p=53726



A i 5 e i b 5 h0D ¢ (TACERT)
N§97 TANet Computer Emergency Response Team

4.7 % A B &4 ) &% R Word #4 PDF
https://www.ithome.com.tw/news/151069

5. PHISHING ATTACKS USE AN OLD MICROSOFT OFFICE FLAW TO
SPREAD AGENT TESLA MALWARE

https://securityaffairs.com/156246/cyber-crime/agent-tesla-phishing-cve-2017-11
882.html#google_vignette
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