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Exploit n-day PowerShell and Web shell Use malware to Disable Network LSASS process Local system Windows Remote Ingress tool
vulnerability in Windows exploit n-day Level memory information Management transfer
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reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal
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1. Flax Typhoon using legitimate software to quietly access Taiwanese
organizations
https://www.microsoft.com/en-us/security/blog/2023/08/24/flax-typhoon-usi
ng-legitimate-software-to-quietly-access-taiwanese-organizations/
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https://www.ithome.com.tw/news/158467

. The Camouflage Killer: How the Flax Typhoon Hack Weaponized
Legitimate Software
https://www.txone.com/blog/how-flax-typhoon-hack-weaponized-legitimate-
software/

. MITRE ATT&CK--Enterprise tactics

https://attack.mitre.org/tactics/enterprise/
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