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# 1. OWASP loT TOP 10

5L By
11 Weak, Guessable, or Hardcoded Passwords
(53 %A% ~ VRIS KR R T AB)
12 Insecure Network Services
(F % & e PRI
13 Insecure Ecosystem Interfaces
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14 Lack of Secure Update Mechanism
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15 Use of Insecure or Outdated
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16 Insufficient Privacy Protection
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17 Insecure Data Transfer and Storage
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18 Lack of Device Management
#Lx&Fm)
19 Insecure Default Settings
(P % 2T RK D)
110 Lack of Physical Hardening

(2% 2mi)
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12 - Insecure Network Services

%% DR PR IRIE(B 4o ¢ telnet & §_ftp)& £4 7 T & PRI
‘Fﬁg £ LEE N BT R o AR R RAR L B L2 B
TR RIRAE o dod 9 F B3 L G b G N PRTE > 2K IPSec

%3 N AR R o



A 3 i AL ¢ o (TACERT)
N7 TANet Computer Emergency Response Team

I3 - Insecure Ecosystem Interfaces
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# 2. Shodan #%& 4 £ P £
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net K L& #F 0 IP # [F],EX: net:8.8.8.0/24
country & TE #F R B EX: country:TW

City: K TE foF s W] EXC city:Taipei

Port ® TEPF il W EXport:23

0S E T EPF IFE K L EX0s:linux

product R TEMOF DA 5 - EXproduct:FUJI
version X% & #HF gk A EX:version: 2.0
hostname K L& HOF P RF LA EX: hostname:edu.tw
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Q " Explore Downloads Reports Developer Pricing Enterprise Access

%% Exploits * Maps ' Share Search & Download Results |#d Create Report
140.
t

144

B Taiwan,

Details

140.

B Taiwan,

Details
Taiwan 144

140.

e B Taiwan
Details
or help,

OpenSSH 4
Honeywell Building Network Adapter SU... 1
DirecWay satellite router teinetd 1
Cisco router telnetd 1 140.

& Taiwan

Details

Bl 3.7 * Shodan 7% 7 B fxid su 4 5 23 chdf e B %

2.5 ERE - LAt F i (Details) > #R% 5 5 IP B & 840 B) 4 977 o

Q@ 140. View Raw Data 2= Ports
Taiwan u n n u n m
i=Services
Taiwan Academic Network (TANet) information Center
2018-12-26T22:18:04.598049
AS17713 == TR

HP LaserJet P2055 Series

printer-job sy
anguage
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= Zenmap = O X
Scan Tools Profile Help

Target: | 140. v | Profile: v| |Scan| |Cancel

Command: |nmap -p 23,9100 140.

Services Nmap Output Ports /Hosts Topology Host Details Scans

0OS 4 Host N nmap -p 23,9100 140." v Details

W 140
Starting Nmap 6.47 ( http://nmap.org ) at 2018-12-27 09:30
& EEEaRy
Nmap scan report for 140.
mass_dns: warning: Unable to determine any DNS servers.
Reverse DNS is disabled. Try using --system-dns or specify
valid servers with --dns-servers
Host is up (©.88823s latency).
PORT STATE SERVICE
23/tcp open telnet
9108/tcp open jetdirect

Nmap done: 1_IP address (1 host up) scanned in ©.87 seconds
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1.2 net:[¥ = IP j F] product:"FUJI" % 4% T+ B~ 8 2 RN > 5 FUJI

A i g0 o] 6 95T o

’.SHODAN het: 140 product:"FUJI" Q « Explore Downloads Reports Developer Pricing Enterprise Access

#% Exploits *% Maps @ Share Search & Download Results | Create Report

140.

B Taiwan
Details

Taiwan 6 140.
PIL INFO STATUS

B Taiwan,
6 Details

140.

B Taiwan,
Details

rint CP40Q d"

B 6. ¢ * Shodan & e fp 73 FUIl &2 Sodf s 5 %

2.72 Nmap £ =& (T80
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