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R
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Malware Statistics
Banking (11.3%)
i (189% s = Ransomware (4.4%)
o) = Downloader (3.8%)

7 k&R : ASEC (AhnLab Security Emergency-response Center)
FEEL W Agent Tesla g £ ¥ 274 % > 20 2 T’EB"F PRSP

st iR 1 f -

. B A 32z Windows 7 (F¥ kit s $4{7 Agent Tesla # &

2b4fa26a5a.exe (MD5:611e2838acaba7b86ed0f40c3d0c81fb)

% MAZZERE ~ ESESE I s FREEHRK

»~

Z2% e B b+ RN
2b4fa26aSa.exe 2022/2/3 E5 0955 2~ EEES 514 KB
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Binance
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Binance Tech

1000

Copyright © 2017
514KB

2022213 E4 09:55
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SoapMessa.exe

3. 2b4fa26abaexe 718 ¢ £ K efvlp e kHF o Z BB ATF R HF o

Process

= [4 2b4fa26a5a.exe (3120)
2béfa26a5a.exe (2296)

Description Image Path LifeTime Company Start Time End Time

Binance C:\Users\Ruby\Downloads\2b4fa26a5a.exe | BinanceTech 2022/2/10_th: 09:49:22 2022/2/10 _t:F 09:50:05
Binance C:\Users\Ruby\Downloads\2b4fa26aSa.cexe [l BinanceTech 2022/2/10 }4F 09:50:05 n/a

4. 2bafa26aba.exe 5 Virustotal ¥z g2 & &+ 6] 5 49/70 - & §_2022/2 AR AR

+ @3 Viru

stotal # B > & 224 ATtk A o

49

(1) 49 security vendors and § sandboxes flagged this file as malicious

2b4fa26a5a067ef50884beecala77{96f233b453%ec7d31242e9cc15¢7aasadch 514.00 KB 2022-02-10 01:33:30 UTC %

SoapMessa.exe EXE
assembly calls-wmi  checks-bios  checks-network-adapters  clipboard  detect-debug-environment  direct-cpu-clock-access  hosts-modifier
long-sleep: peexe  rui odules

5. 2b4fa26aba.exe 3 {7 {8 £ 10 4 48 ¢ if 41 8% R #7 IP:46.30.40.108:587 > 2_ {8 )&

10 ~ 48 ¢ T PP RZ A 27 IP - v # % 587port (SMTP i i ¢h3f 2% Port)

%18 17 SMTP 2 % eni i -

2b4fa26a5a.exe:2296 Properties

| Image

Performance ] Performance Graph ] Disk and Network ] GPU Graph ] Threads

TCPMIP | security | Environment | Job | .NET Assembies | .NETPerformance | Stings

[7] Resolve addresses

Protoool  Local Address Remote Address  State

TCP 192.168.137.135:64138 46.3040.108:587 ESTABLISHED
| 1]
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6.

2022/2/10 4 10:00:35 Added
2022/2/10 4 10:01:34 Added
2022/2/10 4 10:10:33 Added
2022/2/10 F4 10:11:34 Added
2022/2/10 4 10:20:34 Added
2022/2/10 4 10:30:34 Added
2022/2/10 4 10:40:34 Added
2022/2/10 4 10:50:35 Added
2022/2/10 4 11:00:35 Added
2022/2/10 F4 11:01:36 Added
2022/2/10 4 11:10:35 Added
2022/2/10 F4 11:11:34 Added
2022/2/10 4~ 11:20:33 Added
2022/2/10 F4 11:21:34 Added
2022/2/10 4 11:30:34 Added
2022/2/10 F4 11:40:34 Added
2022/2/10 F4 11:50:34 Added

2b4fa26aba.exe
2b4fa26aba.exe
2b4fa?6aba.exe
2b4fa26aba.exe
2b4fal6aba.exe
2b4fa26aba.exe
2bAfal26aba.exe
2b4fa26aba.exe
2bdfal26aba.exe
2b4fa26aba.exe
2b4dfa26aba.exe
2b4fa26aba.exe
2b4dfal26aba.exe
2b4fa26aba.exe
2bdfal26aba.exe
2b4fa26aba.exe
2b4fa26aba.exe

TCP 192.168.137.135:64100
TCP 192.168.137.135:64138
TCP 192.168.137.135:56064
TCP 192.168.137.135:56138
TCP 192.168.137.135:56179
TCP 192.168.137.135:56180
TCP 192.168.137.135:56181
TCP 192.168.137.135:56183
TCP 192.168.137.135:56200
TCP 192.168.137.135:50967
TCP 192.168.137.135:51385
TCP 192.168.137.135:61503
TCP 192.168.137.135:61591
TCP 192.168.137.135:61593
TCP 192.168.137.135:61595
TCP 192.168.137.135:61599
TCP 192.168.137.135:61602

46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587
46.30.40.108:587

3% 5 B 27 1P:46.30.40.108 & Virustotal 2| z_

.
2EZ P

(i) 10+ detected files communicating with this IP address

46.30.40.108 (46.30.40.0/21)

AS 210079 ( EuroByte LLC)

2

(. AR ERARE P2 4e > FRAPUEZ A NBEIPFTALZIP-

1 ## —"F'f -giftlog@milax.tk ~ 4z i* dﬂf gift@milax.tk -
(2) 4 "4 5:SC_Ruby/RUBY-PC, ¥ 4 5| & * HRRLE A LA
(3) i@ﬁp)‘?é ]é%—kd’,’g%{» .Lﬁg ?i«?—‘ f%-‘?}l‘:l:‘ /L»‘CPU bh’ RAM ?\)IL"

RSA Security Analytics Reconstruction for spssion ID:

2 (Source 192.168. 1 37.135:64100, Target 46.30.40.108 : 587 )

giftlog@milax.tk ~
To: gift@milax.tk

Subject: SC_Ruby/RUBY-PC

Date: 10 Feb 2022 10-00-:37 +0800
more

SC_Ruby_RUBY-PC_2022_02_10_10_00_34.jpeg

base64Time: 02/10/2022 10:00:32

User Name: Ruby

Computer Name: RUBY-PC

OSFullName: Microsoft Windows 7 [E F¢ €
CPU: Intel(R) Core(TM) i15-7500 CPU @ 3.40GHz
RAM: 2047.49 MB

IP Address:

FOBEIPFTA L BERE FAA L



R 4 i 5 i kaE ¢ o (TACERT)
7 TANet Computer Emergency Response Team

Keylogger # i o d TRI*r B p 27 B * X8 gag - B Bk

LINE jﬂgﬁiﬁ » gasdf1290 > 2 6§ AHITEF & si%] > msniEfTigE o 2
ﬁ?TJ% LINE 2 & %384 > Bl ™ %ﬁz? P Ex LINE » mrl"E%iiisaJ » IR F]
se gedgo @ gy~ F ~ LINE 2 %48 gasdf1290 o %k Sil § sedrm iy » 1

.0 BE » LINE 2 tR 5Ly gl @ L% R B 1F o

RSA Security Analytics Reconstruction for session ID: 4 ( Source 192.168.137.135 - 64138, Target 46.30.40.108 - 587 )

Tlrne 2/10/ 7022 ID 01:32 (u 2 ID 7022 lD 03:02 Paclret Size 3, QEL\ t\,(g« Payload Size 1,733 bytes
[ AppMe g

From: glftlog@mllax tk A~
To: gift@milax.tk

Subject: KL_Ruby/RUBY-PC

Date: 10 Feb 2022 10:01:36 +0800

more

base64Time: 02/10/2022 10:01:32

User Name: Ruby

Computer Name: RUBY-PC

OSFullName: Microsoft Windows 7 {28k

CPU: Intel(R) Core(TM) i5-7500 CPU @ 3.40GHz
RAM: 2047.49 MB

IP Address:

Copied Text
https:/ /www.virustotal.com/qgui/file/2b4fa26a5a067ef50884beecalas77f96f233b4539ec/7d31242e9ccl 5c7aaadcb?
nocache=1

[ LINE LINE ](02/10/2022 09:54:08)

qasdf1290
[ Google Chrome: #74+H - Google Chr ] (02/10/2022 10:00:17)
msn{ENTER} ™

TR Y IR X ‘g éwﬁiﬂ » pchome » I * B fziE LINE sﬂg"ﬁﬁ] » test {4 =
FF[34E o

RSA Security Analytics Reconstruction for session ID: 17 ( Source 192.168.137.135 : 56138, Target 46.30.40.108 : 587 )

Tlme 2/10/2022 :lll 32to2/ ID 7'322 ID 13:03 ,818 bytes Payload Size 1,593 bytes

From: glftlog@mllax tk

To: gift@milax.tk

Subject: KL_Ruby/RUBY-PC |

Date: 10 Feb 2022 10:11:36 +0800
more

base64Time: 02/10,/2022 10:11:32

User Name: Ruby

Computer Name: RUBY-PC

OSFullName: Microsoft Windows 7 {25l

CPU: Intel(R) Core(TM) i5-7500 CPU @ 3.40GHz
RAM: 2047.49 MB

IP Address:

pchome{ENTER}
[ LINE- LINE ] (02/10/2022 10:09-36)
test{BACKH{BACKHBACKHBACKHBACK}

d TRV @ @ F GEIEET G L~ pchome {2 % iy~ msn > 2 (5 B

MSN & = & » TG o



RSA Security Analytics Reconstruction for session ID: 1317 ( Source 192.168.137.135 : 50967, Target 46.30.40.108 : 587 )
Tlme 2] ID "(122 11:01:32 to 2 10/2022 11:03:05 Pa(lfet Size 3,896 h\,te-; Pa\,luad Size 1,671 bytes

From: glftlog@mllﬂx tk

To: gift@milax.tk

[Subject: KL_Ruby/RUBY-PC |

Date: 10 Feb 2022 11:01:36 +0800
more

base64Time: 02/10/2022 11:01:32

User Name: Ruby

Computer Name: RUBY-PC

OSFullName: Microsoft Windows 7 {3k

CPU: Intel(R) Core(TM) i5-7500 CPU @ 3.40GHz
RAM: 2047.49 MB

IP Address:

[ Google Chrome: 4 H - Google Chr ]1(02/10/2022 10:54:09)
pchome[ENTER]

msn{ENTER}

[ Google Chrome: & 3 9 Microsoft IEF - Google ] (02/10/2022 11:01:21)

ETRY T @ @ % X B g LINE (5 8 )14 5 o

RSA Security Analytics Reconstruction for session 1D: 1345 ( Source 192.168.137.135 : 61593, Target 46.30.40.108 - 587)

Tlme 27 ID 3022 ll 21: ,l w2/ ID ?DZZ Il 2, 06 Paclfet Size -l 296 I:u\,(e‘. Pa\,load e 2,071 bytes

From- glftlog@mllax tk

To: gift@milax.tk

[Subject: KL Ruby/RUBY-PC |

Date: 10 Feb 2022 11:21:36 +0800
more

base64Time: 02/10/2022 11:21:32

User Name: Ruby

Computer Name: RUBY-PC

OSFullName: Microsoft Windows 7 {3k

CPU: Intel(R) Core(TM) i5-7500 CPU @ 3.40GHz
RAM: 2047.49 MB

IP Address:

[ LINE: LINE](02/10/2022 11:19:19)
{BACK}{BACK}{BACK}{BACK}{BACK}{BACKHBACKHBACKH{BACKHBACKH{BACK}{BACK}{BACKH{BACKHBACK]}
{BACK}
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2HITRE %i‘tAgentTesIa Port :587
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1. g 3wt & = N 4048 & R 4258 Agent Tesla
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3. vi* SMTP it % &R #chyee
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