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Top 10 most commonly reported ransomware strains of Q1 2021 (STOP included)
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[4] 700bf.exe 2021/6/22 15 09:33 EEE 836 KB
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| ] 700bfexesspq  2021/6/23 TS5 02:50 SSPQEE 836 KB

2. % 700bf.exe $4 17 14 ¢ & %AppDataLocal% | & = & i + F# & >
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» EEE > FEEE(C) » HHAE » AMY > AppData » Local »

ot ] EuOE B HHE ]
Baffdd3a-2594-41b6-88cf-027ce1475a59 2021/6/23 FF02:45 2021/6/23 5 02:50 BE
399d6c7a-35d4-4129-ad72-f73b2ffabla1 2021/6/23 TF 02:45 2021/8/23 T 02:45 BE

» Baffdd3a-2594-41b6-88cf-027ce1475a59
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(G- 1: "%AppDataLocal% ; &g & # J&* 425 FAL & > & Windows Vista,
7,8, 8.1, 2008(64-bit), 2012(64-bit) and 10(64-bit) 4 =+ B & 43
C:\Users\{user name}\AppData\Local -
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(1) 700bf.exe ¢ v* =7 jcacls.exe k- &R 2 = FH L B4 -
® % dp 4
icacls "%AppDataLocal%\{GUID}" /deny *S-1-1-0:(Ol)(CI)(DE,DC)

(2) 700bf.exe ¢ M A L 47 > @ 2 AF W P B S EafE v D
2R o

"{Executed Malware File Path}\700bf.exe”--Admin  IsNotAutoStart

IsNotTask
Process Command
=117 700bf.exe (5420) "C:\Users\AMY\Downloads\700bf.exe"
&7 700bf.exe (4920) "C:\Users\AMY\Downloads\700bf.exe"

#icacls.exe (964) icacls "C:\Users\AMY\AppData\Local\8aff4d3a-e594-41b6-88cf-027ce1475a59" /deny *S-1-1-0:(Ol)(Cl)(DE,DC)
17 700bf.exe (5804) | "C:\Users\AMY\Downloads\700bf.exe" --Admin IsNotAutoStart IsNotTask
|#7 700bf.exe (6064) | "C:\Users\AMY\Downloads\700bf.exe" --Admin IsNotAutoStart IsNotTask

(zzuicacls.exe % % it » k p C:\Windows\SysWOWe64\icacls.exe - )
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£ Ly 490 & -
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j _readme.txt:- IET -
BEF |EE BEI(O) RNV REAH

ATTENTION!

Don't worry, you can return all your files

411 wour files like pictures, databases, documents and other important are encrypted with strongest encryption and unique key.

The only method of recovering files iz to purchaze decrypt tool and unique key for wou.
Thig zoftware will decrypt all vour encrypted files.

That guarantees you hawe?

Tou can send one of vour encrypted file from wour PC and we decrypt it for free.

Eut we can decrypt only 1 file for free. File mugt not contaln waluable information.
Tou can get and look video overview decrypt tool:

https://ve. t1/t-eglcnvivls

Price of private key and decrypt software is $930.

Dizconnt 50% available if vou contact ng first 72 hourz, that's price for you iz $490.
Fleaze note that vou'll newver restore vour data without pawvment.

Check your e-mail "Span" or "Junk" folder if you don't get anzwer more than & hours.

To get this software vou need write on our e-mail:
helptean@nail.ch

Rezerve e-nail address to contact ue:
helpnanager@airnail.cc

Tour personal [D:
020dewe fDdppnnSqeDzrybwhl kECungaearFr]8Rc2difSalft]

5. & 700bf.exe 4 {7 14 4 . § @ 5 § 5 i 1P:77.123.139.190:443(5% 2
C&C) « & ipldrent ¢ 7 5 $13% 4 #5 REQUEST R % 3 % 4 api.2ip.ua -

g IP Ay w i@zl p F o 3% en T Virustotal 82 € 2 B v
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D021/6/23 T2F 02:48:33 Added svchost. exe TCP 192.168.137.137:2055  8.241.177.126:80
D021/6/23 T2 02:48:33 Renoved zvchost. exe TCP 192.168.137.137:2053  8.241.177.126:80
D021/6/23 T2 02:48:37 Added T00b1 . exe TCP 192.168.137.137:20%  77.123.139.190:443
D021/6/23 T2F 02:48:37 Added zvchost. exe TCP 192.168.137.137:2057  8.255.192.126:80

Time 6/23/2021 14:48:35 to 6/23/2021 14:49:04 Packet Size 531 bytes Payload Size 183 bytes

EUED MR B9 [ 9)I1794009/9(6 ' E6006=<5/9.6+05070

RSA Security Analytics Reconstruction for session ID: 17 ( Source 192.168.137.137 . 2056, Target 77.123.139.190 . 443 )

#as2
Q
api.2ip.ua
#
@
2 @ 2 security vendors flagged this URL as malicious
88
- http://api.2ip.ua/ 404 text/html; charset=UTF-8 2021-07-10 14:08:04 UTC
api.2ip.ua
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Personal ID.txt - 75 4k 4c % chihk 2 B4 & & 5 sspq > @ ALm 4 24 K i eh

& B EOR g A4 - B _readme. txte*z 5 C:\Windows £ C:\Program Files
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|E| _readme.txt 2021 &0 LEXHE | 2 KB
» EEE > DATA(E) » TestFile
=% EwHE b i
=| readme.td 2021/6/23 F£ 0249  XFX 2 KE
| | flowerjpg.sspq 2021/6/23 T 02:49 SSPQEE 15 KB
| | personal. docxsspg 2021/6/23 T 02:49 SSPQEE 156 KB
] #4412 pub.sspg 2021/6/23 TS 0249  SSPQ EE 2,693 KB
[ eEES=88TE 1 xsxsspg  2021/6/23 F5 0249  S5PQ £ 20 KB
(] #r=3# betsspq 2021/6/23 T 0249  SSPQ BE 1 KB
|| E#=1.accdb.sspg 2021/6/23 T 0249  SSPQ EE 377 KB
|| &3 1.pphesspg 2021/6/23 T 0249  SSPQ EE 1,110 KB
] > T » TEEE(C) » SystemlD
=g CREE: M A
D PersanallD b 2021/6/23 F5 02:46 ELE 1 KB
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(AR EITEPL § p b fad cnfest > FIR AT HH
"HKEY_CURRENT_USER\Software\Microsoft\Windows\Current\Version\R
un, pARATH T SysHelper jo v § A E A BB P B
" %AppDataLocal%\{GUID} | p % *x 1 700bf.exe & & -
Deveryting & loon| | Bgloer @ Intemetbplorer () Scheduled Tasks 4 Seniees Divers | Codes L Eootl

Autorun Entry Description Publisher  Image Path Timestamp
Q HKCUNSOF TWARE Microsaft\Windows\Cument Version'\Run 2021/6/23 FF 02:45

8. 700bf.exe ‘& Virustotal ¥ B2 & & +* 5] 5 52/69 -

() 52 security vendors flagged this file as malicious

700bfdOce8bb2efa?5071c49eebf2a468f12eec77fcdf000f3e45415d2097261 835.50 KB 2021-06-23 06:40:42 UTC

migSd a moment ago

direct-cpu-clock-access  executes-dropped-file ~malware peexe trojan

9.4k 4r A% % ¥ readme.txt & 1D Ransomware #* % #ic B8 3k ] e =L 46 8] 5

STOP #4248 » @ ¥ ¥ 4 {3 % -

STOP (Djvu)

A This ransomware may be decryptable under certain
circumstances.

Please refer to the appropriate guide for more information.
Identified by

ransomnote_filename: _readme.txt

ransomnote_email: helpmanagerffairmail.cc

sample_extension: .sspg

sample_bytes: [Bx3964 - @x3990]
@x7B33364136393842392044363743203445303720424535832203045433542313442344446357D

Click here for more information about STOP (Djvu)
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E Emsisoft Decryptor for STOP Djvu| = O x

E M S I S 0 FT Decryptor

Decryptor  Results  Options  About

File: ETestFiletflower jpg sspy
Error: o key for New Variant offline ID: ppmnSqtDzrybvhIkCumgeeaFuliRe3difSa il M|
Notice: thiz ID appears be an offline ID, decryption MAY be posible in the future

File: EA\TestFiletpersonal docx.ssp
Emor: No key for New Vanam off].me ID: ppmnSqEDarybyvhIkCungasarFxlRe 3 difa Wit
Notice: this [D appears be an offline ID), decryption MAY be possble in the fubare

File: E:\TestFiletBREHIZ pub mpy
Eror: No key for New Variant offline ID: pprunSg6DzorbvhlkCongaearFxI8 Re 3difSa Wt
Notice: thiz ID appears be an offline ID, decryption MAY be possble in the futare

File: E\TestFile S 37573714 bt sspy
Error: Nao kev for New Variant offline [D: ppranSgtDenrbvhlkCungacarFId e 2difSa Wil
Notice: thiz [D appears be an offline ID, decryption MAY be posible in the futore

File: EX\TestFile EYF BB ZRH T A1 o sspy
Emor: No key for New Variant offline [D: pponsgtDeorbyvhikCungaearFI8Re 2difSa Witl
Notice: this [D appears be an offline ID), decryption MAY be possble in the fubare

File: E:\TestFile\#1$E1 pptes=pg
Emor: Nao key for New Variant offline ID: pprunSg6DezorbvhIkCongaearFxI8Re 3difSa Wt]
Notice: thiz ID appears be an offline ID, decryption MAY be possble in the futare

File: E:\TestFileVEF4EE L acedb sspg
Erar: Mo ke for New Variant offline [D: pprnSgfDzorbehlkCungsesrte B Re 252 WL
Notice: thiz ID appears be an offline ID), decryption MAY be possble in the futore

For STOP Divu - Version 1.0.0.5

Finished!
Save log Copy log fo clipboard Abort
© 2019 Emsisoft Ltd. A free of charge service by Emsisoft - www.emsisoft.clbm

\ 4
File: E\TestFile'flower jpg.sspg
Error: Mo ke for Mew Variant offline ID: ppounSg6Denby hIkCougaearFxI8RE e 3d ifSa 7 ftl
Motice: thiz ID appears be an offline 1T, decrwption MAY be pozsble i the fuhore
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2.3% 7 700bf.exe B 404 B AE % o

3. "%AppDatalLocal% ; i * & &+ T4l 4 ¥ 2 4 700bf.exe &l » -
4.7 v jcacls.exe kS B e 2 TR A ar B o

5.4 8 1 f £ (>3 {7 700bf.exe

6.7#734 SysHelper H@ % p #34 7 700bf.exe &) & 2 K T30 F &Ah ¢ o
7.2£ = C:\SystemID F #& % 2z » PersonalID.txt o

8.1 4 1P:77.123.139.190:443 - (i 3 B~ § s fF IP v i Offline ID)
9.2 4 readme.txt -

A E ATH 818 7T00bf.exe 4 4c % 5 % =0 700bf.exe.sspq °
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1. Ransomware statistics for 2021: Q1 report
https://blog.emsisoft.com/en/38619/ransomware-statistics-for-2021-gq1-rep

ort/



