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B Ransom Note ©

The file that displays the ransom and payment information.
Decryption INFO.html
@ Sample Encrypted File ©@

A file which has been encrypted, and cannot be opened.

Choose File | welcome.pn...PYACHOOSE

Globelmposter 2.0

© This ransomware has no known way of decrypting
data at this time.

It is recommended to backup your encrypted files, and
hope for a solution in the future.

dentified by
= ransomnote_email: happychoose2@cock, 11
= gustom_rule:victim ID in encrypted file

Click here for more information about Globelmposter 2.0

A Would you like to be notified if there is any development regarding this ransomware? Click
here.
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gL C:\Users\Public\Videos

TR & e & 0 JHIRIL

Aotion Time % | Description | Filename | Full Path
[R5 202040329 15:22:52 User Logoff
(=7 2020/0229 15:16:12 Tar Logon
(B 2020/03/20 03:03:1 3 Windows Installer Ended
(B 2020403429 03:01 25 Software Installation
(R 20200329 03:00:47 Windows Dnstaller Started
(=7 2020/032028 22:51 44 Teer Logon
(=7 2020032028 20:04:28 Teer Logon
) 20200248 05:58:22 Crpen file or folder Videos AT mr\Public\Wideos
[m5]2020/032/21 07:02:12 Software Installation
[m5]2020/032/21 07:02:12 Windows Installer Ended
[m5]2020/0321 07:02:10 Windows Installer Ended
[m52020/0321 07:02:10 Windows Installer Started
(w1 202040321 07:02:10 Windows Installer Started
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% Log Type | Time % | Source | EventID | Event Description -
5 Applmau 202[]103/‘28 06:27:44  W3SVC- WP 2297 EREAER tsts  comtw' FILIFHRITFE HIERERE WAC netpul_

plicati.. W FEFTZAER fests com.tw' B L FERRIEFILE sl icimas W ety
,%5 Apphﬁ:aﬁ 2020/03/28 06 20 40 PASP NET 2.0.50727.0 1309 o
»
@%E;\EE ‘test.s wa.com.tw' BIT{EBRZBEEZEFHIEZE \\?\C:\inetpub\temp\apppools =]
\cesc s .com.tw\test.s .com.tw.config' Eg% L 1L ﬁﬁﬁjﬁ,_ﬁ'ﬂﬂ%’g‘_fﬁg f‘? ﬁ%ﬁﬂ%ﬁfi%
,é—Jr'ﬁ irES#EaRts -

&R
Event Data:
0000 02 00 00 00

10.C:\inetpub\temp\apppools\test.sxxx.com.tw p ¥ 3L _F & “r4k T| cFpf %
test.sxxx.com.tw.config » v # 2020/01/16 * = 04:24 = Administrators ¥ ‘e

I KEE R ap B e 7R RS ?IEJ_JF‘ Lo

»" + &% v Local (C) v inetpub + temp ~ appPools + fests 5.com.le v & I 153 tests  com.tw
v MAEBSE - HAHE - FEEAK = o
&% - | wezEE | e [mms | mm ]
E | Decryption INFO html 202003128 06:27 202003128 06:27  Administrators HTML 2%
|| testsi com.tw config HAPPY4CHOORE 20200328 06:27  202001/16 04:24  Administrators  HAPPY4CHOOSE...

11. % C:\inetpub\wwwroot 7 #% 4} % 7 2019/04/02 18:51 ¢2 18:59

Administrators ¥ 2 #7132 = a2k TR & T test.sxxx.com.tw s £ T 18XX

digo E I“’—‘k £ el 18XX b T & 5 H o = o @ T test.sxxx.comtw | ZE

‘,m

il
T

Hoopgz = fwip] Ttestsxxx.com.tw AL &V gy BB R 5~ AraE 2 TPt

APh-EWMT R EFRFAET O DR o
v BEE v Local (C:) v inetpub » wwwroot v > 23 I 158 yywroot L
- OMARREE - HAHE - FEENR =0 e
% &2z AR bz L [mme - |mn [ e
) 190E L 2020/03/28 06:25 20190402 18:59  Administrators TEFERERT
tests .com.tw 2020/03/28 06:25 20190402 18:51 Administrators TEFEER
aspnet_client 2010/08/24 09:58 2010/08/24 09:58  SYSTEM THEEFIT
é Decryption INFO html 2020/03/28 06:25 20200328 06:25  Administrators HTML 3% SKBE
|| disstart htm HAPPY4CHOOSE 2020/03/28 06:25 2010/08/24 09:57  SYSTEM HAPPY4CHOOSE 183 2KB
| welcome. png HAPPY4CHOOSE  2020/03/28 06:25 2010/08/24 09:57  SYSTEM HAPPY4CHOOSE 183 182KB
12. 4 s %o p 359 % 31 2019/04/02 18:50~19:26 & = Meixxx f%_1P:61.X.23.118 (¥
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. EID Message Generated Username

e Y Y v
21 s i5 20 19_04-02 18:50 2019-04-02 10:50:28Z  NT AUTHORITY\SYSTEM
22 EESER oy A BT 2019-04-0210:50:28Z  NT AUTHORITY\SYSTEM
5 2558 C\Users\MSSQLSSQLEXP! % N2K8R2-80G\Mei -3880006512-4290199581-1648723128-35... 2019-04-0211:12:38Z  NT AUTHORITY\SYSTEM
5 B8 C:\Users\MSSQLSSQLEXP! 2 ws\\UsrClass.dat 25 AF) HKU\S-1-5-80-388... 2019-04-0211:12:38Z  NT AUTHORITY\SYSTEM
5 E 518 C\Users\MSSQLSSQLEXP! : R i -3880006512-4290199581-1648723128-35...  2019-04-0211:13:07Z  NT AUTHORITY\SYSTEM
5 B 518 C\Users\MSSQLSSQLEXPRESS\AppData\Local\Microsoft\Windows\\UsrClass.dat 25 AF| HKU\S-1-5-80-388... 2019-04-0211:13:07Z  NT AUTHORITY\SYSTEM
5 B8 C\Users\MSSQLSSQLEXPRESS\ntuser.dat S5 AF! HKU\S-1-5-80-3880006512-4290199581-1648723128-35... 2019-04-0211:15:21Z  NT AUTHORITY\SYSTEM
5 B8 C\Users\MSSQLSSQLEXPRESS\AppData\Local\Microsoft\Windows\\UsrClass.dat 25 A% HKU\S-1-5-80-388... 2019-04-0211:15:21Z  NT AUTHORITY\SYSTEM
24 EESEEE TERCSTEES: 2019-04-0211:26:04Z  NT AUTHORITY\SYSTEM

13. 4 4% Meixxx e |7 § % 45> 4 I Meixxx i 2019/04/02 16:15 = 18:59 # &
BaET- 7 #%(z SSMS-Setup-CHT.exe) » # # 2019/04/02 18:59 j%_
http://customer.sxxx.com.tw/™ §* 18.zip -

GLT IR L UTC PER » 34 8] 51 25 5P R)

Source URL Target Directory Start Date Username
) Y v v
C:\Users\Mei" .. \Downloads\chrom.zip 2019_04_02 16: 15 Mei®
https://download.microsoft.com/download/5/E/9/5E9B18CC-8FD5-467E-BSBF-BADE39C51F73/SQLServer2017-SSEl-Expr.exe C:\Users\Mei . \Downloads 2019-04-02 08:15:30Z Mei
https://download.microsoft.com/download/3/7/6/3767D272-76A1-4F31-8849-260BD37924E4/SQLServer2016-SSEl-Expr.exe C\Users\Mei® “\Downloads 2019-04-0208:32:56Z Mei,

https://download.microsoft.com/download/5/5/E/55EA61C3-4CED-455F-BO9F-67608D27BEB6/Express%2064BIT/SQLEXPR x64 CHT.exe  C:\Users\Mei® “\Downloads 2019-04-02 08:38:20Z Mei

https://d load.microsoft.c: d load/8/9/2/892ADDAG-6F7E-4B95-9C8C-ES08DFBE3EOB/SSMS-Setup-ENU.exe C:\Users\Meim=Downloads 2019-04-02 08:57:14Z Meil
file:///C:/Users/Meissss/Downloads/SSMS-Setup-ENU.exe 2019-04-02 17:08 C\Users\Mei¥ "\Downloads 2019-04-0203:0839Z  Mei
https://download.microsoft.com/download/D/D/4/DD495084-ADAT7-4827-ADD3-FC566EC05890/SSMS-Setup-CHT.exe C:\Users\Mei® “\Downloads 2019-04-02 09:09:50Z Mei
http://customer.swm.com.tw/18.zip 2019-04-02 18:59 C\Users\Meim=\Downloads 2019-04-0210:59:24Z  Mei

A 5§ ¥ g 17 % &% L1 8% & 2019/04/02 16:49-17:28 #) ¥ % % #c48(5 SQL
#ic 48 22 SSMS-Setup-CHT.exe)> * Meixxx # 2019-04-02 16:15-17:09 # fF g ~
- L TA(F SQL % XAh Y SSMS-Setup-CHT.exe) » et ip] ¢t #r k< X (7

L L Meixxx #1 % o

| Deseription | Filename | Full Path

Software Instellation.  SSMS-Setup-CHT exe CAProgramDatsiPackage Cache\{Bc2012d-ed10-4601 -DcA0-875077640...

Software Installation

Software Installation

Software Installation

Software Installation

Software Instellation  vsia_sefup exe CAProgramDatsiPackage Cache\{ah213ab7-4702-4c6if-a3fa- 848530634 .

[E712019/04002 17:24:00  Seftware Tnstallation

720190402 17:22:51  Softwars Installation

[E120190402 1723:40  Software Installation  vsta_leese CAProgramDateiPackage Coche) (300084 37-4162-4£34-81ea-220af191e9..,
; Software Installation

[E712019/0402 17:23:33  Software Installation

[E712019/0402 17:23:24  Software Installation

[FT12019/0402 172332 Software Installation

DIO4N2 172315 Software Tnstallation

D142 172304 Softwsre Instellation  VS14-KB3095631 exe CAProgramDatsiPackage Cacheh{2e1 330 36 868 4bh5-050:-0f440:187

[E712019/0402 172303 Software Installation

[ET1201900402 1722,58  Software Installation

DIX4NZ 1722:44  Software Tnstellation  vs_isoshellexs CAProgramDatsPackage Cache\{56a04 3oe-9950-4d28-8549-5098563620...

D142 172243 Software Installation

019402 1722112 Software Installation

019/04002 17:21:23  Software Installation

DIOD4N2 1790:33  Software Tnstellation  VC_vedist 396 exe CAProgramDatsPackage Cache\[T4d0e5db-b326-ddae-a6b2- 4456042183,

DI9D402 17:20:31  Software Installation

0190402 172026 Software Installation

1201904002 172023 Saftware Instllation
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dction Time % | Description [ Filensme | Full Path
m720190402 17:20:23  Softwers Installation  melexec exe THEHEC EHE
m7201900402 17:20:22  Software Installation

m72019004M02 17:20:32  Softwere Installation  mlexec exe TEEHEC X

m72019/04/02 17:20:19  Software [nstallation
m72019/04/02 17:20.09  Software [nstallation
m2019,0402 17:20:04  Software [nstallation
m2019,0402 172001 Software [nstallation
m72019/04/02 17:19:56  Software [nstallation
m7201504/02 17:19:48  Softwars [nstallation
m720190402 17:19:20  Software Installation
m72019004M02 17:18:51  Software [nstallation
m72019004/02 17:18:47  Software Installation
m73019/04M02 17:18:47  Software Installation
m72019/04/02 17:18:35  Software [nstallation
20190402 17:18:30 Software [nstallation
20190402 17:18:27  Software [nstallation
m7201904/02 17:18:22  Software [nstallation
m7201504/02 17:18:19  Softwars [nstallation
m7201904/02 17:18:06  Software Installation
m7201900402 17:18:01  Software Installation
m72019004M02 17:17:58  Software Installation

mY301904M02 17:17:56  Software [nstallation VC_redistd54 exe CAProgramDataiPackage Cachet{edtecads- 303b-404f-2640-076fa£73848. .
m7301904M02 17:17:51  Joftwere Installation  weredist_x54.exe CAProgramDatarPackage Cachet{de7dbdec-d420-40cd-b350-bec P0debi?. .
m2019040217:17:46  Software Installation  veredist_xB6 exe CAProgramDataiPackage Cachet{eShhScdd-7276-4254-8320- 520761 34=0

m2019,0402 17:17:45  Software [nstallation

Action Time ¢ | Deseription | Filename | Full Path | More Information

B 20190402 17:17:44  Software Installation Microsoft Visual C+4 2013 #8386 Mindmum Runtime - 12.0.21005
m 20190402 17: Boftware Installation S0OL Server 2017 Comimon Files

=201904002 17: Software Installation S0L Server 2017 Common Files

m20190402 17: Boftware Installation Microsaft 3QL Server 2017

=201904002 17: Software Installation Microwoft QL Server 2017

m20190402 17: Boftware Installation Microsoft Analysis Services OLE DB $2i#E

2019004002 17:15:12  Software Installation Microsoft SQL Server 2017 [FAI

m 20190402 17:15:09  Software Installation Microsoft QL Server Dats-Tier Application Framework 88) - zh-...
B 20190402 17:14:53  Software Installation Microsoft Visual C++ 2015 236 Additions] REontime - 14.0.23026
5201904002 17:14:51  Software Installation Microsoft Vismal C++ 2015 x86 Minimum Runtime - 14.0.23026
B20190402 16:50:17  Software Installation AR SQL Server 2014 B 3QL Server Browssr
5201904002 16:49:28  Software Installation Microsoft Visval C++ 2010 =05 Redistibutable - 10.0.40219

B 20190402 16:49:28  Software Installation {FOC3E5SD1-1 ADE-321E-B167-68EFODEGOOL 5} KB2540743
5201904002 16:49:28  Software Installation {FOC3ESD1-1 ADE-321E-8167-68EFIDEGS9A 5} KB2524860
B 20190402 16:49:28  Software Installation {FOC3E5SD1-1 ADE-321E-B167-68EFIDEGYOL 5} KB2 565063
5201904002 16:49:28  Software Installation {FOC3ESD1-1 ADE-321E-8167-68EFIDEGS9AS L KE2544655
B 20190402 16:49:28  Software Installation {FOC3E5SD1-1 ADE-321E-B167-68BEFODEGOIA 5} KBAS25T73
5201904002 16:49:28  Softwere Installation {FOC3ESD1-1 ADE-321E-8167-6BEFIDEGDOAS L KB21 51757
B 20190402 16:49:28  Software Installation {FOC3E5SD1-1 ADE-321E-B167-68EFODEGYOL 5} KB2467173
5201904002 16:49:25  Softwere Installation {1DEEG201-BODS-35EC-8441-66 16F567ADF7 | KB2565063

B 20190402 16:49:25  Software Installation {1DBEA201-BODS5-35EC-8441-6616F56TAONFT } KB2549743
5201904002 16:49:25  Softwere Installation {1DEEG201-BODS-25EC-8441-66 16F507ADF? | KB2524860
520190402 16:49:25  Software Installation {1DBEA201-BODS5-35EC-8441-6616F56TAOFT } KB2544655
5201904002 16:49:25  Softwere Installation {1DEEG201-BODS-25EC-8441-6616F567A0F7 } KBOG2573

n 201904002 16:49:25  Software Installation {1DBEA201-BODS-35EC-8441-6616F56TAONFT } KB2151757

15,7 _Meixxx 3 | i 7« 4% > 4 2 Meixxx & 2019/04/02 18:54 7 41 4 13 4

http://test.sxxx.com.tw » ¥ i fip|3& test.sxxx.com.tw i =k o

Visit Type URL . Last Visit Date Username
Y v v Y by
URL 2019-04-02 10:51:36Z Mei
URL file:///C:/inetpub/wwwroot/test it comtw/indexhtm  2019/04/02 2019-04-02 10:54:33Z Mei
Link http://test.s ¥.com.tw/ riad 2019-04-02 10:54:38Z Mei
Reload http://test.sem.com.tw/ 2019-04-02 10:54:50Z Mei
Reload http://test.s..com.tw/ 2019-04-02 10:54:51Z Mei
Reload http://test.s " .com.tw/ 2019/04/02 2019-04-0210:55:11Z Mei
Reload http://test s7.com.tw/ 18:55 2019-04-02 10:55:13Z Mei
Reload http://test.sum.com.tw/ 2019-04-02 10:55:17Z Mei
URL file:///C:/Users/Mei" . /Downloads/18.zip 2019/04/02 2019-04-02 10:59:46Z Mei
URL 18:59 2019-04-02 11:01:12Z Mei
Reload http://test.s. ¥.com.tw/ 2019-04-02 11:01:55Z Mei
URL https://az700632.vo.msecnd.net/pub/ExtMgr/CompatList/Compatibilityli... ~ 2019-04-02 11:03:24Z Mei
Reload http://tests *.com.tw/ 2019-04-02 11:06:54Z Mei
Reload http://test.ssm.com.tw/ 2019-04-02 11:07:19Z Mei
Reload http://test.spu.com.tw/ 2019-04-02 11:15:49Z Mei
Reload http://test.s .com.tw/ 2019-04-02 11:15:55Z Mei
Reload http://test.si0.com.tw/ 2019-04-02 11:16:46Z Mei
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"

18,4 2 ek ko p 2% IR 4 2020/03/28 06:28 5 4% F kb % cilB 427 0 5% L 1Y
t& = Administrator % » » ¥ 3% {7 " vssadmin.exe Delete Shadows /All /Quiet |
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[aalals] 2D 20 43 6F 64 65 3A 20 41 44 4D 50 52 4F 43 43 - Code: ADMPROCC
0010 30 30 30 30 31 37 31 37 2D 20 43 61 6C &C 3A 20 00001717- Call:
0020 41 44 4D 50 52 4F 43 43 30 30 30 30 31 36 39 32 ADMPRCCCO0001692
0030 2D 20 50 49 44 34 20 20 30 30 30 30 34 35 34 34 - PID: 00004544
0040 2D 20 54 49 44 34 20 20 30 30 30 30 34 38 32 34 - TID: 00004824
0050 2D 20 43 4D 44 3A 20 20 76 73 73 61 64 6D &9 6E - CMD: +wssadmin
0080 2E 65 T8 65 20 20 44 &5 &6C 65 74 &5 20 53 &8 &l .exe Delete Sha
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e g H

AU ek 4 v T

’ﬁwﬁﬁﬁ?ﬁ{%ﬁzM%°
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LfEdy . 2020003028 11:31:34 Microsoft Windows sc... 4625 1REFERREA
LLfEdy . 202003028 11:31:34 Microsoft Windows sc... 4776 PR
LLfEdy . 2020003028 11:31:33 Microsoft Windows sc... 4625 1EFERREA
LLfsey . 2020003028 11:31:33 Microsoft Windows sec... 4776 IREERE
L. 2020003028 11:31:33 Microsoft Windows sec... 4625 A

% fEte | 2020/03/28 11:31:33 Microsoft Windows sc... 4776 FEEERE
LLf8tE. 202003/28 11:31:31 Microsoft Windows sec. 4625 HRFRERA
% Bty . 20200328 11:31:31 Mizroanft Windows e 4776 FEEERE
% Bty 20200328 112120 Microsoft Windows sec... 4625  HEFEREA
% Bty 20200328 112120 Micromoft Windows sec... 4778 FEERRE
LLfEdy . 2020003028 11:31:38 Microsoft Windows sc... 4625 1EFERREA
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