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all your data has been locked us

You want to return?

write email vauxart@aol.com or glynnaddey@aol.com

Dharma (.cezar Family)

© This ransomware has no known way of decrypting data at this
time.

It is recommended to backup your encrypted files, and hope for a
solution in the future.

Identified by

* ransomnote_email: glynnaddeyf@acl.com
* sample_extension: [id-<id>. [<email>].gamma

Click here for more information about Dharma (.cezar Family)

A Would you like to be notified if there is any development regarding this ransomware? Click here.
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@cert tanet.edu.tw
account @certtanetedutw is compromised

Hello!

I'm a hacker who cracked your email and device a few months ago.
You entered a password on cne of the sites you visited, and | intercepted it.

Of course you can will change it, or already changed it.
But it doesn't matter, my malware updated it every time.

Do not try to contact me or find me, it is impossible, since | sent you an email from your account.
Through your email, | uploaded malicious code to your Operation System.
| saved all of your contacts with friends, colleagues, relatives and a complete history of visits to the Internet resources.

Also linstalled a Trojan on your device and long tome spying for you.

You are not my only victim, | usually lock computers and ask for a ransom.
But | was struck by the sites of intimate content that you often visit.

I am in shock of your fantasies! I've never seen anything like this!

So, when you had fun on piguant sites (you know what | mean!) | made screenshot with using my program from your camera of yours device.
After that, | combined them to the content of the currently viewed site.

There will be laughter when | send these photos to your contacts!
BUT I'm sure you don't want it.

Therefore, | expect payment from you for my silence.
| think 5813 is an acceptable price for it!

Pay with Bitcoin.
My BTC wallet: 1DVUSQ2HQAsrFNSSaWBrVNMtLApvBkfPSw
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2018/10/25 (iI8M) T4 03:03
@cert.tanet.edu.tw

account @certtanetedu.tw is compromised
s @certtanet.edu.tw
O =roeprTesannsmEn -

If you do not know how to do this - enter into Google "how to transfer money to a bitcoin wallet”. It is not difficult.
After receiving the specified amount, all your data will be immediately destroyed automatically. My virus will also remove itself from your

operating system.

My Trojan have auto alert, after this email is read, | will be know it!

| give you 2 days (48 hours) to make a payment.

If this does not happen - all your contacts will get crazy shots from your dark secret life!
And so that you do not obstruct, your device will be blocked (also after 48

hours)

Do not be silly!
Police or friends won't help you for sure ...

p.s. | can give you advice for the future. Do not enter your passwords on unsafe sites.

| hope for your prudence.

Farewell,
From: <ji B j@certtanet.edutw> -
To: < @cert.tanetedutw>
Subject: account mllmma@cert.tanet.edu.tw is compromised
Date: Thu, 25 Oct 2018 15:03:21 +0800
Message-ID: <587FOF47DC283794B3C38B10E4FB587F@
29DLUNI29D >
MIME-Version: 1.0 v
EEREEEH) Received: from 81-66-24-250.rev.numericable fr 4]

(81-66-24-250.rev.numericable. fr [81.66.24.250])
by cert.tanet.edu.tw (Postfix) with ESMTP id

384185088400

for < @cert.tanet.edu.tw>; Thu, 25 Oct 2018

13:24:49 +0800 (CST)
From: <= @cert.tanet.edu.tw>
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account @certtanetedu.tw is compromised

@certtanet.edu.tw

Hello!

I'm & hacker who cracked your email and device a few months ago.
You entered a password on one of the sites you visited, and | intercepted it.

Of course you can will change it, or already changed it.
But it doesn't matter, my malware updated it every time.

Do not try to contact me or find me, it is impossible, since | sent you an email from your account.
Through your email, | uploaded malicious code to your Operation System.
| saved all of your contacts with friends, colleagues, relatives and a complete history of visits to the Internet resources.

Also | installed 2 Trojan on your device and long tome spying for you.

You are not my only victim, | usually lock computers and ask for a ransom.
But | was struck by the sites of intimate content that you often visit.

| am in shock of your fantasies! I've never seen anything like this!

So, when you had fun on piquant sites (you know what | mean!) | made screenshot with using my program from your camera of yours device.
After that, | combined them to the content of the currently viewed site.

There will be laughter when | send these photos to your contacts!
BUT I'm sure you don't want it.

Therefore, | expect payment from you for my silence.
| think 5802 is an acceptable price for it!

Pay with Bitcoin.
My BTC wallet: 1IDVU5Q2HQAsrFNSSaWBrVNMtLA pvBkfP5w
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@cert tanetedu.tw
account @certtanetedu.tw is compromised

@certtanetedu

0=r

If you do not know how to do this - enter into Google "how to transfer money to a bitcoin wallet”. It is not difficult.
After receiving the specified amount, all your data will be immediately destroyed automatically. My virus will also remove itself from your operating system.

My Trojan have auto alert, after this email is read, | will be know it!
| give you 2 days (48 hours) to make a payment.
If this does not happen - all your contacts will get crazy shots from your dark secret lifel

And so that you do not obstruct, your device will be blocked (also after 48 hours)

Do not be silly!
Police or friends won't help you for sure ...

p.s. | can give you advice for the future. Do not enter your passwords on unsafe sites.

I hope for your prudence.

Farewell.

EEEEEEH) Return-Path: < .a =« @certtanet.edutw> -
X-Original-To: @cert.tanet.edu.tw
Delivered-To: “s@cert.tanet.edutw

Received: from dvc-214-236-156-186.movil vir.net
(dvc-214-236-156-186.movil.vtr.net [186.156.236.214])

by cert.tanet.edu.tw (Postfix) with ESMTP id
F1BFB50BB402 v

4. ¥ 107# 11 % 5p T = 9:45)z 3|1 5 5T Change your password immediately.
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Change your password immediately. Your account has been hacked.

@cert tanet.edu.tw ~

| greet you!

| have bad news for you.
11/08/2018 - on this day | hacked your operating system and got full access to your account @cert.tanet.edu.tw

It is useless to change the password, my malware intercepts it every time.

How it was:

In the software of the router to which you were connected that day, there was a vulnerability.

| first hacked this router and placed my malicious code on it.

When you entered in the Internet, my trojan was installed on the operating system of your device.

After that, | made a full dump of your disk (I have all your address book, histery of viewing sites, all files, phone numbers and addresses of all your contacts).

A month ago, | wanted to lock your device and ask for @ small amount of meney to unlock.
But | looked at the sites that you regularly visit, and came to the big delight of your favorite resources.
I'm talking about sites for adults.

| want to say - you are a big pervert. You have unbridled fantasy!

After that, an idea came to my mind.
| made a screenshot of the intimate website where you have fun (you know what it is about, right?).
After that, | took off your joys (using the camera of your device). It turned out beautifully, do not hesitate.

| am strongly belive that you would not like to show these pictures to your relatives, friends or colleagues.
| think 5884 is a very small amount for my silence.
Besides, | spent a lot of time on you!

Change your password immediately. Your account has been hacked.

;@certtanet.edutw

]

I accept money only in Bitcoins.
My BTC wallet: 1B1Vov1LTLGLeVG3ycPQhQLeB1VETFZpMZ

You do not know how to replenish a Bitcoin wallet?
In any search engine write "how to send money to btc wallet".
It's easier than send money to a credit card!

For payment you have a little more than two days (exactly 50 hours).
Do not worry, the timer will start at the moment when you open this letter. Yes, yes .. it has already started!

After payment, my virus and dirty photos with you self-destruct automatically.
Narrative, if | do not receive the specified amount from you, then your device will be blocked, and all your contacts will receive a photos with your "joys".

| want you to be prudent.

- Do not try to find and destroy my virus! (All your data is already uploaded to a remote server)

- Do not try to contact me (this is not feasible, | sent you an email from your account)

- Various security services will not help you; formatting a disk or destroying a device will not help either, since your data is already on a remote server.

P.S. | guarantee you that | will not disturb you again after payment, as you are not my single victim.
This is a hacker code of honor.

=From now on, | advise you to use good antiviruses and update them regularly (several times a day)!

Don't be mad at me, everyone has their own work.
Farewell.
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ZEZEBEEIH) Return-Path: < @certtanet.edutw> N
X-Original-To: @cert.tanet.edu.tw
Delivered-To: = mn @cert.tanet.edu.tw
Received: from [116.107.191.207] (unknown
[116.107.191.207))
by cert.tanet.edu.tw (Postfix) with ESMTP id
9578C50BB40A v
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HEEIE | virus.exe

g | 58/E7

SEFEE:  2018-10-26 08:09:43 UTC (0 4348 &1 )
B BR B
Ad-Aware Trojan.Ransom.Crysis E 20181026
AlYac Trojan.Ransom|Crysis 20181026
Arcabit Trojan.Ransom.Crysis.E 20181026
BitDefender Trojan.Ransom Crysis.E 20181026
ClamAvV Win.Trojan.Dharmar-6 20181026
Emsisoft Trojan Ransom Crysis|E (B) 20181026
ESET-NOD32 a variant of Win32/Filecoder/Crysis.P 20181026
F-Prot W32/Wadhrama.B 20181026
F-Secure Trojan.Ransom Crysis E 20181026
Fortinet W32/Crysis|Litr ransom 20181026
[karus Trojan-Ransom.Crysis 20181026

| Malwarebytes Ransom.Crysis.Generic 20181026
| Microsoft Ransom:Win32/Wadhrama 20181026

eScan Trojan.Ransom Crysis|E 20181026
Rising Trojan.Ransom Crysis! 1. ABAA (CLOUD) 20181026
SUPERANtiSpyware Ranzsom.Crysis/Variant 20181022
Symantec Ranzom Crysis 20181026
TACHYON Ransom/\W32 crysis| 54720 20181026
Tencent Trojan-Ransom.Win32.Crysis|a 20181026
TheHacker Trojan/FilecoderCrysis.| 20181025
TrendMicro Mal_Crysis 20181026
TrendMicro-HouseCall Mal_Crysis 20181026
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All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail decrypthelp@cock.li
Write this ID in the title of your message | EE9E9A36

In case of no answer in 24 hours write us to theese e-mails: decrypthelp@cock.li

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your fies.

’ Free decryption as guarantee
Before paying you can send us up to 5 fies for free decryption. The total size of files must be less than 10Mb (non archived), and files should not contain valuable information.

(databases, backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click ‘Buy bitcoins’, and select the seller by payment method and price.
https://localbitcoins.com/buy_bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins

Attention!

« Do not rename encrypted fies.
« Do not try to decrypt your data using third party software, it may cause permanent data loss.
« Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
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et el cmd.exe k34 {5 mode.com £ vssadmin.exe & 1 & Se3} 7 4§ e mode.com #7H

W ALE B A2V ARE (T35 > 2 IR virus.exe # 7 {8 > “,$ 7R kel p
7 er1ép £ mode con cp select=1251 5 X % /5 F > & & 2 f 3% > @ vssadmin.exe

#7137 ehép £ vssadmin delete shadows/all/quiet & #1] K,lrt a s

Process Image Path Command

2% fvirus exe (1504)

C\Users\TEST1\Desktopvirus exe "C\Users\TEST1\Desktopvirus exe"

C\Windows\system32\cmd.exe
CAWindows\system32\mode.com
C:\Windows\system32\yssadmin.axe

=1 4 cmd.exe (2240)
%" mode.com (580)
# vssadmin.exe (3452)

"CAWindows\system32\cmd.exe”
made con cp select=1251
vssadmin delete shadows /a1l /quiet

C\Users\TEST1\Desktop\virus exe
CAWindows\system32\cmd.exe
CAWindows\system32\mode.com
CAWindows\system32\vssadmin.exe
CAWindows\system32\cmd.exe
CAWindows\system32\mode.com
CAWindows\system32\vssadmin.exe
CAWindows\System32\mshta.exe
C\Windows\System32\mshta exe

| B virus_exe (4084)
= g8 cmd exe (3932)
#% mode.com (3132)
© vssadmin.exe (1908)
2 cmd exe (2803)
¥ ' mode.com [1052)
% “vssadmin.exe (3940)

"C\Users\TEST1\Desktop\wirus exe’ -a
"CAWindows\system32\cmd.exe”
made con cp select=1251

vssadmin delete shadows fall /quiet
"CAWindows\system32\cmd.exe”
mode con cp select=1251

vssadmin delete shadows /all /quiet

"C\Wind ¥ 2\mshtz.exe" "EAUsers\TESTL\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\info.hta'|
"C\Windows\System32\mshta_exe" "p‘ i i\ \Siaﬂup\lnfu,hta"‘

\Progr

% mode.com (2056)
# vssadmin.exe (3732)

[CNWindows\system32\cmd.exe
C\Windows\system32\mode.com
C:\Windows\system32\vssadmin.axe

T Windows\system32\cmd.exe
mode con cp select=1251
vssadmin delete shadows /all /quiet

fvirus.exe £ cefed g2 {5 o “,ﬁ‘% 7 #4 {7 cmd.exe ~ mode.com £ vssadmin.exe ¢ >

g3 73 4255 mohtaexe » b & AR € A W2 e et 3 B30T B R A T

AP ef% % info.hta -
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Process
28 virus.exe (1504)

Command
"C:\Users\TEST1\Desktop\virus.exe”

Start Time
2018/10/26 T 2 04:18:40

End Time
2018/10/26 T - 04-18:46

3% cmd.exe (2240)
1

"CAWindows\system32\cmd.exe”
mode con cp select=1251
wssadmin_delete shadows /all /quiet

2018/10/26 T °F 04:18:40
2018/10/26 T & 04:18:42
2018/10/26 T °F 04:18:42

#" mode.com (580)
=] virus.exe (4084)

"C:\Users\TEST1\Desktop\virus.exe" -a

2018/10/26 [ 2F 04:18:48

2018/10/26 T °F 04:18:44
2018/10/26 T - 04:18:42
2018/10/26 T °F 04:18:43
nfa

_ . vssadmin.exe (3452)
= £ cmd exe (3932)
# ' mode.com (3132)
. wssadmin exe (1508
cmd.exe (2804)
# mode.com (1052)
©. vssadmin.exe (3940)
[MImshta.exe (1012)
mshta.exe (3348)

2

"CAWindows\system32\cmd.exe”
mode con cp select=1251

vssadmin_delete shadows /fall /quiet

2018/10/26 T °F 04:18:44
2018/10/26 T 2F 0a:18:a8
2018/10/26 T 2F 04:18:44

2018/10/26 T 4 04:18:50
2018/10/26 T 2F 04:18:28
2018/10/26 T 9 04:18:50

"CAWindows\system32\cmd.exe”
mode con cp select=1251
wvssadmin delete shadows fall fquiet

2018/10/26 [-°F 04:21:27
2018/10/26 T 4 0421:28
2018/10/26 T °F 04:21:28
% 2018/10/26 T2F 0s:21:28

\Users\TESTI\AppD

"CAWindows\System32\mshta exe"
i )

. mshta.exe” "CAProgr; icrosoff

2018/10/26 T4 04:2122;

2018/10/26 T °F 04:21:28
2018/10/26 T & 0421:28
2018/10/26 T °F 04:21:28
nfa
nfa

C\Windows\system32\cmd exe
mode con cp select=1251
wvssadmin delete shadows /all /quiet

2018/10/26 [ 04:18:45
2018/10/26 T 9 04:18:45
2018/10/26 T °F 04:18:45

2018/10/26 T 4 0a:18:a5
2018/10/26 T - 04:18:45
2018/10/26 T °F 04:18:45

cmd exe (3616)
3 i mode.com (4056)
© . vssadmin.exe (3732)

-

| strings |

[ mshta.exe:1012 Properties

Image |Performance | Performance Graph | Disk and MNetwork I GPU Graph I Threads | TCP/IP | Security | Environment | Job

Image File
Microsoft (R) HTML E REFTEZ
Microsoft Corporation
Version:  8.0.7500.15385
Build Time: Tue Jul 14 07:58:06 2009
Path:
C\Windows\System32mshta. exe

Command line:

"Cr\Windows\System32'mshta.exe™ "C: Wsers\TEST 1\AppData\Roaming WMicrosoft\Windows\Start Menu'Programs\Startupiinfo. hta™
Current directory:

C:\Users\TEST 1\Desktop
Autostart Location:

Explore

Bring to Front

nfa

virus, exe{4084)
TEST1-PCYTEST1
FF04:21:28 2018/10/2 Image: 54-bit

Parent:
User:

Started:

— E%

hta.exe:3348 P rticsH
[ mshta.exe _roee ies

Image |Performanoe I Performance Graph I Disk and MNetwork | GPU Graph I Threads I TCR/IP I Security I Environment | Job | Sh'ings|
Image File
Microsoft (R) HTML £ JERFE
Microsoft Corporation
Version:  8.0.7600.16385
Build Time: Tue Jul 14 07:58:06 2009
Fath:

Explore

Ciiwindows\System32\mshta, exe

Command line:
"Cr\Windows\System32\mshta.exe”™ "C:\ProgramData Wicrosoft\Windows\Start Menu\Programs\Star tupinfo, hta™

Current directory:
C:\Users{TEST 1\Desktop!,
| Autostart Location:
nfa Explore
|
Parent:  virus.exe(4084)
User: TEST1-PCYTESTL
Started: 4 04:21:28 2018/10/2 Image: 64-bit

i
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TANet Computer Emergency Response Team

6@*' L » EE ) TEEE(C) » ProgramData » Microsoft »

Windows » StartMenu » Programs » Startup

HAEE Yy MAZRBEy HEEHs v HEZHR

r BmEE Z% SUHHS B2 Pl
Blinfohta  2018/10/26 T4 0421 | HTMLERER 14K8

- EEE |E] virus.exe  2018/10/26 T 04:18 | RBEER 93 KB

I%' Loy Elg » FEBEE(C) » Users » TEST1 » AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup

HeEE ~ MAZESEE ~ ZEIEE - HEENE
E— zE E%AH =5l Fh
Flinfo hta 2018/10/26 T4 04:21 HTML ERE 14 KB
o BRE =] virusexe  2018/10/26 T 04:18 | ERER 93 KB
decrypthelp@cockli 0 & . > - - - — -

Info.hta#lITEAR

b §

Write this ID in the title of your message EE9E9A36
In case of no answer in 24 hours write us to theese e-mails: decrypthelp@cock.li

Free decryption as guarantee
Before paying you can send us up to 5 files for free decryption. The total size of fles must be less than 10M
(databases,backups, large excel sheets, etc.)

How to obtain Bitcoins

https://localbitcoins.com/buy bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:

http://www.coindesk. [how-can-i-buy-bitcoins/

Attention!
« Do not rename encrypted files.
» Do not try to decrypt your data using third party software, it may cause permanent data loss.

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail decrypthelp@cock.li

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your files.

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, ciick ‘Buy bitcoins', and select the seller by payment method and price.

« Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.

b (non archived), and fies should not contain valuable information.

m

L
10. # i AutoRun 1 & » % 3R Info.hta £ virus.exe #7528 7 £ 4 & 73 3
fe> e C:\Windows\systme32 42 & ¢ & 5 > @ virus.exe % C:\users\i¢ * —,’5
fi\\appdata\roaming 74 & ¢ 4 G o g d A D4R LT ot Sk A 2

* C\Windows\system32 i Se ok & o2 £330 - BB R pA 2 L BT

Autorun Entry
@ HKLM\SOFTWARE\Microsoft\Windows\Curent Version’\Run

Desciription Image Path

jal}
KCU\SOFTWARE\Microsoft \Wiindows \Cument Version\Run

=1
“\ProgramData\Microsoft\Windows\Stat Menu'\Programs*\Startup
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N =6 (57 virus.exe

11, &% Batsegen

FR G IR+ 44 decrypthelp@cock.li -
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all vour data has been locked uz -
Tou want to retorn?
yrite email decrypthelp@oock. 11
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13

HEERE

»

ZHEE
|| ABC.txt.id-EEQE9A36.[decrypthelp@cock li].arena
- EBE |_| Docl.docx.id-EE9E9A36.[decrypthelp@cock li].arena
|| Koala.jpg.id-EE9E9A36.[decrypthelp@cock lil.arena
=R || Maid with the Flaxen Hair.mp3.id-EE9E9A36.[decrypthelp@cock lil.arena
& surE©) || Wildlife.wmv.id-EE9E9A36.[decrypthelp@cock li].arena
ey THEE (D) || E# =1 accdb.id-EE9E9A36.[decrypthelp@cock lil.arena

|| BEEE1 xsx.id-EE9E9A36.[decrypthelp@cock lil.arena
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STEP 1
BRMXTREERS
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STEP 2
#HFTDharmaf@®

STEP 3
IFEI2Zkemd.exe?k#HITmode.comElvssadmin.exe

STEP 4
ENUDharmamEE R 72X cmd.exe
(mode.comflvssadmin.exe)

STEP 5
#{Tmshta.exe

STEP 6
EFAEEHMTDharmaimEHInfo.hta

1.5 % A1 42 1 422 34 4cdf Dharma & -

2.% % 43 (< Dharma j5 & °

3.Dharma }%4 e el 2 2 cmd.exe % # 7 mode.com ¥ vssadmin.exe °

4.4 =x +% =1 Dharma & 34 {7 2 = cmd.exe(mode.com £ vssadmin.exe)

5.34 7 mshta.exe o

6.8 T AP EATH I

t6 » 4417 Dharma 54 ¢ Info.hta -
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(4) T LATIEE f o~ B B ERHABIBATEA

B) zHrrERBETENGT AT TE o

. Dharma #* % 5 & = I 5 ﬂfﬁ*ﬁm%ﬁ FRAL & AR L
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(3) 7 MERB AP KiReniz H g Tl o
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