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1. agprprd $35 5 A5 FE > 17 FQuimonk A & 238 (1 IR
MALWARE-CNC Win.Trojan.Quimonk variant outbound connection detected
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Downloader -

B L #4k & sudajidnhf. exe i# T Virustotal xR > #RE 2 ER 2

P RdraF 2@ fv & QjMonkey ~ QIWMONK ~ Q jwmonkey #

o

=kl 53/6

SHAZ56: T75cTbd%B20c4dfd0fabdfeade2de301414bd46d2691ea5020a816f6ad2ebd3
EZLiE  sudajidnhfexe

S4FEL 2018-01-22 07:36:45 UTC ( 0 548 A7)

SentinelOne (Static ML) static engine - malicious 20180115
Sophos AV QjMonkey (PUA) 20180122
SUPERANtiSpyware PUP.Bundler/\ariant 20180122
Symantec SMG.Heur.C 20180122
Tencent Win32 Adware Download Ugiz 20180122
TrendMicro PUA_QIWMONK 20180122
TrendMicro-HouseCall PUA_QIWMONK 20180122
VBA32 Downloader Agent 20180120
VIPRE Trojan.Win32 GenericlBT 20180122
ViRobot Adware Qjwmonkey.526120.F 20180122
Wabroot W32 Adwars Qiwmonk 20180122
Yandex PUA Downloader! 20180112
Zillya Adware Qpwmonkey Win32.248 20180119
ZoneAlarm by Check Point not-a-virus:Downloader Win32.Agent hdxo 20180122
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4, BERT Y Ty B2 EF > "R WinRAR BT %45 2 T2 4% 9
F'aflp-lz ;‘gpxﬁi_\‘ ©

éﬁ WinRAR 5.50 e e

WRARRE © 1993-2017

ﬁ WinRAR" T

EhE#%m)

This is afree, non-commercial personal edition of WinRAR archiver. Ifyou
wantto use this software on a business computer, please purchase!
RE— 55N WinRAR JER ™A Rl - IR ITEEREmAREL
ALk - EME ) Flease read the follawing End User License
Agreement carefully befare you proceed to installation.

A ke T T RN T mey At o

END USER LICEMSE AGREEMENT OF SIMPLIFIED CHINESE RAR
NOM-COMMERCIAL PERSOMNAL EDITION

NREAEREAFTAIE (B » FaE TR - MRETAR. Hoh CBE”

l ( T ] | B J

D. t% % WinRAR Fr P& AR L 54 b SR & > 3 Iﬁ‘J% 7 WinRAR #2.5% & £ 5 %
haE s TG AA A P AN DR e EH R A AT R G

qu,if?ﬁii‘ v — AL H 'ﬁdﬂ/z”}ﬁuﬁb R o

DO1R/1/22 R 03:08:42 Added WinkAR . exe TCP 192.168.195.144:49227 119.145.148.32:80
D018/1/22 T4 03:08:42 Added WinkAR . exe TCP 192.168.195.144:40228 119.146.74.49:80
D018/1/22 T4 03:08:42 added WinRAR . exe TCP 192.168.195.144:48229 119.146.74.49:80
DO18/1/22 R 03:08:42 Added svchost.exe UDFP 0.0.0.0:54300 o

P018/1/22 T4 03:08:42 Added WinkAR .exe UDP 127.0.0.1:56635 ¥ X

DO18/1/22 T4 03:08:44 Added WinkaR.exe TCP 192.168.195.144:49230 203.74.117.22:443
D018/1/22 R4 03:08:44 Added WinkAR . exe TCP 192.168.195.144:49231 203.74,117.22:443
D018/1/22 9 03:08:44 Added WinkAR .exe TCP 192.168.195.144:48232  123.59.139.27:80
D018/1/22 R 03:08:44 Added WinkAR . exe TCP 192.168.195.144:49233  23.59.139.27:80
PO18/1/22 T 03:02:44 Added WinRAR . exe TCP 192.168.195.144:49234  23.59.138.27:80
D018/1/22 T 03:08:44 Added WinkAR . exe TCP 192.168.195.144:48235 123.59.138.27:80
DO18/1/22 T 03:08:44 Added WinkAR . exe TCP 192.168.195.144:49236  103.235.46.191:80
P018/1/22 R4 03:08:44 Added WinkAR .exe TCP 192.168.195.144:49237 119.145.148.32:80
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01871722 Added sudaj 1dnht.exe.exe  TCP 1892.168.195.144:49465 123.57.151.113:80

018/1/22 7] Added zny_znywbkb039.exe  TCP 192.168.195.144:49466 106.75.24.100:80

01871722 7 Added Unknown TCP 192.168.195.144:49467  223.26.106.239:443

018/1/22 7] Added svchost . exe TCP 192.168.195.144:64473 192.168.195.2:53

018/1/22 7] Added 1011 setup ba1zhu@kb001 exe TCP 102.168.195.144:64474 211.151.142.113:80
018/1/22 7] Added Unkno P 192.168.195.144:49466 106.75.24.100:80

01871722 7 Added nst13 3112087 _ 3f7372633d6c6d266c733d6631343463316364383939 68616f2e3336302e636e__0cT0 . exe
018/1/22 7] Added Unknown TCP 102.168.105.144:64476  223.26.76.120:443

018/1/22 7] Added KuaiZip_Setup_1970971572_Liutc3_001.exe TCP 192.168.195.144:64477 110.53.246.34:80
01871722 7 Added Unknown TCP 192.168.195.144:64477 110.53.246.34:80

01871722 7 Added Unknown TCP 192.168.195.144:64478 61.221 .181.46:80

018/1/22 7] Added SCWBWizard.exe TCP 192.168.195.144:64479 106.75.11.174:80

[2018/1/22 7 Added sychost  exe UDP 0.0.0.0:60282 *ox

01871722 7 Added SCWBMutual .exe TCP 192.168.195.144:64480 106.75.78.250:80

018/1/22 7] Added SCWEMBManager . exe TCP 192.168.195.144:64481 61.221.181.46:80

PO18/1/22 71 Added svchost . exe UDP (.0.0.0:52655 ®ie

018/1/22 7] Added KuaiZip_Setup_1970971572_Liutc3_001.exe TCP 192.168.195.144:64482 106.75.95.184:80
01871722 7 Added Unknown TCP 192.168.195.144:64482 106.75.95.184:80

PO18/1/22 7 Added svchost . exe UDP (.0.0.0:53868 * ok

EANLES S - [

B¢ B IP:123.57.151.113 &

Bk Kife R R U

120.76.122.200 > # izm B [P EZGAFT X F 2 aniz@Z T 0 [PAAF

|2018/1/22 F7F 03:12:39 Added sudajidnhf.exe.exe  TCP 192.168.195.144:49465 123.57.151.113:80 |

[2018/1/22 T4 02:58:15 Added sudajidnhf exe.exe  TCP 102.16%.195.144:49106 120.76.122.200:80 |

#-5 B Q B IPi#3 Virustotal ¥R > i B [P¥H BRI #u

http://api.baizhu. cc > Z a4 Virustotal #& R 5 E & =0t & 5 3/66 °

b2 total

172 total m—
- @ Geolocation
123.57.151.113 Country Wl CN
@ Geolocation £ Passive DNS replication
Country W CN VirusTotal's passive DNS only stores address records. The following
Autonomous System 45096 (Alibaba (Beijing) Technology Co., Ltd.) | 2016-04-09 api baizhu.cc
£ Passive DNS replication A Latest detected URLs
VirusTotal's passive DNS only stores address records. The following domain] Latest URLs hosted in this IP address detected by at least one URL
2017-11-20  xn—kbr267d.net 2/65 2017-04-20 05:46:45  hitp://api.baizhu.cc/
2017-11-19  xn-—kbr267d.com 2/64 2017-04-19 23:00:35  http://api baizhu.cc/apilopen
2017-09-26 api.baizhu.cc 2/64 2017-04-06 21:47:45 http://api baizhu.cc/api/getdown
2016-08-29 funho.net.cn 1/64 2017-03-28 12:35:04  hitp://api baizhu.cc/api/getlist
URL: http:/fapi.baizhu.cc/
| i 3/66 |
ST EE 2018-01-09 095543 UTC (2 38 7T )
=ath oxmEd  ems @ LRR
IIHRE AR 2R
CyRadar Malicious site
Forcepoint ThreatSesker Malicious site
Fortinet Malware site
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WALET S P F o FIRLPA BRI [P:123.57. 151, 113:80( % /&
# :api. baizhu. cc)* + @& F 2 " &appid=1&sid=360&ver=2 , ¥|/api/getdown

FALG @ A BT PEST AL R

POST fapi/getdown HTTP/1.1
Host: api.baizhu.cc
Content-Length: 22
Connection:close
hccept-Language: zh-cn
Cache-Conbtrol:no-cache
Content-Type:application/x-www-form-urlencoded

Zappid=1&s1d=360&ver=2

HTTR/1.1 200 OK
Server: nginx
Date: Mon, 22 Jan 2018 07:55:00 GMT
Content-Type: text/htnl;Charset=utf-8;charset=UTF-8
Connection: close
Vary: bccept-Encoding

{"close":false,"loading" :false, "XLDOWN" :200000000, "charset" :"utf -8","xlnrl":"http
D fednLbaizho.co b fexe LV Thunde rSpeed 1 .0.35.366 .exe™ , "snall range" :0,"1p" : " 140,

44" Mcolar":0,"logn" : "http:V/Y/cdn.baizhu.cetV/logo.zip","nainres" :"", "mainre
2" "http: vV edo baizhn.ccV fmainres \Vnainres 18011 zip" , "tempdir" : "gzss", "setres
":'http:hYedn.baizho o\ skin/skintest0912 lan.zip","exthistory":{"mine":"","n

ame" :"qvhelper.dll”,"url":"http: bV Viedn.baizhu.ceh/idl ]l gvhelper. dL1", "paran” : "bd
8501, "type":2},"Tavo":[], "Favol":[{"sort":1, "name" :"nTf51 57405927 u5168","
wrl":"http SV idachang .sc 016272 cont /", " logo " s "http 4/ N/ dachangy . 5cj 016272 .cond
ffavicon.ico", "mine":"1,3,4,5,8,9,10,11,13,","List":[{"id" 1, "proc":"" 3, {"1d":3,"
proc' "y, 0" id 4, Tpract 4" 1d " 5 et Y, (1A B, prae M L, 1A 9, pro”
U Md 10, tproc st b M ad 1D proe et 4 d 13, "proe " st 3] ) { M0t 12, "nan
e":"Wu767e uSeal" , "url" :"http: Y/ Vbaidn.scj.xrcch.comt /", " logn" s "http: 4/ N/ bd .scy.

ALt fF 0 I PlASa@mT [P:120. 76. 122, 200:80($# /& 4
¥ :api. baizhu. cc)* + & F
M &type=T&appid=1&sid=3608&ver=2&tgl=18&tg2=1&tg3=1&tgd=1&tgh=1&tgb=

—

1, ¥]/api/open Fi#t & o

RSA Security Analytics Reconstruction for session 1D: 41 ( Source 192.168.195.148 : 49488, Target 120.76.1

Packet Size 952 bytes  Payload Size 418 bytes

POST /apifopen HTTP/1.1
Host: api.baizhu.cc
Content-Length: 63
Connection:close
hccept-Language: zh-cn
Cache-Conbtrol :no-cache
Content-Typezapplication/x-wwr-form-urlencoded

Atype=Thappid=1&s1d=360%ve r=2ktg |=18tg2=1&tg3=14tgd=1%1g5=1ktegh=1

HTTR/1.1 200 OK

Server: nginx

Date: Mon, 22 Jan 2018 08:01:20 GHT

Content-Type: text/html;Charset=utf-8;charset=ITF-8
Connection: close

Vary: Accept-Encoding

A WinRAR = #2215 » £ 5 JILA P AL Einfe N BT 4o

1%
&
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ey T o » #F R Internet Expleror 2 p % 4% 12 223§ o

22.200:80)

muzgoowvm=s
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o EEEWE
Google Chrome

[#2 Internet Expleror

i3 sudajidnhf

@ wrar550scp

@ =F

L |@Eesz

m

018/1/22 T4 04
2018/1/22 5 04:
2016/9/12 0

10. ¥4 £ & # F % Internet Expleror £ Google Chrome #p 7 > % JAkis »

REET % 6@ 3] http://123. faioo. com 7% % -

ﬁ it Expleror - & L ) ’ = LJ
=i | FEE S S | e | e | 8 | BE st | T2 | e | baeone |
l? Interngt Expleror g Google Chrome

Bifgdl.  ERER Ba ERES

BiEiE: Internet Explorer BiEmE- Application

BT ternet Exploreriexplore exe" Il BiE(T): R T

(D% BT B - Bhs¢ @3 http://123. faioo. com » 2 {4 § # 4t 3)
¢ B 360 ek sk (https://hao. 360. cn/?src=1m&ls=n20bcle3ea) -

RSA Security Analytics Reconstruction for session ID- 52 ( Source 192.16

1 bytes Payload Size 1

GET {?s1c=1n&ls=nZ0bcle3eda HITP/L.1 ~
Host: hao.360.cn
Connection: keep-alive
Tpgrade-Insecure -Requests: |
Tser-Agent: Mozilla/5.0 (Windows NT 6.1; WinG4; x64) AppleWebKit/537.36 (ENTHL, 1
ike Fecko) Chrome/63.0.3239.132 Safari/537.36
heeept: text/html,application/xhtml+xnl ,application/xul ;q=0.9, inage /webp, inage/ap
ng,¥/¥;q=0.8
Refersr: http://123.faioo.con/
hocept-Encoding: gzip, deflate
hocept-Langunage: zh-TW,zh;q=0.9,en-U8;q=0.2 ,en;q=0.7
Cookie: __huid=11r+Z812d0sDfF9e0st¥ jNEWSuclonFqZnP0pllxv9d tnk=; __hsid=091b4d643a5
badd5; somnltiswitch=1; connt=1; sessionlD=132730903.110770479277338030.151693417
0363.019; __guid=132730003.2909103578064104700.1516934179364 123

HTTP/1.1 302 Found
Server: nzinx
Date: Fri, 26 Jan 2018 02:40:42 GHT
Content-Type: text/htul; charset=utf-&
Content-Length: 68
Connection: keep-alive
Location: https://hao.360.cn/7sre=1n&ls=n20hcle3efa
X-Powered-By: golang

=<a href="https://hao.360 .cn/?src=ln&anp;ls=n20bcle3efa"=Found<fax>.
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R T [ESSEERS=)
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e T - @ [B]%]|x |9 sng 2 -

W BB | {3 £ EESRES
|C sc08m F—RR=2 LMSH

[ IR v [ @ v BEEP) v E2%9 v IEO>~ @~ ||

SRR, BEREB0RS SR, B RES . RETAER

>

18360SHNER REEDS | BRE
e Bt e S 14m8C = 18268FR v
60 Hn il RS e P 4ot = | 8% II

1
Bl FE W BR RE OME B EE owh NE
. ST gu—

EETHER https;//pl.ssl.ghimg.com/t01be¢ @ EREE | SEEEN EY v ®100% ~

(2)#-p+ & B eni¥ 3 virustotal % > BRE E R v 6] 5 0/67 -

> total S total

URL http:/i123 faioo.com/ URL: https:ifhao 360 cn/?sre=Imé&ls=n20bcle3e9a
[ 0767 | e 067 |
A3FT EEE: 2018-01-3103:17:59 UTC ( 0 #54& AT ) S4F 2 2018-01-3103:20:30 UTC (0 5348 AT )

11, a4 B 425838 (725 > 2 R & 7 sudajidnhf. exe i$ > ' % % WinRar

o RN TRE KRBT - LN o7 ) 0 T RS

sudajidnhf.exe & - B #H W™ F -

(1) &% #=% %42;% [AlYIsetup_baizhu@kb001. exe

(2) Instl3__3112087__3£7372633d6c6d266c733d6e31343463316364383939

_ 68616f2e3336302e636e__ 0cT0. exe
(3) w#B%#¢ KuaiZip_Setup 1970971572 _liutc3_001. exe
(4) & #H#% <=5 QyClient. exe

(5) KZreport. exe

(6) # & L #74235% Update. exe &2 P& # & { #7 UpdateChecker. exe
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s Loudagudnhe e i

B . .
= ii,é sudajidnhf exe (2116)

- B 5 e e (6O
. ‘%uﬁ:ﬁt&ﬂ.em (3900

i rpagedowm exe (3228
S OADACL exe (3504
netsh.exe (2816)
netshoeze (3128)
netsh.exe (2720
netsh exe (A0
netshexe (5190
CiyiBennice exe [3355)
rrdeshobeut exe (3244)
it CnFeagrment.exe (3160
) Dist13_3112087_3(737263 306061664
© InstS__ 3112425 S737nSSd0cnd 266 |
wal”ip Fetup_ 19091572 Lute3_00]
ez exe (3524)
wegand 2. ene (GO0
. KPMount2 e (2206)

- EZMount? e (22600
g e (2004
EnaiZip exe (4066)

ez exe (1708)

4 regenZexe (7000

Purocess
= Q)-C].ient.e:oe (1240 Process
= @Oy?la}nex.em (3604
£ OyFmgment exe (3200) - UpdateChechex.exE (624
ﬁQyFm@'rent.em (3596 = %wﬁ:ﬁmmﬂrﬂpm.eme L2ER)
=) (T rFusgrment e (3540 [ EZRepatexe (4064)
ﬁOyFm@mnt.em (13a0 ;{@KZRepmt.em ee.21)]
= &WQ\'Update.e}ne (190E) = Tortpopturo.ee (IR0
[l Qyemel e (1560) 5 K Rapout ee (1852
ﬁQyFmgwmnt.em (3392 ;@KZRepmt.em (2256
B hmcert.exe (H32) = ?&%% Jortipsp.exe (3432)
=l S omANE2 ene (4800 i EFFepot.exe (1060
0 nundll32 exe (3052) o chume .z (182)
\ rundll52.exe (3620 {2“ choome.exe (2962
= J munAllS2 exe (3R0E) %ﬁ" chumne exe (2860
=l end.exe (168) é&“ chuome axe (3824)
: ipeonfig.exe (32500 5 chuorne.axe (1884)
\ undll52 exa (3356) ;{@KZRepm‘t.em (2100
J rundll52.exe (3616 = " poploader.exe (3108)
\ mndll532 exe (37800 ;@KZRepmt.em (33640
= \ undll52 exe (2654) = ’ég kbt exe (4000
-’é[ELcr\.\.ruﬁl.em (3352 ;::\“T-\;Q}rCli.ent.em (3ERE)
% rundll32.exe (4D16) {4} EZRepout exe (4064)
u G veelsid exe (1732
(. EZRepoitene GTB) WKZRE]IME}BE (536
. Update exe (3536)

12, Ak 4 B 425834 (7 & o pF > 38 3 &34 7 updatechecker. exe & > ¢ 4 { &

Chrome.exe P % » B fcp P €@ 1]~ 248 F izt o

= ég lortipep.exe (3432) gt
¢+ EFFeport.exe (10600 EZRepoat Fuaizip Cornpuession saftw.. |
@“‘ chuore.exe (1828) CGoogle Choome Coogle Inc.
@""c]\mn’e.em (2520 Coogle Choore CGroogle Inc.
@"‘ chuoime.exe (ZRED Google Choorre CGroogle Inc.
£ chuome exe (3824) Google Chuome Cocgle Ine.
“ ohuome e (1584) thoogle Chuome Choogle Ing.
| EZRepoutexe (2100 EZReport Euaizip Compeession softw.. |
Description: Google Chrome
Company: Google Inc.
Path: C:'\Program Files (x86)\Google\Chrome\Application\chrome.exe
Command: "C:'Program Files (x85)\Google\Chrome\Application\chrome.exe™ — "https: /fs. dick. taobao. com/pACIkUw™

13. * AutoRun 1 £ #&4R % oM 482, > # M $ & B 4258 HCDNClient

QyClient ¢ % i s P p &34 7 » ¥ & sudajidnhf. exe “,% KRR AR /S i B

3

L
s gk
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27 Everything | éLogon | *& Explorer | @ Internet Explorer | [ﬂ Scheduled Tasks | %Services | Drivers | ECodecs

Autorun Entry Description
ﬁ' HKCINSOFTWARE \Microsoft\Windows \Cument Version'\Run

vm
| hom semmmen Sh Cwsmiemeemes g ST0ITTES |

Publisher  Image Path

Timestamp
2018/1/22 T4 04:02

14, & wkinz7@ enfes A FpF > I CPU & * F#27 100% > @ ¥ 4255 gk i 57

B pbL engd (74512 1 Virustotal BRI ME E R v 54 W 5 24/66 &

21/68 » ¥ % sudajidnhf. exe 77 §* % K TR AR T &0

=] Os-client.em (3024 BT FNNEF R  \Puogram Files GAENOTTT VideolL S tyle' 2 57 5300000 lient axe BIE
@Qyﬂayer.exe (78 EIr SR aRA T 4 \Progyan Files GEREMIOTTT Video LE e 2. 57 53000 Flayer exe EIFE,
OyF::s.g'ment.e:ne (3362 EIFF M ENsHEhIE E 2\ Puogusn Files Ge@aNIOIT] Video LS tyle's 2. 57 53000 v Frgmentexe [ B3I E
Oyliemel.exe (18728 TOTYT Video Helpex CNPumguzn Files GBENQTTT VidechLityle's. 2,57 5300 yEemel 2xe Lo g Maden T
D und1l32 exe (528) Windows FFERIBIEF Fundll32)  CWindows\ysWOWEmnd 1132 e xe Ificooenft Cloupoustion
rrininewsditarn. eme (1436) SERERE] M Tsers e nor\bppData Rosoming usde phrranine weadettaim. e
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