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[P:123.56. 205.151:6280 -

S wEEEEE HEEEER BEFODN B B R URL fEREETE

Botnet: Android.Congur. Botnet 140, W66 12356205151 123.56.205.151:6280 HE Jeollect e=1450318632000&ver=38572616&diff=14910&hash=01677651732
Botnet: Android.Congur. Botnet 140, W66 12356205151 123.56.205.151:6280 HE] Jeollect e=1459318632000&ver=385726164diff=11869&hash=01677651732
Botnet: Android.Congur. Botnet 140, W66 12356.205.151  123.56.205.151:6280 HE Jeollect Me=1459318632000&ver=38572616&diff=10627 &hash=01677651732
Botnet: Android.Congur. Botnet 140, 166 12356.205.151  123.56.205.151:6280 H[E Jeollect s=1459318632000&ver=38572616&diff=1183&hash=01677651732
Botnet: Android.Congur. Botnet 140, 66 12356205151 123.56.205.151:6280 HE] Jcollect Ms=1459318632000&ver=38572616&diff=066&hash=01677651732
Botret: Android.Congur. Botnet 140, 66 12356205151  123.56.205.151:62680 HHE Jclear ts=08ver=0&diff =0&tag=1&hash=01677651732

Botnet: Android.Congur. Botnet 140, 166 123.56.205.151  123.56.205.151:6280 HHE] Jcollect s=1459318632000&ver=38572616&diff=7306 &hash =00652086056
Botnet: Android.Congur. Botnet 140, 166 123.56.205.151  123.56.205.151:6280 FRE] Jcollect Hs=1459318632000&ver=38572616&diff=80204:hash =00652086056
Botnet: Android.Congur. Botmet 140, W66 12356205151 123.56.205.151:6280 HE] Jeollect e=1450318632000&ver=38572616&diff=1528 &hash =00652086056
Botnet: Android.Congur. Botnet 140, W66 12356205151 123.56.205.151:6280 HE Jeollect Me=1459318632000&ver=385726164diff=367539 &hash =00652086056
Botnet: Android.Congur. Botnet 140, W66 12356.205.151  123.56.205.151:6280 HE Jeollect s=1459318632000&ver=38572616&diff=323176 &hash =00652086056
Botnet: Android.Congur. Botnet 140, 166 12356205151 123.56.205.151:6280 HE] Jeollect Ms=1459318632000&ver=38572616&diff=307216&hash=00652086056
Botnet: Android.Congur. Botnet 140, 66 123.56.205.151  123.56.205.1516260 HE] Jcollect Ms=1459318632000&ver=38572616&diff=306252 &hash =00652086056
Botnet: Android.Congur. Botnet 140, 166 123.56.205.151  123.56.205.151:6260 HHE] Jcollect ts=1459318632000&ver=38572616&diff=222435&hash =00652086056
Botnet: Android.Congur. Botnet 140, 166 123.56.205.151  123.56.205.151:6280 HHE] scollect Hs=1459318632000&ver=38572616&diff=221542 & hash =00652086056
Dotpet: Android.Consur Botpet 140 W06 12356200151 123.56.205.101:6260 FEE collect 2te=1450318632000 & ver=33572616&diff=220080&hash ~00ESZ08A006
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URL:

http://123.56.205.151:6280/

jEEbess

2164

S EEA:

S5t O HE DiRE
i S R
Forcepoint ThreatSeeker IValicious site
Fortinet Malware site

2017-11-01 02:43:24 UTC (O 32 B1T )

T Bl n 7| & & VirusTotal & =22 ¢ & [P(123. 56. 205. 151:6280) 7 B %

M AR 18 P 3] eD
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S ST

2/64
1163
1/63
2163
1/83
1763
2/63
1/63
2/63
3163

A Latest detected URLs

2017-11-01 02:43:24
2017-10-29 03:35:20
2017-10-26 22:41:40
2017-10-26 10:18:11
2017-10-25 00:29:03
2017-10-25 00:04:04
2017-10-23 14:03:14
2017-10-22 06:33:11
2017-10-19 16:37:21
2017-10-19 15:29:25

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset.

http://

http://

1123.56.205.151:6280/

http://123.56.205.151:6280/collect?ts=1459318632000&ver=397 354608diff=33719&hash=01331142149

http://123.56.205.151:6280/collect?ts=1459318632000&ver=20870318&diff=0&hash=01680255806

1123.56.205.151:6280/collect ?ts=1459318632000&ver=35206504&diff=11960&nhash=0057 1056 307
http://123.56.205.151:6280/clear?ts=08ver=0&diff=0&tag=18hash=01516585821
http://123.56.205.151:6280/collect?ts=1459318632000&ver=40281100&diff=6684&hash=01516585821
http://123 56.205.151:6280/collect?ts=1459318632000&ver-35908895&diff=0&hash=0049822 1653
http//123.56.205.151:6280/collect ?ts=1459318632000&ver=38377993&diff=1580&hash=01532297949
http://123.56.205.151:6280/clear?ts=0w0026ver=0\0026dff=0\W0026tag=1w0026hash=01367221833

http://123.56.205.151:6280/plugin/170/version
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121436832 IP > 123.56.205.151

203.208.40.18 42.156.138.60

Welcome! Right click nodes and scroll the mouse to navigate the graph.

OFTENDRESS.NET Most users have voted this as MAL
@54 ANTIVIRUSBAR ORG
* Is this maliclous? Yes No
42120219171 203.208.40.24
421202196 . DL YOUBAK COM More information on this IP is in AlienVault 0TX
IPAS@CNNIC G ®
IP WHOIS
NIRAY COM CN
223202 36 45 ® Lo T
112435.17.103 .
Location Hangzhou, China
WAW.CQIWWESS COM
*— Country China
VIEMXHN NET
[ ] REVERSE DNS
123 56 205151 11529.6.237
42156.440 11 Domoln Date
123.56.205.151 2017-09-13
WWW BW28 COM
V\WN\:ZICDM IP CLASSES

123.56.205..x=Browse , 123.56.205..x.x=Browse | View on ThreatMiner
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Il o ¥ b 8T B2 P F L aesg Google g% 2 U]

B & foshe

C | @& AlienVault, Inc. [US] | https://otx.alienvault.com/indicator/ip/123.56.205.151/?utm_medium=InProduct&utm_source=ThreatCrowd

ALIEN VAULT

A + SEARCH

BROWSE I CREATE PULSE
OPEN THREAT EXCHANGE
Pva: 123.56.205.151
GENERAL DETAILS 9
URLS

Associated URLs
Show | 25 v

Date Checked URL Hestname Server Response P Google Safe Browsing
Oct. 30, 2017, 3:52 pm http://12 123.56.205.151 404 123.56.205.151 Not Present
Oct. 29, 2017, 1:43 pm http://1 0/collect?ts=14593186320. 123.56.205.151 200 123.56.205.151 Not Present
Oct. 25, 2017, 10:14 am http://12 205.151 200 123.56.205.151 Not Present
Sep. 16,2017, 1:21 pm http:// 123.56.205.151 404 123.56.205.151 Not Present
Sep. 3, 2017, 6:29 pm http:// 200 23.56.205.151 Not Present
Jul. 17,2017, 11:36 am http:// 123.56.205.151 404 123.56.205.151 Not Present
Jul. 11, 2017, 9:04 am http://1 123.56.205.151 404 123.56.205.151 Not Present
Jun. 23, 2017, 6:02 pm http://123 123.56.205.151 404 123.56.205.151 Not Present
Jun. 23, 2017, 9:18 am http://1 123.56.205.151 200 123.56.205.151 Not Present
Jun.1,2017, 11:56 am htp:/s 6. 1 ddr 123.56.205.151 404 123.56.205.151 Not Present
May. 31,2017, 2:19 am http:// nfigure/170/configure 200 123.56.205.151 Not Present
May. 12, 2017, 3.00 am http:// 404 123.56.205.151 Not Present
May. 12, 2017, 2:59 am http:/i12 404 123.56.205.151 Not Present
May. 11, 2017, 2:17 am http://1 123.56.205.151 404 123.56.205.151 Not Present
May. 11, 2017, 1:27 am http://1 0/plugin/ 123.56.205.151 404 123.56.205.151 Not Present
May. 10, 2017, 11:50 am http:/s collectzts=145931 200 123.56.205.151 Not Present
Apr. 24, 2017, 10:38 pm http:// 200 6.205.151 Not Present
Mar. 30, 2017, 2:31 pm htep:// 123.56.205.151 200 123.56.205.151 Not Present
Mar. 25, 2017, 2:53 am http:// 123.56.205.151 200 123.56.205.151 Not Present
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6. i * MOBSF(Mobile-Security-Framework)x E #:p]¥%% A » ¥ 3 % Android
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NO 12 A ik o
1 | android. permission. READ_EXTERNAL_STORAGE 7o ' #2SD —+ p }}’
2 | Android. permission. INTERNET Bt | R GBREERER
% p android %%
3 | Com. google. android. c2dm. permission. RECEIVE %
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4 | Android. permission. ACCESS_COARSE_LOCATION e | 3B Ay

5 | Android. permission. WAKE_LOCK Bt | b S s R

RS

6 | Android. permission. GET_TASKS e | AR RFBLE F f

R Lo
T | Android. permission. READ_PHONE_STATE 7o Y

8 | Android. permission. WRITE_EXTERNAL_STRAGE 7o Y

% A android %+
9 | Com. android. vending. BILLING 7 '
A i

Android Permissions

PERMISSION STATUS INFO DESCRIPTION

android.permission.VIBRATE m control vibrator Allows the application to control the vibrator.

android.permission.READ_EXTERNAL_STORAGE dangerous read SD card Allows an application to read from SD Card.
contents

android.permission.RECEIVE_BOOT_COMPLETED ) | automaticallystart  Allows an application to start itself as soon as the system has finished booting, This can make it take longer to
at boot start the phane and allow the application to slow down the overall phone by always running

android.permission.INTERNET fullInternet access  Allows an application to create network sockets.

com.google.android.c2dm.permission.RECEIVE P ROy | Unknown Unknown permission from android reference

permissien from
android reference

android.permission.ACCESS_WIFI_STATE Y | viewwiFistatus  Allows an application to view the information about the status of Wi-Fi
android.permission.ACCESS_COARSE_LOCATION coarse (network- Access coarse location sources, such as the mobile network database, to determine an approximate phone

based) location location, where available. Malicious applications can use this to determine approximately where you are.
android.permission.WAKE_LOCK [Nl | prevent phone Allows an application to prevent the phone from going to sleep.

from sleeping

android.permission.GET_TASKS FReeS™ | retrieve running Allows application to retrieve information about currently and recently running tasks. May allow malicious
applications applications to discover private information about other applications.

android.permission.ACCESS_NETWORK_STATE view network Allows an application to view the status of all networks.
status

android.permission.READ_PHONE_STATE dang: read phone state Allows the application to access the phone features of the device. An application with this permissien can
and identity determine the phone number and serial number of this phone, whether a callis active, the number that call is

connected to and so on.

com.ekkorr.endlessfrontier.global.permission.C2D_MESSAGE | [EIERELS Allows cloud to Allows the application to receive push notifications.
device messaging

android.permission.WRITE_EXTERNAL_STORAGE dang: read/modify/delete  Allows an application to write to the SD card.
5D card contents

com.android.vending.BILLING LELECER | Unknown Unknown permission from android reference
permission fram
android reference

android.permission.GET_ACCOUNTS

accounts

discover known Allows an application to access the list of accounts known by the phone. q

G
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Q Manifest Analysis
ISSUE SEVERITY | DESCRIPTION
Application Data can be Backed up ne | | The flag [android:allowBackup] should be set to false. By default it is set to true
[android:allowBackup] flag is missing. and allows anyone to backup your application data via adb. It allows users who
have enabled USB debugging to copy application data off of the device.
Content Provider (com.facebook.FacebookContentProvider) A Content Provider is found to be shared with other apps on the device
is not Protected. therefore leaving it accessible to any other application on the device.
[android:exported=true]
Broadcast Receiver A Broadcast Receiver is found to be shared with other apps on the device
(com.appsflyer.MultiplelnstallBroadcastReceiver) is not therefore leaving it accessible to any other application on the device.
Protected.
[android:exported=true]
Broadcast Receiver A Broadcast Receiver is found to be shared with other apps on the device
(com.ekkorr.endlessfrontier.global.LocalNotificationReceiver) therefore leaving it accessible to any other application on the device. The
is not Protected. presence of intent-filter indicates that the Broadcast Receiver is explicitly
An intent-filter exists. exported.

8. i * MOBSF(Mobile-Security-Framework)x £ #:p|¥%4% A » & Android
Library Binary #+#7> & » #Relf 2225 adpiRd > ¢ ~ s B4 f1* 38
WEWER N EER 0 F 5 U8 B f il WiE - 2R R (Gldoplile

Wi e R ) KBTS e gl B R KL ko



A 1 e b s 50T ¢ o (TACERT)
7 TANet Computer Emergency Response Team

™ Android Library Binary Analysis

ISSUE SEVERITY

Found elf built
without Stack
Protection

DESCRIPTION

Stack canaries can greatly increase the difficulty of exploiting a stack buffer overflow because it forces the attacker to gain
control of the instruction pointer by some non-traditional means such as corrupting other important variables on the stack.
Built with option -fstack-protector.

9.

3 s B [P:123. 56.205. 151:6280 & {5
HDEHRRTBAT T F IR AR P

PARE AR A BEP RS KA ET S - B P T

E]IJ g_ﬁ Fff"‘

A2 @

% Android % ic#t B BlueStacks f % 2550 A F I G RSN AP > €

DL ERNARS

EpERagmi P ®IP

B aS

BRARBRAI AR 5 @t -8 g 3¢ R [P:123. 56. 206. 59: 7878 2 i

CP
CP
CP
CP
CP
CP
CP
CP
P
CP
ICP
CP
CP
ICP
CP
CP
CP
TCP
CP
TCP
CP
TCP
CP
CP
ICP
uDP
uDP
UDP

Local Addwess

127.0.0.1:530%
12700153520
127.00.1:53552
127.00.1:53563
192.168.195.130:53402
192.168.195.130:53403
192.168.195.130:53436
192.168.195.130:53459
192.168.195.130:53464
192.168.195.130:53465
192.165.195.130:53469
192.168.195.130:53499
192.168.195.130:53504
192.168.195.130:53519
192.168.195.130:53521
192.168.195.130:53543
192.168.195.130:53544
192.168.195.130:53590
192.168.195.130:53591
192.168.195.130:53593
192.168.195.150:535%4
00.0.0:5555
00006666
00007777
000.0:999
0.0.0.0:12000
000054479
127.00.1:2266

Remote Addsess

12700.1:2271
127.00.1:2261
122.00.1:2271
12700.1:2372
172217.24.14:443
64.233.189.188:5223
172.217.24.14:443
172217.24.14:443
172.217.27.147:443
172217.24.14:443
216.58.200.42:443
216.58.200.42:443
216.58.200.42:443
216.58.200 234:443
21658 200 234:443
172217.24.14:443
172217.24.14:443
172.217.27.147:80
123.56.206.59:787%
ER223:20

125.56.205.151 6220

State

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTAELISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING

LISTENING

LISTENING

LISTENING

10. %18 VirusTotal %= 8 IP:123.56.206.59> % 3.3% IP # Fortinet 2 &

# 5 Malware site °
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123.56.206.59 1P 171 %1

@ Geolocation

Country Wl CN
Autonomous System 45096 (Alibaba (Beijing) Technology Co., Lid.)

& Passive DNS replication

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.

2017-05-08 route.everisker.com

A Latest detected URLs

Latest URLs hosted in this |P address detected by at least one URL scanner or malicious URL dataset

1/64 2017-09-25 02:00:04  httpc//123.56.206.59:7878/149/addr

URL: http://123.56.206 59:7878/149/addr
{giBER: 1/64
SHFEER: 2017-09-25 02:00:04 UTC (1 B, 238 &7 )
T EE TEATEEST
BEatr O HiE T Qixs
SRR =R
Fortinet Malware site

11. %A RI&endte N % > F IR Android A SR E €2 17 B

v

IP:123. 56. 206. 59: 7878 & B~18 F L » #1 ¥ e PIRE

T,
¥
T
Rie
iz
=

¥ :http://123.56.205. 151:6280 & = §* = % :

http://123. 56. 205. 151:6280 -

RSA Security Analytics Reconstruction for session ID- 16 ( Source 192.168.195.130 : 40960, Target 123.56.206.59 : 7878)
30,2 ; e

Ti /

7 9:19 to 10/30/2017 9: 08 Packet Size 1,512 bytes Payload Size 828 bytes

GET /170/addr HTTR/1.1 ~
User-hgent: Dalwik/1.6.0 (Linux; U; Android 4.4.2; SAMSUNG-SH-NOO04 Build /KOT49H)

Host: 123.56.206.50:7878
Connection: Keep-hlive
hocept-Encoding: gzip

HTTP/1.1 200 OK

Date: Mon, 30 Oct 2017 00:59:24 GHT
Content-Type: applicationfoctet-strean
Content-Length: 94

Last-Modified: Thu, 10 Har 2016 02:03:39 GHT
Connection: keep-alive

ETag: "56e0d5fb-5&"

hocept-Ranges: bytes

mwzgogoUwuma

{"srv_addr" :"http://123.56.205.151:6280" , "down_add 1" :"http://123.56.205.151 :6280"
L _def":1}

BE Q€@ mrl [P:123.56.205. 151:6280 2 & @ 74 »
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RSA Security Analytics Reconstruction for session ID: 17 ( Source 192.168.195.130 : 49965, Target 123.56.205.15
s Payload Size 5,961 bytes

POST /eollect?ts=14593186320004ver=421806074d iff=0&hach=00319912659 HTTF/1.1 ~
Content-Type: application/octet-strean

Charset: UTF-8

User-Agent: Dalvik/1.6.0 ¢Linux; U; Android 4.4.2; SAMSUNG-SM-F9004 Build /KOT49H)

Host: 123.56.205.151:6280
Connection: Keep-Alive
bhccept-Encoding: gzip
Content-Length: 1264

mwzgoowumzx
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RSA Security Analytics Reconstruction for session ID: 17 ( Source 192.168.195.130 : 49965, Target 123.56.205.151 : 6280)
Time 10/30/2017 8:59:42 to 10/30/2017 9:00:12 Packet Size 7,263 bytes Payload Size 5,961 bytes

HTTP/1.1 200 OK A
Date: Mon, 30 Oct 2017 00:59:54 GMT

Content-Length: 1824

Connection: keep-alive

Server: Goliath
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Android App Performance & Safety Report for

com. iy pefippyhreper.global =

All versions of available outside of the Google Play store are considered unofficial and might put your device at risk. We recommend downloading Android apps
only from the Google Play store.

Performance Safety

| Active malware! 2 Types of Malware Detected |
Last reported malware activity: Jul 22
Days with malware in last 30: 11 days

Types of Malware found on com. -global ®

FLEL RN G U PE TRFEPR Y OB AT L N
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Android/a;
Summary

Android/ & e Sl el asfc is a malicious android app used to interrupt the
normal operations of your android device and gain access to the private information you
have stored in it. These kinds of threats are called . Some examples of what they
[s[=11=H

- Steal your contacts and pictures

- Track your location

- Access your text messages

- Log your keystrokes and passwords

- Send SMS messages to premium numbers without your knowledge that can result in a
very high phone bill

- Fake legitimate banking applications and steal your personal banking information when
you log in

androids = df Summary

andre= sp"w=idf is a malicious code present on fraudulent websites or illegally injected on
legitimate but hacked websites without the knowledge of the administrator. The intention
behind these code injections is to detect and exploit vulnerabilities on applications installed
on your computer to install malicious and unwanted software that compromise the security
of all data on the affected PC.
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