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FireEye Uncovers CVE-2017-8759: Zero-
Day Used in the Wild to Distribute
FINSPY

September 12, 2017 | by Genwei Jiang, Ben Read, James T. Bennett | Threat Research

FireEye recently detected a malicious Microsoft Office RTF document that leveraged CVE-2017-8759, a SOAP WSDL parser code
injection vulnerability. This vulnerability allows a malicious actor to inject arbitrary code during the parsing of SOAP WSDL definition
contents. FireEye analyzed a Microsoft Word document where attackers used the arbitrary code injection to download and execute a
Visual Basic script that contained PowerShell commands

FireEye shared the details of the vulnerability with Microsoft and has been coordinating public disclosure timed with the release of a
patch to address the vuinerability and security guidance, which can be found here

FireEye email, endpoint and network products detected the malicious documents

Vulnerability Used to Target Russian Speakers

The malicious document, “Mpoekr.doc” (MD5: fe5c4d6bb78e170abf5cf3741868eadc), might have been used to target a Russian
speaker. Upon successful exploitation of CVE-2017-8759, the document downloads multiple components (details follow), and eventually
launches a FINSPY payload (MD5: a7b990d5f57b244dd17e9a937a41e7f5)

FINSPY malware, also reported as FinFisher or WingBird, is available for purchase as part of a “lawful intercept” capability. Based on
this and previous use of FINSPY, we assess with moderate confidence that this malicious document was used by a nation-state to
target a Russian-speaking entity for cyber espionage purposes. Additional detections by FireEye’s Dynamic Threat Intelligence system
indicates that related activity, though potentially for a different client, might have occurred as early as July 2017
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