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B e 7 hared ShareData-D
. sharedata areData-
L ARX#H —_ S
o =2 ’ Users
. | =
J EREE o =H
L LEEE 1
» 0 » ShareData-D (\\140. 44 @) | - |4,H = ShareDats-
HaEE v E= HEERRK
Ra— 2% LR ) X
= DEF-PC 2017/7/18 £ 11:53 Autoruns Log File 5,096 KB
b B £ DEF-PC  2017/7/18 £5 11553 XEH 26 KB
4 -; =g
> & FEEE(C)
ca BEEE D)
\7 b &8 ShareData-D (\140.k 1 1&.44) (Z)

3. 423 virus.exe {TH 0 AR RAMT § P ABG AR FRFE P
ERNE A ok e BB ARG P AT o 2 SR AA A B
AR BE AR o
TEEIE (D) » VirusSample >
HE >  HEEDs -~ S5 FEIEE Before

=t e =) pE=pa x
— s e +OBEKET
TEEE (D) » VirusSample v I 4y I EF= VirusS:
wE- =Eme- B8 FEEEX After
2% . E%EE 53 i)
| [ mRreaD THIS - ivPORTANT 1t | 2017/7/18 £ 1036 w=xe 3KB

TR TN S S S S

IMPORTANT !l txt =~ F #f > &

ok 4@ ¢ a1l READ THIS -
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ZTEEE(C) » EHE » Public » Pictures » Sample Pictures = ‘6, i smple Pf’crw:‘-s
= e = la]
MAZERE > HENS > R[PAKE  BE FEEHK =~ 0 @
> — = — =
s
fes
111 READ THIS - Chrysanthemum Desertjpg.aes_n Hydrangeas.jpg. Jellyfish.jpg.aes_
IMPORTANT 111 Jpg.aes_ni_Oday i_Oday aes_ni_Oday ni_Oday
S L A L
Koala.jpg.aes_ni Lighthouse jpg. Penguins.jpg.ae Tulips.jpg.aes_ni
_Oday aes_ni_Oday s_ni_Oday _Oday

Z88 » ShareData-D (\\140. " "144) (Z)

ZHE ENHE E= FN

) M READ THIS - IMPORTANT 111 2017/7/18 £ 10:42 3KB
|_| DEF-PC.arn.aes_ni_Oday 2017/7/18 £ 11:53 5,097 KB
|| DEF-PC.txt.aes_ni_Oday 2017/7/18 £ 11:53 27 KB
D. %ﬁﬁf’“’r" FHRAFRA B FENS LIRS "RihE ¢
.aes_ni_Oday ;’ » % 3. exe ~ dll ~ . lnk 22, sys EAEF A AL XL T
i

MAicood D ERF AL IS R g R

MAZEBRE ~ ZEEE v =4 FHEERE B==
o BORE 5 i EE x ExE®
| T READ THIS - IMPORTANT 111 3KB 2017/7/18 £ 10:36
- EBE |_| Desertjpg.aes_ni_Oday 827 KB 2009/7/14 T& 12:52
|| Eula.txt.aes_ni_Oday 8KB 2017/5/31 E510:54
. = lﬁ Google Chrome 3KB | 2017/7/18 £E5 103
& FEE ) [ NTUSER DAT 1KB | 2011/4/12 T4 03:23
ey FHEE (D) NTUSER DAT.LOGLaes_ni_Oday 194KB  2017/7/18 L% 10:05
G ShareDats-D (\140." /44) @) | NTUSERDATLOG2 LOG2 &= 0Kk8] 2009/7/14 k% 10:03
|| Sleep Away.mp3.aes_ni_Oday AES_NI_ODAY £ 4730KB 2009/7/14 T4 12:52
o £ | &k Tepveon EE 195kB| 2017/5/31 £ 10:54
| | tcpview.chm.aes_ni_Oday AES_NI_ODAY B2 41KB 2017/5/31 £510:54
[ &k Tepview EEES 204 k8| 2017/5/31 £ 10:54
|| TCPVIEW.HLP.aes_ni_Oday AES NI_CDAY B8 9KB 2017/5/31 £5 10:54
| %] twain_32.dll : 50KB| 2010/11/21 % 05:29
|| VirusSample.zip.aes_ni_Oday 1421KB 2017/6/28 £5 11:27
| 2 vm3dmp.sys 220k8| 2013/8/26 T 01:10
|| Wildlife:.wmv.aes_ni_Oday AES_NI_ODAY E= 25,632KB  2009/7/14 T5 12:52
| (3% Windows PowerShell Modules EE 3Kke| 2009/6/11 L5 05:24

6. #ARE 5 ABC A 4% s & C:\Windows 2 ProgramFiles i&A B FokL & ¢ gr
FHEWLG R T AN pd A g TR g
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I@f o » BB | TEEE (C) » Windows » | vl‘,” =

HaEE v = HE MAZESE v ZRZE v E= FEEHR

B 4=k

®

L Web
- REE winsxs
W zh-TW
. =R (2| _default
& FBER ©) [ bfsve
ca FEEE D) || bootstat.dat
@ ShareData-D (\\140.= 44) (Z) || DtcInstall
&) Enterprise
: a explorer
e [=7] fveupdate
0 HelpPane
& hh
__| mib.bin
& | msdfmap
"I notepad
| PFRO
@ regedit

.| setupact

XML Document

|| setuperr
|&] Starter
i | system

§le | » =8 »[SBEE(C) » ProgramFiles | CommonfFiles » microsoftshared » Stationery

HEEE v MAZEEE ~ HRsig v REABER = HEEHE

XML Document

W ENERE

- 2 W

-
& F8EE )

s THES D)
(9 ShareData-D (\\140. 48 @) ‘@ ’@ @ @

Bears Bears exue Gradient ~ Cave Drawings  Connectivity ~ Dotted_Lines

€ =R
i Genko_2 Graph Green Bubbles GreenBubbles grid_(cm) grid_(inch)
B v w ol
A .
Monet Month_Calenda Music Notebook Orange Circles OrangeCircles

T, AT BHE? ae g R > 4255 virus.exe {715 0 g eedfp st
svchost. exe » 2 {6 svchost. exe 3% {7 B ¢ »¥ v/ 42 3 vssadmin. exe &
timeout. exe > @ timeout. exe 31 {7 {¢ € 31 (7 #425* bedeit. exe &
wevtutil. exe o f€aE 4 48 3% 3 (7 g 3 IR svchost.exe — 2 #F 7% »
@ A23¢ vssadmin. exe {7 {5 € # 1'% & SLP RS Bl A > timeout. exe 4 {7 i

g i 4 £ 10§48 > wevtutil.exe TP ¢ L7 o5 F & ke o
2SR T PRS-



£ZEA . sy e i s 4852 ¢ o (TACERT)
N7 TANet Computer Emergency Response Team

Process D Image Path Life Time Command
= @virus.exe (3624) l D:\VirusSample\virus.exe "D:\VirusSample\virus.exe"
= 8| svchost.exe (3524 W..C:\Windows\system32\svchost.exe _C:\Windows\system32\svchost.exe_
& ad : 980 & do ad 8 o ste ad exe Delete Shado
[= 5% cmd.exe (2284) W...C:\Windows\system32\cmd.exe cmd /c "C:\Users\ABC\AppData\Local\Temp\4666.tmp.bat" "
I" “ timeout.exe (3452) ti... C\Windows\system32\timeout.exe timeout /T 10 I
(= &% cmd.exe (2304) W...C:\Windows\system32\cmd.exe C\Windows\system32\cmd.exe /c bcdedit
¥ " bcdedit.exe (964) Eﬁ .C\Windows\system32\bcdedit.exe bededit

W..C:\Windows\system32\cmd.exe C:\Windows\system32\cmd.exe /c wevtutil exe el
E... C\Windows\system32\wevtutil exe wevtutil.exe el

# “wevtutil.exe (2288) E... C\Windows\system32\wevtutil exe wevtutil.exe cl "Analytic”
& wevtutil.exe (3344) E... C\Windows\system32\wevtutil exe wevtutil .exe cl "Application”
“ wevtutil.exe (3060) E... C\Windows\system32\wevtutil.exe wevtutil.exe cl "DirectShowFilterGraph"
# % wevtutil.exe (356) E... C\Windows\system32\wevtutil exe wevtutil.exe cl "DirectShowPluginControl"
i % wevtutil.exe (1372) E... C\Windows\system32\wevtutil.exe wevtutil.exe cl "EndpointMapper”
% wevtutil.exe (2036) E... CA\Windows\system32\wevtutil.exe wevtutil.exe cl "ForwardedEvents"
£ wevtutil.exe (2472) E... C\Windows\system32\wevtutil.exe wevtutil.exe cl "HardwareEvents"
&% wevtutil.exe (3664) E... C\Windows\system32\wevtutil.exe wevtutil.exe cl "Internet Explorer”

8. tihAz: svchost. exe e/t 3 AL H 7 PF ¢ ¥ — 38 0T 75ie 7 TCP
139 port srsc#id 4 > Zport LB R W2 2R3 E0E g > 7 3%

AR RS R FRARE P kY

=
Proto...  Local Addeess Remate Addvess Btate

TCF 127.0.0.1:49157 127.0.0.1:49155 B2 TABLISHED
TCF 127.0.0.1:49158 127.0.0.1:49157 ES TABLISHED
TCF 140, 043450005 140, 1.1290139 BTN _ZENT
TCF 140, A5 45 140, 130139 ETH _ZENT
TCF 140, A3 450205 140, 1314139 BTN _ZENT
TCF 140, 434520 140, 132139 ETH _SENT
TCF 140, A5 45207 140, 1.135]139 BTN_2ENT
TCF 140, 143490258, 140, 1.134{139 BTN _ZENT
TCF 140, A3 4520 140, 135|139 ETH_ZENT
TCF 140, A43:45600 140, 136|139 BTN _ZENT
TCF 140, 4345601 140, 137|139 BTN _ZENT
TCF 140, A3 4560 140, 1L.196]139 TN _ZENT
TCF 140, 14349605 140, 1194139 ETH _ZENT
TCF 140, 43456504 140, JE139 BTN _SENT
TCF 140, 4345605 140, 196|139 BTN _ZENT
TCF 140, 43:456506 140, 197139 BTN _ZENT
TCF 140, A3 45507 140, 1.198{139 ETH _ZENT
TCF 140, 04345303 140, 1.1990139 BTN _ZENT
TCF 140, 43456505 140, A0139 ETH _SENT
TCF 140, 43:45510 140, A1z9 BTN _ZENT
TCF 140, 43456511 140, A2139 BTN _ZENT
TCF 140, 4345512 140, 1.AE (139 ETH_ZENT
TCF 140, 1.43:49313 140, 1. 2||139 BTN _ZENT
TCF 140, 43:456514 140, Ah|139 BTN _SENT
TCF 140, 45456515 140, 26|19 BTN_2ENT
TCF 140, A3:456 16 140, ATr|LEe ETH _ZENT
TCF 140, 4345517 140, 1.AB{139 ETH _ZENT
TCF 140, 1.43:49313 140, 1. 29139 BTN _ZENT
TCF 140, 43:456519 140, 2101139 BTN _SENT
TCF 140, 4545520 140, 2114139 BTN_2ENT
TCF 140, A5 45521 140, 212139 BTN _ZENT
TCF 140, A3 455 140, 1.213]139 BTN _ZENT
TCF 140. 1434555 140. 1.214]139 BTN _ZENT

9. KR EBrenite f B AR BRI E A2 virus. exe { T8 0§ HPN IR
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10.

Time Service Size Events Displaying 1 - 20 of 326
2017-Jul-20 11:47:44 1P /TCP/ OTHER 4148 s 140. 43 -> 140. 39 @ 50330 -} 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP [ TCP / OTHER 194B A 140. 43 -> 140. .18 @) 49239 -1 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 374B A 140. 43 -> 140. .19 @) 49240 -b 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 194B % 140. 43 -> 140. .20 @ 49241 -} 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP [ OTHER 1948 A 140. 43 -> 140. .41 @ 49262 -p 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 354B & 140. 43 -> 140. .35 @ 49256 -p 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP/TCP/OTHER  374B % 140. 43 —> 140. .3 @ 49224 ->{ 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 354B A 140. 43 -> 140. .39 @) 49260 - 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 1948 A 140. 43 -> 140. .38 @ 49259 -b 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP [ TCP / OTHER 194B A 140. 43 -> 140. .33 @ 49254 -F 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP/TCP/OTHER  194B 4 140. 43 -> 140. .40 @ 49261 -p 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP/TCP/OTHER  354B s 140. 43 -> 140. .32 @) 49253 -1 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP [ OTHER 1948 A 140. 43 -> 140. 31 @ 49252 -p 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP/TCP/OTHER  374B |3 140 43 -> 140. .2 @ 49223 -> 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP/TCP/OTHER  194B % 140 43 -> 140. .30 @ 49251 -} 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 194B A 140. 43 > 140. .53 @ 49274 -} 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 3748 X% 140. 43 -> 140. 16 @ 49237 -b 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP [ TCP / OTHER 374B # 140. 43 -> 140. .7 @ 49228 ->139 (netbios-ssn)
2017-Jul-20 09:59:20 IP/TCP/OTHER  374B s 140. 43 —> 140. 17 @ 49238 - 139 (netbios-ssn)
2017-Jul-20 09:59:20 IP / TCP / OTHER 374B % 140. 43 —> 140. .81 @ 49302 -p 139 (netbios-ssn)
Time Service Size  Events Displaying 1 - 20 of 136
2017-Jul-20 10:00:03 1P/ TCP JSME | 2.34KB % 140. .43 -> 140. .35 @ 49476 > 445 (cifs)
2017-Jul-20 10:00:03 IP/TCP /{SMB | 1.91 KB % 140. 1.43 -> 140, 775035 @) 49477 > 445 (cifs)
2017-Jul-20 10:00:03 IP/TCP ASMB | 1.91 KB % 140. 1.43 -> 140. .35 @ 49478 > 445 (cifs)
2017-Jul-20 10:00:03 IP/TCP [|SMB | 7.72KB  140. 1.43 -> 140, 170039 @ 49479 > 445 (cifs)
2017-Jul-2010:03:16 IP/TCP |SMB | 2.27 KB % 140. .43 -> 140. 174 @ 495181 > 445 (cifs)
2017-Jul-20 10:03:16 1P/ TCP SMB | 1.84KB A 140. .43 -> 140. 174 @ 49519F > 445 (cifs)
2017-Jul-20 10:03:16 IP/TCP [|SMB | 1.84KB 2 140. 1.43 -> 140. 174 @ 49520} > 445 (cifs)
2017-Jul-20 10:03:17 IP/TCP [{SMB | 2.27 KB % 140. 1.43 -> 140,92 50.208 @ 49522} > 445 (cifs)
2017-Jul-20 10:03:17 IP/TCP [JSMB | 1.84 KB % 140. .43 -> 140. 208 @ 49523} > 445 (cifs)
2017-Jul-20 10:03:17 IP/TCP /|SMB | 1.84KB % 140. 1.43 -> 140, 57 52.208 @ 49524} > 445 (cifs)
2017-Jul-2010:03:18 IP/TCP ASMB | 2.43KB A 140. .43 -> 140. 229 @ 49530} > 445 (cifs)
2017-Jul-2010:03:18 IP/ TCP ASMB | 2.00 KB % 140. 1.43 -> 140, 0900229 @ 49531 > 445 (cifs)
2017-Jul-20 10:03:18 IP/ TCP ASMB | 2.00 KB % 140. .43 -> 140. 229 @D 49532 > 445 (cifs)
2017-Jul-20 10:03:17 IP/ TCP /JSMB | 6.04 KB A 140. 1.43 -> 140. 181 @ 49521 F> 445 (cifs)
2017-Jul-20 10:05:38 IP/ TCP [|SMB | 2.81 KB % 140. 1.43 -> 140. 82 @ 49577 b 445 (cifs)
2017-Jul-20 10:05:38 IP/TCP [{SMB | 2.24 KB & 140. 1.43 -> 140. 725082 @ 49578 4 445 (cifs)
2017-Jul-20 10:05:39 1P/ TCP JSMB | 2.24 KB % 140. .43 -> 140. .82 @ 49579 > 445 (cifs)
2017-Jul-20 10:05:39 IP/TCP ASMB | 2.33 KB % 140. 1.43 -> 140, #7535 @ 49580 > 445 (cifs)
2017-Jul-20 10:05:39 1P/ TCP SMB | 1.90 KB % 140. .43 -> 140. 35 @ 49581 > 445 (cifs)
2017-Jul-20 10:05:39 IP/ TCP /JSMB | 1.90 KB ¥ 140. 1.43 -> 140, 050035 @ 49582 > 445 (cifs)
F€JVIREAD THIS - IMPORTANT !!!. txt = F4%¢ # &% Vg 4 L% aes—ni

ransomware > %~ F £ R 25 3% T
aes—ni #
4 g T

BIE hD T R

%9“’,93‘,’:‘{

% > &R k=gl

v A B s e NSA EXPLOIT »% >

PR %z hfz

g e
* RSA-2048 2 & 44 % AES-256 § #icA

B R PR AR S Ak

33k

RSA # % & 4k 1 it jadcis %%o%?ﬁ%

8 (0xc030@protomail. ch ~ 0xc030@tuta. io £
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LI §

aes-ni@scryptmail. com) % % & Jﬂf (RIS —*ﬂ"v’ 1% 38 BitMsg & %
bleedingcomputer ek F B 2 REHH > N B% > S fés £/ T ﬁ N

7 % C:\ProgramData p #% & ¢ 7 ".key.aes_ni_Oday ;, &Hfch& dibis i o

N
.
==ﬁllnj| glllll:] W

]

SPECIAL VERSION: NSi EXPLOIT EDITION |

—

INTRO: If wou are reading it, wyour server was attacked with NSA exploits.
Make Torld Safe Again.

SORRT! Tour files are encrypted.
ile contents are encrypted with random key (AES-256 bit; ECE node).
Randon kev iz encrypted with RS4 public key (2048 bit).

We STRONGLY RECOMMEND wou NOT to use any "decryption toola".
These tools can damage vour data, making recover IMPOSSIBLE.

Also we recommend you not to contact data recovery companies.
They will just contact ug, buy the kev and gell it to wou at a higher price.

m

If vou want to decrypt vour files, vou have to zet RSA private kev.
In order to get private key, write here:

Oxc030@protonmall.ch
Oxc030@tuta. io
aea-ni@scryptnail.con

THPORTANT: In =one caszes malware researchers can block onr e-mails.
If wou did not recelve any anzver &_Jia
pleaze do not panic and write toEitha tipe: 1tmngg . ne ) faddress:
BY-2cVeolS8HPHE j ze DHYNAGESTG3bb 1 Teth
or create topic on[Rffps:Fwwv bleepineconputer.con and we will find vou there.

If zoneons else offers vou fileg restoring, azk him for test decryption.
Only we can succezsfully decrypt vour files; knowing this can protect vou from fraud.

Tou will receive insgtructions of what to do next.
Tou MOST refer this ID in vour message:

4 #4E ¥_i LY

Llzo you MUST mend all ".kev.aes_ni_Oday" files from C:\ProgranData if there are any.

aeg-ni rangonvare

EEEE(C) » ProgramData >|
FESiE ~ HEHE - B EZEEs HEEHRE il
£ °
Microsoft
Vi ware
111 READ THIS - IMPORTAMNT 11! 3KB
I | | ABC-PC#4EADE M L §L3EAC37-Bravo NEW-201 58-768.key.aes_ni_Oday 3KB

11. #-11IREAD THIS - IMPORTANT !!!.txt = FAhLrdk4e Rerf% + B 1 ¥ %
T # 3449 =k (https://id-ransomware. malwarehunterteam. com) > ¥ B %

%5 AES-NI 3 % i o
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AES-NI

A This ransomware may be decryptable under certain
circumstances.

Please refer to the appropriate guide for more information.

Identified by
* ransomnote_filename: !!! READ THIS - IMPORTANT !!!.txt
* ransomnote_email: aes-nifiscryptmail.com
* ransomnote_bitmessage: BM- 2cVgolS8HPMk jzgDMWNAGESTG3bb1TefhN
* sample_extension: .aes_ni_eday

Click here for more information about AES-NI

12. iplgrate p pigimA i R @7~ B % ® IP: 216.239.36.21 2 »F

Gy ¥ B ABCA P [P iz » 3% IPehpest L4 5 ipinfo.ior » #

RYF 3ol pipk o4 @2 & =XF virus. exe {7 > #1if 3| 5

[Pezdgr sifddd - BHr7oEe B BiREhtd o

Timestamp Client Client Port  Server Server Port [P TTL DNE TTL (time) Transaction 1D Tuype DS Cuery DINS Answer

20170720 FF 09:54:25 140 A3 54035 140 A 53 251 00:02:38 OxDARI OO0 {Host Address) | ipinfo io 416 239 30 21
201777020 H°F 09:54:25 140 A3 54085 140 1 53 251 00:02:38 OxDAGZ 00001 (Host Address) | ipinfo io 416 23933 21
201777020 HF 09:54:25 140 W43 54085 140 1 53 251 00:02:38 OxDAGZ 00001 (Host Address) | ipinfo.io 21623935 21
2017720 £4F 09:54:25 140 n43 54085 140 1 53 251 00:02:38 OxDAGZ Cod1001 (Host Address) | ipinfo in 216.239.34 21

-8 216.218.206.112

216239 32 21 [ipinfo.in]

216.239 34 21 [ipinfo.in]

216.239 36 21 [ipinfo.in]
1P 216.239 .36 21

r MAC: B0711FDSDCEL

r NIC Vendor: Jundper Networks

Hostname: ipinfo.io

03 Unkaown

TTL: 45 (distance: 19)

(e | Cipen TCP Ports: 443 (250 |

[-mp Sent: 9 packets (3,739 Bytes), 0.00% cleartext (0 of 0 Butes)

- 2182393621 [11:umf0 ia] -» 14D

- 7 Tncoming sessions: 1
Cntgning sessions: 0
[ Host Details

& 2162309 38 21 iEi.n.fu.in|

|43 [J'&BC PC] (Windows) : 9 packets (3,739 Bytes), 0.00% cleartext (0 of O Butes)

B 140 A3 [P.EC PC] (Windows) -» 216, 239 36.21 [ipinfodn] : 9 packets (757 Bortes), 0.00% cleartest (0 of 0 Bytes)

Frame nr. | Filename Extension Size Source host 5. port Destination host D. port Protocol Timestamp
1512 ipinfo.in.cex cer 1196B 2162393621 [ipinfoin] TCP443 140 243 (Windows) TCP 49213 TlCertificate  2017/7/20 £-F 09:54:25
1512 RapidSSL SHA256 CA - G3.cer | cer 1065B 2162393621 [ipinfoin] TCP 443 140 « 43 (Wimdows) TCP 49213 ThCertificate 20177720 L4 09:54:25

13. i£:E Virustotal &7 H 3 > PR R s ER bR 2 57/63

P36 R A SRRl D op A o d T n A 2 Al ARS-NT s A 7

oowd G LA 2 P4 p 4 G Sorebrect Bk pA o g M
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SHA256: 4142ff466715b9986888bdcb2a727db6a76775fe1d5d4ae3346365a1d70eb76
File name virus.exe 'o
=
| petection ratio: 57783 | 'f' 9 0
Analysis date:  2017-07-20 00:28:31 UTC ( 0 minutes ago )
Antivirus Result Update
Ad-Aware Trojan.AgentWDCR.LEY 20170719
AegisLab Troj.W32.Schoolboylc 20170719
AhnlLab-V3 Trojan/Win32 FileCryptor C1922525 20170719
ALYac Trojan.Ransom AESNI 20170719
CAT-QuickHeal Ransom Sorebrect NIS 20170719
ClamAv Win.Ransomware. Sorebrect-6331471-0 20170712
Kaspersky Trojan-Ransom Win32 AecHu.c 20170719
Malwarebytes Ransom AESNI 20170720
Symantec Ransom.Sorebrect 20170719 I
Tencent Win32.Trojan.Inject Auto 20170720
TrendMicro Ransom_SOREBRECT.B 20170719
TrendMicro-HouseCall Ransom_SOREBRECT.B 20170720
VBA32 Hoax.AecHu 20170719
VIPRE Trojan.Win32.GenericIBT 20170720
ViRobot Trojan.Win32.Z.Razy. 1022978 20170719
Webroot W32 Trojan.Gen 20170720
Yandex Trojan.SchoolBoy! 20170719
Zillya Trojan.XData. Win32.2 20170719
ZoneAlarm by Check Point Trojan-Ransom Win32 AecHu.c 20170719
Alibaba 20170719
CMC ] 20170719
Jiangmin ] 20170719
Kingsoft ] 20170720
SUPERAntiSpyware ] 20170720
Symantec Mobile Insight 20170719
TheHacker ] 20170719
Trustlook 20170720
WhiteArmor 20170713
| Zoner © 20170720 |

14. 4 DEF 1 #p 3R 24 g 4 enifa) o FRIET P A& 5 DEF
TOT R A R ER AR BB RE Y LG AR AR > @ Y & ProgramData
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BB IPN F

PR X § e AR AR

2D FR- R T R

Iz:uée(c:) Y EEZ » DEF .I |

R ERATE IR
¥ %

L

A

l,\

i

e

RN T

%o

fA87E ~ ZEzng - HFEEHRE
2 )
THEE (C) » EHE » DEF » Documents
AppData 2017/7/20 £ 10:00
B Contacts 100 | == fuz - =Eme.  mmEss
1 Desktop 135 | & =% ) gHES il
2| Documents % 10:00 B8 |\ sharedata 2017/7/20 k45 10:00
& Downloads 10:00 [} 111 READ THIS - IMPORTANT 11l 2017/7/18 L& 11:13 3KB
B Favoritss 10:00 [ testl bt aes_ni_Oday 2017/7/18 L5 1131 1K8
X [ test2.txt.aes_ni_Oday 2017/7/18 £ 11:31 1k8
B Links 1000 [ test3.txt.aes_ni_Oday 2017/7/18 F5 1132 AES_NLODAY 8 1K8
W Music % 10:00 [] testd tet.aes_ni_Oday 2017/7/18 £511:32  AES_NIODAY 8% 1K8
£ Pictures 410:00 test5 bet ass ni Oda 2017/7/18 b4 1132 AES NI ODAY = 1k8
B Saved Games 10:00 [ test 2017/7/18 k4 10:57 # 0ks
: ) test? 2017/7/18 L4 1057 0ks
& Searches 10:00 B tects o -
H Videos 10:00 [ testo 1057 oks
| "W READ THIS - IMPORTANT 1l 2017/7/18 =5 11:48 [ test10 2017/7/18 b5 1057 0KB

15. = §% AVAST b 4 2
f& %

2P erdk e ABS_ NI 5 4 12 %4258 > B3R ELF 7 ke %

P DR R FAeT G & R ATT e

EREE v MAZEBE v ZREEE v E= HEERRK
e 2% ’ sHEH Ha A
v BHEE & EHE E=2 ]
Bl Desktop | N READ THIS - IMPORTANT !i! 2017/7/18 T 02:30 3 KB
& Downloads D_, avast_decryptor_aes_ni 2017/7/20 T5 12:37 1,797 KB
No P B T
[% Avast Decryption Tool for AES_NIv1.0.133.0 - =

% Az s
ﬁ % ! Welcome

We'll guide you through the process of decrypting your files.
Click Next” to begin.

avast_decryptor_aes_ni
ARFVAR T OB TS BEiE

H e

< =% [ F=£m | A
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o Select location(s) to decrypt

You can also drag and drop another location or file into this screen.

52' % g g ﬁi 7?;-; 7}'% ?ﬁ e Ekhs ’l‘i’— [ I3, Avest Decryption Tool for AES_NIv 1.0.133.0
Jez

Shortcut keys: DEL (delete), INS (insert), F2 (edit)

[ AddiocalDrives | [AddNetworkDrives | [ AddFolder... |

< E—#®) I T > I B
—

g 3‘%“’ I "% /47\ e ,.:'Q' —'r,’-—’*% % N r AvastDecrvyptionTo?lf;rAES_val.O.BB.O - q
Backup encrypted files?

We recommend that you backup encrypted files, so you can restart the process
later if something goes wrong.

[¥] Backup encrypted files

We also recommend that you run the decryption process as an administrator.
This will allow to decrypt maximum of the encrypted files.

#T L B T U

T2 iEAR | GuEIE 0 A

I Run the decryption process as an administrator

2LiE T Decrypt > B 4pi8

Fhhk fa s -

. . @ .
)’1’;’ 7%; Z s IR T B 7‘;;,“_ [ Avast Decryption Tool for AES_NIv1.0.133.0 o o
Avast Decryption Tool for AES_NI v 1.0.133.0

ﬁ‘ﬁ‘l ,:‘i _f‘v“b&"& 7‘ :‘flj #;‘] )i‘ﬁ’)é"?i Searching for keys .. I

Decrypung files

e L x/% TR A * s -

Files Decrypted: 437/437 Elapsed Time:  0:00:48

+ Close

16, i nfagamst Rk ap ok F RS Tt B am e AR Rk
M 2 B F s & ¢ enl IREAD THIS - IMPORTANT !!!.txt = F 4% % ¢ ?KW'J"%

R RIS R R BT
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|> ZEEE (D) » FileTypeTest »

EEEEE - ZHIz - = HEERE
£5 ’ <l il CHGE:
|=| Desert JPEG EE 827 KB| 2009/7/14 F5 12:52
|_| Desertjpg.aes_ni_Oday.backup BACKUP 2% 827 KB| 2009,/7/14 T 12:52
|| Eula FIH FKB| 2017/5/31 £ 10:54
| | Eula.txt.aes_ni_Oday.backup BACKUP 82 8 KB| 2017/5/31 F5 10:54
[# Google Chrome FE 3KB 2017/7/18 5 10:31
MNTUSER.DAT FEH 1KB 2011/4/12 F503:23
|| NTUSER.DAT.LOGL LOGL 8= 193 KB| 2017/7/18 < 10:05
|| NTUSER.DAT.LOG1. aes_ni_Oday.backup BACKUP 22 194 KB| 2017/7/18 b5 10:05
MTUSER.DAT.LOGZ = OKE 2009/7/14 5 10:03
|4 Sleep Away ] 4730 KB| 2009/7/14 F5 12:52
|| Sleep Away.mp3.aes_ni_0day. backup 4730 KB] 2009/7/14 T 12:52
é Tcpwcan 195 KB 2017/5/31 £ 10:34
2 tcpview HERER 41KB| 2017/5/31 L5 10:54
|| tepview.chm.aes_ni_Oday backup 41 KB| 2017/5/31 E510:54
ak Tcpview 294 KB 2017/5/31 b5 10:54
|® TCPVIEW gkB| 2017/5/31 £5 10:54
| | TCPVIEVWW . HLP.aes ni Oday.backup a9 KB] 2017/5/31 E510:54
%] twain_32.dll S0KE 2010/11/21 £ 05:29
|4y VirusSample EE/ (zipped) Efl%E 1,420 KB| 2017/6/29 £ 11:27
| | VirusSample.zip.aes_ni_Oday.backup 1421 KBl 2017/6/29 5 11:27
|2 vm3dmp.sys miEE 220KB 2013/8/26 T 0L:10
|| Wildlife Windows Media ... 25,631 KB| 2009/7/14 T+ 12:52
| | wildlife.wmv.aes_ni_Oday.backup BACKUP BE 25,632 KB| 2009/7/14 5 12:52
@ Windows PowerShell Modules i IKB 2009/6/11 % 05:24
B EEERR =~ 0 @
L L L L
Chrysanthernum g Desertjpg.aesn  desktop.ini.aes_ Hydrangeas,pg.
gL i.Oday.backup  ni_Oday.backup aes_ni_Oday.bac
Backin b
- i » rfi' |~
& smum )
@ FREE D) seliyfishjpgses: =E% T = Lighthouse jpg. i
& ShareData-D ni_Oday.backup _0day.backup aes_niﬁc:)ay.bac

17, #-AVAST 2 dzst e » epepaiid 2 ¢ > ©7 2 DEF A 5V {70t 2 fe
BRI 7 P £ 4R 48 0 HB-RSA £ 4578 ABC 1 %2 ProgramData ¥
AL % ¢ 4F @2~ DEF i #% 2 ProgramData shf#l & p > £ 4 (7 f2 R AR >

BRAFERG T AP ERAES - L GBS KR ABC L 8 RSA £ 45
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R R -

. » EiE » ZTEEE(D) » ShareData-D

EREE v H& =ZEEE ~ HEERR bl @
4 swEE - 28 2 EuAS =1 %
Bl Desktop =| ] 11 READ THIS - IMPORTANT 1! 2017/7/18 TS 0231 XEXH4 3KB
8 Downloads L [ avast_decryptor_aes_ni 2017/7/20 5 1237 EBER 1,797 KB
%] RecentPlaces || DEF-PC.arn.aes_ni_0day 2017/7/18 £5 11:53  AES_NIODAY &S 5,097 KB
|| DEF-PC.txt.aes_ni_Oday 2017/7/18 £511:53  AES_NIODAY &= 27KB
- BRE -
avast_decryptor_aes_ni Ful: 1.75 MB
EEES ETHE: 2017/7/20 T5 02551

= R =8

7 ZHZ: Everyone
{ErHE8: 2017/7/20 5 12:37

6

[} Avast Decryption Tool for AES_NIv10.133.0

Avast Decryption Tool for AES_NI v 1.0.133.0

Searching for keys ...
The session RSA key was notfound in the ProgramData folder
Failed to initialize decryption process

’ 1 FHEE (D) » ShareData-D P
p—r = = ~ =
EaEE v By =ZEss v HEssEx = v [ @
 Bxs - zm : ExA# = i '
< BE = = =
= |L% avast_decryptor_aes_ni 2017/7/20 T4 12:37 EBE=E 1,797 K8|
B E" —  |= DEF-PC 2017/7/18 £511:53  Autoruns Log File 5,096 KB
= &A ’E‘ || DEF-PC.arn.aes_ni_Oday.backup 2017/7/18 £ 11:53  BACKUP EE 5,097 KB
| [ pEF-PC 2017/7/18 £5 1153 X=x# 26 KB
- = [] DEF-PC txt.aes_ni_Oday.backup 2017/7/18 151153  BACKUP &= 27K8
&=amm0 .
avast_decryptor_aes_ni Fiv
EREs ZEIHE: 2017/7/20 T4 02:51
siaE: R ZHZE: Everyone
EMAEE: 2017/7/20 T5 12:37
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STEP 2
iilﬁsvchost exe * fil
TR EEER D
@ iﬂﬁaiwsvgqtll.exe
ipinfo.io J cdedit.exe
255,239.36.21 v
iy e STEP 4 svchost.exe @
216.23938.21 ##Ripinfo.io : \\/
l wevtutil.exe
MiBRLogtE
""""" STEP 5
STEP1 #{Tvssadmin.exe @
Ee Bitimeout.exe \\/
?gﬁ(‘g;’;;i% @ bcdedit.exe
= \\/ STEP 7
SEEE : 4
SEAER timeout.exe éiiﬂj&?%ﬂ
STEP 3 LERSRER10ME XFta

H : #1139 -
eidineiedhRishaR ATl 445 port

s

vssadmin.exe

gor I11 READ THIS IMPORTANT! ! ! txt
MRS FRIA

E A A
1. 2% 8584 % % PsExec.exe » ¥ » BERAZN LT 4 o
2. ERANHFE » wFeifeiN sychost. exe % 2 A PN R (F 4B >
TEERAESEF AL
3. Fhwprp T2 2 nF A A Bk -
4, B XT3 P FAI ipinfo. io Bk o
5. svchost. exe #4 7 {8 ¥ v 23\ vssadmin. exe(# 'J",lrt k3B R BLnE S B
)& timeout. exe(# % ¢ £ dZ E 10 §)48)
6. timeout.exe $1 7 {4 = = f25% bededit. exe & wevtutil. exe(if*4 75 #
L dx) o
T 4eH i &7 Bpd I @aniiad 22 - BIREAD THIS -
IMPORTANT !!!. txt en¥ 2 3l o2 F 4 -
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53R R A EAREN PR II%& Sorebrect(aes_ni Uday)Iﬁi% 1iEZR kAL
2R H BT A
1. 241 n%“i‘”ﬁ,%mq‘é FTHRARL R P & R F,T#E’*.féftﬁ&%—f—’??ﬁii

T B R R ﬁ'w& I B BSRE R A i KR

P NPT R RS SuTEBE
2. 4% PsExec éhi¢ * 1518 PsEixec #2587 MGRF UL K2y PO igaya
WolpHr FHET T PRI IFAE D LA FEA RS SR
23 FE AR Flt o e E A -
RG22 i * (4e PsExec)#7 B g B R A e oo
SR R R A
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W EREYRETE K
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