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ALL YOUR FILES ARE ENCRYPTED

For more information, open the file "### DECRYPT MY FILES ###.*" on the desktop
or any other folder with encrypted files
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### DECRYTT MY FILES ###
i
208 i TTiE

THOQOVIIBDIBKOLTT id-182305265
0_[rak. predator@aol.com] 27%b
A790E HEE

909V TBDIEKOLTE
ke [
490 KB

1T _Stodents bt 4d- 18283958650 _[mk pre
dator@aol.corm].z7%b
A790E HEE

3. 2 Nmap 1 B kAR Z Bl ¥ el BB T 0 #0135~ 139 ~ 445 -~ 1433

2383 ~ 3389 £ 49152~49156 & 11 @43 5 BFEK & -
Discovered open port |135/tcp oh 140.0L00.18.43
Discovered open port|3389/tcp pn 148. 43
Discovered open port |445/tcp oph 148. i.43
Discovered open port|139/tcp op 148. .83
Discovered open port |49152/tcp| on 14@.p90 85,43
Discovered open port |49155/tcp| on 148. .43
Discovered open port |49153/tcp| on 148.1 A3
Discovered open port |49156/tcp| on 14@. .43
Discovered open port|2383/tcp pn 149. 43
Discovered open port |[49154/tcp| on 148,890 §5.43
Discovered open port|1433/tcp pn 148,000 _FD.43

4. 12 Currports 1 & 4ip] » # 7 = B IP i=a 122. 114.51. 141 -

221.236.172. 235 £ 223.100. 138. 14 %< Rl 2 #8:& {7 1433 port <~ € @ &% >

=B IP KR F Ry kp Y MA g~ FmG ¥- Bhkp e

IP:5.39.218.17 & ¢ & IP:223.100. 138. 14

= B oport B ETzZ * 2 o

F B3 i 3389port iR a

Horc g i R P LH AR

Process 7 [FD [ Puotocal [ Locel Addwess Fort | Fernote Addess | Remote Pout [ state

B [System Diocess] O TCF 0T 1433 122 11451.141 S0 TIME_WAIT
8 [Eystem Freeess] 0 TCF 140, a3 1433 122.114.51.141 51049 TIME_WAIT
B [System Frocess] 0O F 140, 43 1433 221 236172255 51521 TIME_WAIT
8 [Hystem Preeess] 0 TP 140, 43 1433 221 6. 172255 51640 TIME_WAIT
B [System Frocess] 0O F 1400 ads 1433 122.114.51.141 S1524 TIME_WAIT
8 [Hystem Preeess] 0 TP 140, 43 1433 221 6. 172255 52006 TIME_WAIT
# [System Frocess] 0O TF 140, 43 1433 221 6. 172255 S0 TIME_WAIT
8 [Hystem Preeess] 0 TP 140, 43 1433 221 6. 172255 52147 TIME_WAIT
8 [System Frocess] 0 TCF 140, 43 1433 221 6. 172255 52183 TIME_WAIT
8 [Hystem Preeess] 0 TP 140 Lads 1433 221 6. 172255 52736 TIME_WAIT
8 [System Frocess] 0 TCF 140, 43 1433 221 6. 172255 S5 TIME_WAIT
8 [Hystem Proeess] 0 TP 140, 43 1433 221 6. 172255 5243, TIME_WAIT
8 [Sstem Frocess] 0O TCF 140, 43 1433 221 6. 172255 52566 TIME_WAIT
8 [System Process] 0O P 140, 43 1433 221236172295 53600 TIME_WAIT
#° [Sstem Frocess] 0O TCF 1400 add 1433 221 6. 172255 53745 TIME_WAIT
8 [System Process] 0O P 140, 43 1433 221236172295 53977 TIME_WAIT
#° [Sstem Frocess] 0O TCF 140, 43 1433 221 6. 172255 54026 TIME_WAIT
8 [System Process] 0 F 140, 43 1433 122.114.51.141 54543 TIME_WAIT
8 [Eystem Freeess] 0 TCF 140, A3 1433 122.114.51.141 SREER TIME_WAIT
B [System Frocess] 0O F 1400 ads 1433 122.114.51.141 SOM57 TIME_WAIT
8 [Hystem Preeess] 0 TP 140, 43 1433 122.114.51.141 59616 TIME_WAIT
B [System Frocess] 0O F 140, 43 1433 122.114.51.141 IR TIME_WAIT
8 [Hystem Preeess] 0 TP 140, 43 1433 122.114.51.141 63927 TIME_WAIT
# [Bystem Frocess] 0O TF 140, 43 1433 122.114.51.141 4301 TIME_WAIT
8 [Hystem Preeess] 0 TP 140 ads 1433 122.114.51.141 BAZRD TIME_WAIT
8 [System Frocess] 0 TCF 140, 43 1433 122.114.51.141 G256 TIME_WAIT
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Proc.. |FPD__ | Protocol | Local Addess | LocalPort | Remote Address | Remote Port | State

B [Systern Proc., O 140, 43 1433 223.100.138.14 03355 TIME WAIT
B [Systern Proc.,, O TCE 140, 143 1433 223.100.138.14 03318 TIME WAIT
B [Systern Proc.., 0 TCP 140, 143 1433 223.100.1338.1 63032 TIME WAIT
5 [Systern Proc.., O TCFP 140, 43 1433 223.100.138.14 63132 TIME WAIT
5 [Systern Proc.., O TCFP 140, 143 1433 223.100.138.14 63437 TIME WAIT
5 [Systern Proc.., O TCFP 140, 43 1433 223.100.138.14 53344 TIME WAIT
5 [Systern Proc.., O TCE 140, 143 1433 223.100.138.14 &3414 TOME WAIT
B [Systern Proc.,, O TCE 140, 143 1433 223.100.138.14 03401 TIME WAIT
B [Systern Proc.,, O TCE 140, 43 1433 223.100.138.14 03424 TIME WAIT
B [Systern Proc.,, O TCE 140, 143 1433 223.100.138.14 03370 TIME WAIT
B [Systern Proc,., 0 TCE 140, 43 1433 223.100.133.14 63334 TIME WAIT
& [System Proe.., 0 TCFP 140, 43 1433 223.100.138.14 E3450 TIME WAIT
B lsass.exe 554 T 0.0.0, L) ] 0,200 0 LISTEMING
B lsass.exe 552 TCPVE [OO0000001 49155 CO000000 0 LISTEMING
=1 memdserexe 1340 002,00 2383 0,00 0 LISTEMING
B msmodsevere 1340 TCEVE (0000000 2383 MOO0000m 0 LISTEMING
Boservices.ene 544 0.2.0.0 49156 0,200 0 LISTEMING
Boservices.ene 544 TCPVE [O0000.000 49156 MO000000:m 0 LISTEMNING
=] snmp.exe 1803 F 0.0.00 161 * *

=1 snIop.exe 1808 LUDFVE& [O0:0:0:0:0:0:00 161 * *

= sqlservrexe 1308 T 002,00 1433 0000 0 LISTEMING
= sqlservrexe 1308 127.00.1 1434 0,200 0 LISTEMING
B sglserveexe 1308 TCPVE OOO000000 1433 MO000000:;0 0 LISTEMING
P solservrene 1308 TCEVE (00000017 1424 MOO0000m 0 LISTEMING
B avchostexe A0 0000 135 0,000 0 LISTEMING
B avchostexe 2856 TCE 0000 289 0,000 0 LISTEMING
=71 swchostexe 224 TCP 0.0.00 49153 0.0.00 0 LISTENING
B swchostexe 872 TCFE 0000 4 54 0,00 0 LISTEMING
B swchostexe 872 UDF 0000 500 * *

B swchostexe 872 LDF 002,00 4500 * *

= swchostexe 70 TCPVE [0 135 MOOO0000:M 0 LISTEMING
B avchostexe 2856 TCPVE [0 3389 MO000000:; 0 LISTEMING
B svchostexe 824 TCPVE [0 4153 MO000000:; 0 LISTEMING
B avchostexe 872 TCPVE [0 43154 MO000000:00 0 LISTEMNING
=1 swchostexe 872 LDFVE [0 500 * *

=1 swchostexe 872 UDFVE [ 4500 * *

m:] Ear e [ * *

L

5. #_Process Explorer # % # 42:% » % 423" sqlservr. exe B £z 1433

port- 3% Port — 4 & SQL Fl R+ ¢ g & * > m svchost. exe B fx 3389

port °
BB sqlservr.exe:1308 Properties ) - |EI|£|
Image I Performance I Performance Graph I GPU Graph I Services
Threads TCP/IP | Security | Environment | Strings

[T Resolve addreszes

F__ = Local Addiess Eemote Addiess | Btate Benine |
TCF (0.0.0.0:1453 0.0.0.0:0 LI TEWIMCY MR OLEERVER
TCF LIV 001:1434 (L0L00D LIz TENIMCY Tt O O

TCFVE 000 0:0:0:0000: 1453 [Oe0eQe0e:0:0:0]0 LIS TEMIMG MERQLEERVER
TCFVE [0:00:00:0:0:17: 1434 [De0:0:0:0:0:0.07:0  LI3 TENIMNG MEROLEEREVER

B svchost exe:2856 {termsves) Properhies - |I:I|£|

Image | Performance I Performance Graph | GPU Graph | Services I
Threads TCR/TP | Security I Environment I Strings

[T Resolve addreszes

F.. » | Local Addwess | Rernote Addess | State | Bervice
TCF 0.0.0.0:3389 0.0.0.0:0 LIETENING  Termervice

TCFVa [0:00:000:00:00:3329 Q00000000 LIBTENIMNG  TermBerdce
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6. ¢ Hosts 4% @ # 3| - B [P:192.0.20.200 > $+/& F] serverprotect 4

B G A3 IP B E R o

HEE EEE EARO) wEE HEH

# Copyright (c) 1993-2009 Hicrosoft Corp.

#

# Thiz iz a sample HOSTS file used by Wicromoft TCP/IP for Windows.

# 9T oeats . ilta

# Thiz file containg the mappings of IF addresses to host names. Each IP2Location.com Results

# entry should be kept on an individwal line. The [P address should

# be placed in the first column followed by the corresponding host name. . 20202

# The [P address and the host name should be geparated by at least one IP Address 192.0.20.200

# space.

# o ) N City Fremont

# Additionally, comments (such az these) may be inzerted on individual .

# lines or following the machine name denoted by a '#' synbol. SL;ite,’Reginn California

# For exanple: - i .

# Country Code uUs

# 102.54.94 .97 rhino.acme.con # mource gerver

# 38.25.63.10 H.OACHE . CON # % client hozt Pastal Code 94536

# localhozt name remolution iz handled within DNS itself. ISP Hua¥uz

# 127.0.0.1 localhost - uaruan

id lhogzt i i a
||192.U.20.2[JD serverprotectl Time Zone -07:00

224 2, 5 P 4 » 224 [

T, KE2HRREEEPIR > K 10662 2P B4z i g HmT7 v [P

185. 158. 112. 184(#: B 2ri #74L) ~ 216. 218. 206. 66( £ B 4c ' )id & 3 =&

184.105. 247. 194( % B +c ') ~ 202. 137.10. 190( &
184.105.139. 67(% B *c )
184.105. 247. 196(# B4 ') ~ T4.82.47.5(% B 4c
185. 56. 82. 42(i7

31.207. 47. 95Cjw jf e 4 g2 ) >

e 4e L )2 =

)~

RoFg4eiE) ~

“‘El_%c) N

~ 185, 129. 148. 234 (£ 5% ‘e &y

~ 66. 240. 219. 146( % B 4c ) ~

e A 106&6% 4-8pWFFFIESEEF MM > TR ¥ K LR

Z i+ #8 > 4o LOVE ~ DOCUMENTS ~ CAD ~ JTAZHEN ~ -+ >» ¥ L 2% £ 5z ¥ (7 5 o
Time  + | Boue | Categ . | EventID | Computer | Record Length went Descrphon
201746/ L 05:05:31 Microsoft Windows-Security-Anditing 12544 4625 funinreollegeDB 2 EEEGEE A -
2017448 _EF 05.05:38 Microsoft Windows-Security- Anditing 12544 4625 juninreollegeD'E 352 EFEEE A -
201748 4 05:05:50 Microsoft Windows-Security- Auditing 12544 4625 judoreolls ge DB 368 EREEEN -
201748 5 05:05:54 Microsoft- Windows-Securit- Anditing 12544 4625 junioreollegeDE 368 EEEEED -
2017448 L5 0506:06 Microsoft- Windows-Securitr- Aoditng 12544 4925 juniorcollege DB 68 EEEEE -
201748 _E4F 05:06:07 Microsoft Windows-Security-Anditing 12544 4625 funinreollegeD'E 368 EREEE D -

Microsoft- Windows-Securite- Aoditng 12544 jumorcollegeDB 02

201'?.-'6."8 _EF 05:06:34

4625

TFEJE'E‘}E%A -

QD 1768 _E4F 050648 Microsoft Windows-Security- Aud iting juniorcoll:geDE

201748 E4F 05:06:58 Micramoft Windows-Security- Aoditing 12544 4625 junioreoll: geDE 356 T'EE'E;E%A =
20176/ k4 05:07:12 Micosoft Windows-Security- Auditing 12544 4625 jmndoreoll:geDE el EEEEEA -
20176/ L 05:07:12 Micmosoft Windows-Security- Auditing 12544 4625 jumorcollegeDE 268 EEEEE -
20174608 L 05:07:12 Microsoft Windows-Security- Aoditing 12544 4625 juniorcoll:geDB 356 EFEGEE N -
20174608 _E4F 05:07:15 Microsoft Window-Security- Aoditing 12544 4625 juniorcoll:geDE 363 EEEGEE A -
2017608 5 05:07:17 Microaoft Windows-Security- Aoditing 12544 4625 juniorcoll:geDB i) EFEGEE A -
2017448 _EF 05.07:32 Microaoft Windows-Security- Aoditing 12544 4625 juniorcoll:geDE 368 EFEEE A -
201748 EF 05:07:58 Micramoft Windows-Security- Aoditing 12544 4625 junioreoll: geDE 368 EEEEE -
20176/ L 05:09:14 Micnosoft Windows-Security- Auditing 12544 4625 jmdoreoll:geDE 68 EEEEEA -
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8. MR REDHEE S BB FRAPN T TR A AT B E
#%4DECRYPT MY FILES###. txt ch F 4% > 2+ & Cryd6 ¥ % s & chfFficip b

MmEAT AR R R E 2 P ERep Y 4106267 8p = 5:09

I =510 2 B ER G PR R
X

1I
Bk = AN EETE | LEiERE |
_.ﬁ, [#90I71TEDIEROL TE | [T 38-1883958650_[mk predator@aol com] s79b
fEE4RA). BHEREREGR (bmp) fHIRAEAL.  S700F 4532 ($70cb)
FRBMEE: ] Windows 18 iR e SRR | RAEME: B Windows SRS RA DI BEE(C)... |
fuE: C AU zershsrontechd biDesktop s CATsersmuntechd biDesktop
Filn 400 KB {50,240 {Sr ) Foilu 324 Bl TEEHE (334 (i)
ffREA 520 KB (53,248 (TR iRy 400 KB (4,096 fiCTER)
AR 2017EHA, EF 05:10:20 BUAL:  2019FE6ASA, EF 050045
fEarEEE:  2017EsHRR, L 05:10:20 g2 AEE:  2017E6ASA, £ 05:10:19
FEIEEE:  2017EsHER, L 05:10:20 FEIALE:  2017FE6ASA, L 050945
=120
9\)0 =) - =i - BH - - & [
Hewl - | R v HEAHES v FIED HESEE
| RecentPlaces | E ﬁﬁ‘i’ﬁﬁ
Vv A2
- mEE a2 EnE
Bl
o B
=R
| BH
N _
& i i T
) FIBRIEE (E)
€ —I
## DECRYPT MY FILES ###
TETH

&ok BER: 201706/ L4 05:10
Flr 298 (BT
57 HER: 2017068 £ 05:10

9. #iF LastActivityView 1 & >3 M2 106 # 6 * 8 p + = 5:08 % 5:10 & &

’

FEAA AR FF O F NG HABP R R ik
AT PRAAEL TR L e RRFIT ) el FMAI6E67 8p
5:08 F % p fp A 1P:04. 242,252, 27 2 Beh il 5> 116 ¥ K L

"yuntechdb | = # % » » 3P| 2 FEF » R -
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Action Time  © | Description | Filename | Full Path | More Information

(2200750 T 031304 User Logoff JUNIORCOLLEGEDE\A dmindstratox
(2007508 B4 09:39:30 Wser Lognn WORKGROUPAdmdnistrator
[m2017608 4 09:34:32 ser Lognff JUNIORCOLLEGEDBYamtechdb
20176/8 _E4F 09:34.03 Open file ar folder Downloads Cillzerspymtechd b\Downloads
L 2017468 A 09:35:49 ¥iew Folder in Explorer Videos Collsersdd ministrator\Videos
L 201768 B 09:33:48 Wiew Folder in Explover Pictores Co\Tsershd d mindstrator\Pic tores
| 201748 EF 09:33:45 Tigw Folder in Explorer Music CAlTzershd d mindstratoribusic
2017468 _F4F 09:33:42 View Folder in Explover Downloads CoUTzersd dmindstrator\Downloads
2017468 4 09:30:50 Wiew Folder in Explover Admmin CoiPerfLogsd dmin
L 20176/8 _E4F 09:30:41 Wiew Folder in Explorer Temp CATemp
201768 4 09:20:17 Open file or folder TE909% 1JEDIBKOL TB bmp CilTsersymmtechd biDesktop X909V 1 TEDIBKOL TB bimp
[R7]200746/8 EOF 09:28:47  Tser Logon WORKGROUPymntechdb

[m7)2017608 F4F 09:18:15 Systemn Started

:10:: ser Logo: untec!
(200755 £ 05:10:29 User Logoff JUNIORCOLLEGEDEY hdb
:08: ser Logon e
201768 - 05:.08:32 User L WORKGROUP, hdb
—

0 ch =
( 201?."6!8 J:iF 05 08:18 Temma]Sewxce&RemoheConnechonManager ﬁ
f 2017648 _E4F 05:08:13 Terminalervices-FemoteConmectionbdanager 261 #
21 2017462 _E4F 050757 TerminalPervices RemoteComnnectonMeanager 261
T 201768 _E-F 05:07:31 Terminal¥ervices-RemoteConnectionh{anager 261 #E
T 201748 _E=F 050717 TerminalZervices-FemoteCommectiontdanager 261
T 201748 £F 05.07:14 Terminal¥ervices-FemoteComnmectionbdanager 261
Tl 2017/6/8 _E4F 05:07:11 Terminalervices-FemoteConnectionbdanager 261 #
21 2017462 _E4F 05:07:10 TerminalPervices RemoteComnectonMeanager 261
1 I 2| PUTFRA FFE NS0710 TerminalieniresT amntel” amnectinnbdana e A1 4 I _lLI
4 »
=+ 1149 : TerminalServices-RemoteConnectionManager x
—#% |zaE=En
EESEEE FREREAT:
{EHE: yuntechdb
%
RS dERE I HE: 94.242 252 27
SCERIE S E(M): Microsoft-\Windows-TerminalServices-RemoteConnectioniManager/Operational
AIE(S): TerminalServices-Remote( BECsR(D): 2017/6/8 £ 05:08:30
SHEEIEE): 1149 TEZRI(Y): &8
B&(L: =5 EE=R(K):
HEREW): METWORK SERVICE =hER): juniorcollegeDB
OpCode(O): =1
Ei=ailig 155 == W

10. # * Redline 1 & #4LiF|:2 3 # Event logs % 4% » 2 MEA ks ¥
P15 FF TR IPEEEE LG RIERDP) S N E ~ ks v [P
#3540 2 185, 70. 186. 152 #F ) ~ 82.192. 65. 156 (= ## ) ~ 5. 39. 222. 19
W) ~5.39.218. 17TCim #F ) ~ 46.17.101. 85Ci= ) ~ 93.190. 138. 29(i= % ) ~
146. 185. 239. 100( #% B #7) ~ 185. 129. 148. 234(F 5 ‘& 17 )

46.105.107.107C:2 B) ~ 188.42.253.90(* B) ~ 178.137.89.8( 5 s ) ~

94.242.252. 27(fp & F) o ¥ ¢b > & HIRF 3BT 5 [P Tibshdk o IRTH:
R FSESH o AU A F K P2 %~ g B IP1162. 209, 168. 91
29 B 1P:58.218.213.25° 11 % v1ig * «gé//»\’é' g

IP:94.242.252.27(& & #7* 1P)»d 7| [P ¢ @ 3jw  [P:5.39.218.17 &
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Beood P R ET B ArE R RIS RIP SRR R R ARG Ao

£
Message . Generated Username
¥ T T

ERSEEE TEREES AT 2017-04-28 06:46:34Z NT AUTHORITYASYSTEM
EREEERE TEESES AR 2017-04-28 07-03:307 NT AUTHORITYASYSTEM

SESEEE TEESTASN: 2017-04-2807.0821Z  NTAUTHORITY\SYSTEM
EREERE TIEEET AR 2017-05-0106:28:18Z7  NT AUTHORITY\SYSTEM
SREERE TIEEBEAS  2017-05-0406:09487  NT AUTHORITY\SYSTEM
SREERE TIRETARN:  2017-05-1502:01:32Z  NT AUTHORITY\SYSTEM
SHRESERE TEEEEAS  2017-05-1504:51:247  NT AUTHORITY\SYSTEM
SEHRESERE TIRETASN  2017-05-150540:19Z  NT AUTHORITY\SYSTEM
BEERE TEESEASN  2017-05-2407:51:107  NT AUTHORITYSYSTEM
SESEEE TERSTARN: 2017-05-250841:38Z  NTAUTHORITY\SYSTEM
EREERE TIRET A 2017-05-250943:527  NT AUTHORITY\SYSTEM
SESEEE TERETASN:  2017-05-2807:3841Z  NTAUTHORITY\SYSTEM
EREERE TIERETASN  2017-05-2919:35:35Z  NT AUTHORITY\SYSTEM
SRSEERE IEESES A8 2017-05-30 15:38:027 NT AUTHORITY\SYSTEM
EEEEE TERET AR 2017-05-3012:1640Z  NTAUTHORITY\SYSTEM
ERESEER TEEES AR 2017-05-3108:18:187 NT AUTHORITY\SYSTEM

iEEEEE TIERSE A 2017-05-31 08:34:05Z NT AUTHORITY\SYSTEM

IMessage | Generated

Nl v T
EESEEE CEERRRN 2017-06-07 18:23:33Z
EESEEE EEERELM {5 #5: administrator 2017-06-07 18:31:52Z
SRSEEE EREREL P RIS i il 162.200.168.91 2017.06-07 18:54:15
EREEEE EEEREA 2017-06-07 19:02:287
ErREnee ERenan 2017-06-07 19:21:557
S SEER CEERRRN {5 Fi 4 administrator 2017-06-07 19:22:09Z
== = = A< RS fir - 58.218.213.25
EESERE EREREN 2017-06-07 19:22:39Z
EESERRE EEEREA 2017-06-07 19:24:482Z
EREERE EESREAN 2017-06-07 19:33:017
SESERE SRS {144 administrator 2017-06-07 19:55:127
EEEEE = P R i hiE: 162.209.168.91
ERSEER CHERRRN 2017-06-07 20:03:21Z
SESERE SESBREAm 2017-06-07 20:25:28Z
EESEEE EEEREW: 2017-06-07 20:33:35Z

I3

11. %##5DECRYPT MY FILES#E#:> 3 4h¢ > fpf &3
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[fl#5# DECRYPT MY FILES #44 - 254 ' =10/

#ER BEE A0 #A0 8O
4% ALL TOUR VORK AND PERSONAL FILES HAVE BEEN ENCRTPTED ¥+ ||

To decrypt your fileg you need to buy the special software ?ffenesiz decryptor?
Tou can find out the details / buy decryptor + key / ask questions by enail: Wk.predator@aol.con, wk.Predator@inbox. lv

Tour peraonal 1D: 1883058650

( | H 4

12. % 7 B % mk. predator@aol. com ¥ mk. predator@inbox. lv & & 2 4 ¥_% &
TR FORFRZEIAS BB TG personal D H P

mk. predator@aol.com % $8% 3|2 Ew G > @ F F 0 5T kA B o

FrAaE AR A2 BN ER(Y R I2F B AES R RS Bk

P

v

T¥ 5 AR hkey LF sk FHARRH- BHE o T TR

w7 Mail ¢ o FIRI|HE kiR [P:85.15.103.238 & kp i Bpren [P o

How to decrypt the files on my computer? wiEE

L]
Hi, all files had been encrypted on my computer, please tell me how to decryp...

mK.predator
how many computers you have encrypted 7 8

T 51
Hi, only one computer.So how to decrypt the files?

mkK.predator

= -

[~

Decoding Files 2BTC

translation at the expense of Bitcoin
1GmMSKGral1kSbCHanXsSQ4FuwWsnDT TwfRM

Buy Bitcoin here https://localbitcoins.com or
https://www.buybitcoinworldwide.com/find-exchange/ or
https://www.coinbase.com or

https://www.xmlgold.eu or

any other exchanger

or

write to Google how to buy Bitcoin in your country?

in order to guarantee the availability of our key

we can decrypt one file for free

the size of the files <1 mb, doc.docx.xls.xIsx.pdf.jpg.bmp.txt file format
other formats will not be free decryption

after payment you will receive a program
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Received: from [192.168.08.1085] (a85-15-183-238.pppoe.vtelecom.ru
|E5.15.1@3.238|) (using TLSv1l with cipher DHE-RSA-AES128-SHA
(128/128 bits)) (No client certificate requested) by mtaout-
aamel.mx.aol.com (MUA/Third party Client Interface) with ESMTPSA
id B1C3433000089 for < @ >y =

13. #-##4DECRYPT MY FILES###~ F fh s it Zerfh 2 + B 3 80 2 i 5N e
(https://id-ransomware. malwarehunterteam. com) > # Bl % % % Cry36 #*

,‘}?-“.q- o

Cry36

© This ransomware has no known way of decrypting data at this
time.

It is recommended to backup your encrypted files, and hope for a
solution in the future.

Identified by

* ransomnote_filename: ##: DECRYPT MY FILES ###.txt
* ransomnote_email: mk.Predator@inbox.lv

Not enough information is public about Cry36. Please check back later.

Cry36

© This ransomware has no known way of decrypting data at this
time.

It is recommended to backup your encrypted files, and hope for a
solution in the future.
Identified by

* sample_extension: .id-<id>_[<email>].<randomS>
* ransomnote_email: mk.predator@acl.com
* sample_bytes: [@x188 - 8x128]

DAASE

Not enough information is public about Cry36. Please check back later.
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svchost. exe * @& I virustotal ] & 5 E R 4255 0t 5 5/61 0 827X %
Bl D RPEOFRLE L ALY o ¥ sychost. exe & Windows
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7 Windows\system32” P 4T > At
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' Downloads

‘G(_)v | g = ymtechdb » Dewnloads

v |23 | 12 Dowsloads

HEEHE ~  IAREEE ~  HAHE - IREERE = -
O HRE £ - fEaz EE | 1m0 [ e

B Deskiop || ### DECRYPT MY FILES ### 017668 _EF 0510 S 1KB

B Dovaloais (] svehost MIVEE L0510 PEAIES 1,568 KB

= RecentPlaces

SHA256:  ebdcaTc93e20fadbal79a%5365ab62cdedfdff35274cf09a4E3c 1761285366 $
fHELEIE: svchostexe p—
{EEE: 5161 .r 0 O
SAHrEEE: 2017-06-27 01:44:35 UTC (0 5348 A1 )

B4 QEEEESE OHMEHN eFm  O#HE

(=3 B2 S iR

Antiy-AvL Trojan/WinG4.BitMin 20170626

CrowdStrike Falcon (ML) malicious_confidence_89% (W) 20170420

Invincea heuristic 20170607

TrendMicro-HouseCall Suspicious_GEN.F4TV0E01 20170626

Webroot W32 Trojan.Gen 201706827

15. %8 Autoruns 1 £ &4k > % B & C:\windows\syswowb4\drivers\  #! & ¥

4

errdev. sys ~ hidbatt. sys ~ qd260x64.

1
' b

peauth. sys & sfloppy. sys © ¢ ¢t

P 9 BERb AN e iR A > 4 ey % 7 andide. sys~brfiltup. sys-

Sys ~ ipmidrv. sys ~ 1si_scsi. sys »

FRTA4BHEE LA > AL

C:\windows\syswow64\scext.dll ~ C:\windwos\syswow64\1e4unit. exe -

C:\localweb\tps\TPS_server2\DO\DO # #2\D0 4r % . exe ¥ C:\Program

Files(x86)\Common Files\Symantec Shared\EENGINE\cc. SvcHst.exe /h

ccCommon » # ¢ # Task Scheduler 78 p # 2

FC:\localweb\tps\TPS_server2\DO\DO £t #2\D0 4t % . exe |
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& Everything | éLogon | gl Explorer | léIntemetEprorer .jSChEdU'EdTﬁSkS | %Services | Drivers | DCodecs | EBootExemte | EImageH

Adtorun Entry | Description ‘ Publisher ‘ Image Path
2 Task Scheduler
I ] \DOTmEE R e not found: C:\ocalweb'tps\TPS_Server?\DO\DOBHE\DONIE axe

Microsart Matware Frotection Command Line .. Microsoft Comoration  c-\program fles windows defender\mpemaun exe

cwindows'eystem32\gathemetworkinfo vbs

B WMicrosort\Windows Defender\MP Scheculed scan
\Microsaft \Windows'\Net Trace'\GatherNetworkInfo

16. @& * Process Explorer L% 2% 7 ER AR F2 > L &2 H I &L A5V

BEREX RT ERAN KRR FRE SRSy 2 FNELR

T

FRABARE (S ﬁ‘w‘i@—% Z fii‘%”‘l“f °

E .| services.exe 544
D svehost exe 660 Windows Serrices BB RIBIR FE Micucsoft Corporation 62
5| WrniFrrSE.exe 2524
B svehost exe 40 Windows Serrces FIE{$EIRIE Micuosoft Comporation Od5i2
B svehost exe 524 Windows Serrces FIE{$EIRIE FE Micuosoft Comporation Od5i2
= svehostexe =001 272 Windows Services BT HEREIRIE B2 Micyoeoft Coupeuation A2
w0 svehost.exe < 0.01 924 Windows Serrdces fHZEIEEIRIZ FE Micuosaft Corposstion 52
O] swehastexs 972 Windews Services BIEHEEIRIE IR Micysoft Corporation (U7
w7 durrn.exe 194 SEREEES Mficuosaft Corposation W51
m | svchost exe <001 16RO K 1012 Winderws Serrices A HERIEI0 FE Micyecft Corporation 62
m | svchost exe w1 436 Windows Serdces FIEIEEIBIE R Micuosoft Corporation a2
w1 spaclsv.exe TIBE 1028 % TIRETRRIE ST Rin AR, Mcyoeoft Coupouation e
m | svchost exe 4858 K 10132K 1062 Windows Serdces FIZEEERRIRIZ Fe Micposoft Corpoeation (U7
m | svchost exe 372K SI10K  109% Windows Services FIEIERIBIZ R Micyecift Corporation 62
7| M=DH=Brn exe TEO6E HMSBE 1124 BOL Senrer Integration Hendces Sendee Micsosaft Corposation a0
m | sglsenr ene 0 143,556 K TLMOE 1308 B0L Berrer Windows NT - 64 Bit Micuosoft Corporation W53
m | e e oo 63,74 K S0180K 1340 Micvosoft B0L Berver Analysiz Services Micuosoft Corporation vz
m | BB veHost exe SRAZE BAZE 1404 BhBveHaost axe Misosaft Corpoiation O
m | svchost exe 1LINEKE LIME 1612 Windows Serdces FIEEERRIRIE FF Micuosoft Corporation a2
m | taskhost.exe <001 BESZE 15568 K 1912 Windows TIFRIEERIEIE R Micoosoft Corpoeation
=  coBveHst exe 0.4 HMHOE 16416 K 1848 Byrrentec Benice Framewod: Syrrentec Corposation o1
o colveHstexs 02 530K 406K 2532 Byrentec Bervice Frarnewod: Sarrremntec Corporadion el
7| STump.exe 43ME BMOKE 1805 BNIF Sendce Micsosaft Corposation G2
m | glwter exe ZMBE TG E 812 B0L Berrer VSR Wiiter - 54 Bit Micuosoft Corporation U
ﬁwﬂhm]sd.eme oo M4 E 16,868 K 144 Vhursze Tools Core Sendce Whiwaze, Inc:.
m | svchost axe BRZE 1LENE 2056 Windows Services FIZEIEEIRIZ FE Micyeenift Corporstion Ui}
=] fAlauncher.exe 1552K 42ME 2756 BQL Full-text Filter Daemon Launch Sendee  Wicwosaft Corpoadion 61
| idhost.exe <001 400K BIRE 272
m | svchost exe ZMRE 306K 2856 Windows Serdces FIEEERRIRIZ Fe Micoosoft Coupoeation 0/
m | svchost axe 196K GOME 3008 Windows Services FIZEIEEIRIZ FE Micyeenift Corporstion [riv}
m | svchost exe <00 165,124 K 222G E 244 Windows Services BRI HERRIRIZ FE Micuosoft Corporation a2
O e exe 0.4 15320K 10K 170 Byrrentec CWC S Syrrentec Corposation W55
m | dllhost e <001 460 E 1214 E 3312 COM Sunngate Micuosoft Corporation [
;\,n'\sdtc.e:oe RIS BIRE 3596 Micwseoft SRITNEE BIGiESRIRTE Misosaft Corpoiation Ol
m | svchost exe 1,308 K 3K 2392 Windows Serdces FIEEERRIRIE FE Micuosoft Corporation a2
w1 lsass exe 010 A 16,048 K 352 Local Becurity Authonty Process Micuosoft Corporation vz

11




A 1 e s 5 5m ¢ o (TACERT)
‘r TANet Computer Emergency Response Team

e
Jﬁj\
S
€
=

st 000000 ROOS oon---noc---/

« . SEETH —
%E STEP 1 : ‘
! . STEP 3 .
< RDPEZEA SERLNSEE .
\‘a -, :
S . ——
. _ STEP4 ¢ $41433£3389port
; Sgizn g EXEsMENETE | S R
@ L BATBEBER | s4eDECRYPTMYFILES###.txt
S - . N
ZEigst | ‘ STEP S : 5
------------------------------- : HHJ L_.\ i —*EE_tLi :4_\\0::_
D HRRAIEEBNE SRS | ~
.'i'....'ll."I".....'...Il'. /\
\\\\\%
S

l. 2 &BRDP > & » k5o

2. o BRAS LT Ao

3. BRLANHE AM 5P A BRI A HET AN 2 BFh

4. LR AGEHRT ELT D AE BRI AL B
##4DECRYPTMYF ILES##%. txt = F 4%

. FIF BRAN L f R REDET Bl

1. S % 282 LR R 4 Cry36 % }}%% LK Cry36 it
> A 19 ’ g*ﬂ?;}" r«"r’ﬁ ﬂ\ﬁﬁp\@;ﬁ_ﬁ& &X,_" A‘iﬁ}m@@f_ﬁ&ﬁﬁ Ib@
A feenth R B EE 2 B HT WP T ¢ B B2 Cry36

E’—ﬁ-ﬁ‘%% ;\3,;7;’3_ » 2R g;}ﬁ'}@ N f%fhg\“ﬂ““f? % o

12



g 1A R 5 4RI ¢ < (TACERT)
N7 TANet Computer Emergency Response Team

DO

40 Cry36 i+ § i f h B RN BlA o L B ART SN
BwE AT RN AR 0 G FARA R LRV AT
Pt B ORRRARN T AL B R R R 0 5 NP R G
Cry36 #* % 4 » 2R * XD P LR FTHE HFE -

AR B ] BRI R R R AR S PR e
%o EFRE RERALDL BB E L R

AE LGP T IRDP 2 N R RS RARER X LFE

P b2 8 b TR R o

CRRIPEFE R IR AL VR R A R E R EATRARE L

13



