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2L
wsE57 ¢ A R4 WannaCry 4 1% Windows 4 $oen SMB i i - 34 i
TCP445 1 #3 % @3% > 2 (7 + P #F A { 47 Windows & 5eeh g % o
AT ELSAF2Z RPN - CRFIPFIANELASIRG L > HoheF
B 445 @R g A o
%A LRI A 7% &k 2L L Windows Server 2008 R2 i s o
mEpsEIAEEMPBLI S EDY TP AL CEE -

AE PR RBABSOR AL > B R ARSI NEFET AT o

¥ R

HAA PR BAY F R WA WREP BR O EHFRRIL L LR
AN FLIEE R R F L ot oh s B - 4 Windows 7k SieniFR

Aath RARFHRBS R FRILERESGZ  RRIRRAR 1 477 o

IP:140.X.X.44 IP:140.X.X.43
EII EEgs EiZIL
R ER i SHER

B 1:#&REB T & B

v Nmap T B AR R 8 8ot el 45 3R T30 0 g IR 135 ~ 445 ~ 3389 ~ 49154
SRR AR (R D) -

Discovered open port|3389/tcp qn 14@. A3
Discovered open port|135/tcp orl 140. 43
Discovered open port|445/tcp orl 146. W7 _T0.43
Discovered open port|49154/tcp |on 148.0 00 "9.43

Bl 2: Xt Rl 2 85 B prenid 23R
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3. #i Currports 1 2 # MG - B4 7 ¢ Hf2:" mssecsve. exe s & A 4 +

Ho@mA45 @ 42B G5 0 PR EFRRTEF (B D) -

Process Name | ProcessID | Protocol | Lacal Port | Local Address | Remote Port | | Remote Address | State | Process Path |

[Fsvchostexe 768 TCP 49153 i Listening CAWindows\System32\svchost exe

ch}w.ﬂ,em 812 TCP 49154 3 2 Listening CAWindows\System32%svchost.exe

[FSystem 4 TCP 47001 0000 0000 Listening  System

SSMm 4 TCP 47001 ] i Listening System

[Fwininitexe 396 TCP 49152 0000 0000 Listening  C:\Windows\System32\wininit exe

Ewininit.e)oe 396 TCP 49152 g Listening CAWindows\WSystemn32wininit.exe

[*Tsvchostexe 956 UDP 57851 D 0.0 0 CAWindows\System32\svchost exe

"mssecsve exe 1104 TCP 51286 140,50 "N 43 | 445 92.149.107.15 Syn-Sent CAWINDO WSimssecsve exe

[T mssecsveexe 1104 TCP 51287 140.: 43 ) 445 48.149.193.76 Syn-Sent CAWINDOWStmssecsve exe

[T msecsveexe 1104 TCP 51288 140,00 W43 | 445 61.76.48.20 Syn-Sent CAWINDO WSimssecsve exe

" mssecsveexe 1104 TCP 51290 140.: 43 ) 445 68.146.335 Syn-Sent CAWINDO WStmssecsve exe

[Tmssecsveexe 1104 TCP 51298 140.: 143 ) 445 214254 212.56 Syn-Sent CAWINDO WSimssecsve exe

= mssecsveexe 1104 TCP 51302 140,00 THA43 | 445 184.14 167 141 Syn-Sent CAWINDO WStmssecsve exe

[T mssecsveexe 1104 TCP 51304 140.: 43 ) 445 94.89.108.205 Syn-Sent CAWINDO WSimssecsve exe

" |mssecsveexe 1104 TCP 51305 140.00% 743 | 445 60.210.138.175 Sym-Sent CAWINDO Witmssecsve exe

T mseesveexe 1104 TCP 51308 140.: 43 ) 445 104.133.190.36 Syn-Sent CAWINDO WSimssecsve exe
mssecsveexe 1104 TCP 51313 1400 143 || 445 40.239.116.238 Sym-Sent CAWINDO WSimssecsve exe

[Tmssecsveexe 1104 TCP 51318 140,00 043 | 445 100.254.120.227  Syn-Sent CAWINDO WSimssecsve exe

mssecsveexe 1104 TCP 51325 140.: 43 ) 445 81.65.174.129 Sym-Sent CAWINDO WSimssecsve exe

[Tmssecsve.exe 1104 TCP 51327 140.07% 743 § 445 1.199.242.100 Sym-Sent CAWINDO Wikmssecsve exe

T msseesveexe 1104 TCP 51330 140.: 43 ) 445 113.208.185.162  Syn-Sent CAWINDO WSimssecsve exe

[Tmssecsve.exe 1104 TCP 51333 140.: (43 ) 445 3565.19.101 Sym-Sent CAWINDO Wikmssecsve exe

T mssecsveexe 1104 TCP 51334 140,00 "N 43 | 445 164.41.72.132 Syn-Sent CAWINDO WSimssecsve exe

[T mssecsveexe 1104 TCP 51335 140.: 43 ) 445 5.46.229.131 Syn-Sent CAWINDO WSimssecsve exe

[T msseesveexe 1104 TCP 51338 140.0% W43 | 445 165.107.58.239 Syn-Sent CAWINDO WSimssecsve.exe
mssecsveexe 1104 TCP 51346 140.: 43 ) 445 79.132.16.105 Sym-Sent CAWINDO WSimssecsve exe

T mssecsveexe 1104 TCP 51360 140.: 43 ) 445 93234.26.147 Sym-Sent CAWINDO WSimssecsve exe

[Tmssecsve.exe 1104 TCP 51368 14000 TN 43 § 445 189.124.110.117  Sym-Sent CAWINDO WSimssecsve exe

[T mssecsveexe 1104 TCP 51372 140.: 43§ 445 189.131.20.171 Sym-Sent CAWINDO WSimssecsve exe

[T mssecsveexe 1104 TCP 51379 140,079 743 | 445 118.136.34.197 Syn-Sent CAWINDO WShmssecsve exe

T msseesveexe 1104 TCP 51386 140.: 43 ) 445 140.99.64.148 Syn-Sent CAWINDO WSimssecsve exe
msecsveexe 1104 TCP 51388 140.: (43 )| 445 109.246.168.199  Syn-Sent CAWINDO WStmsseesve exe

[T mssecsveexe 1104 TCP 51389 140,20 N 43 | 445 181.39.29.161 Syn-Sent CAWINDO WSimssecsve exe
msecsve.exe 1104 TCP 51392 140 A3 ) 445 126.105.152.180  Syn-Sent CAWINDO WStmssecsve exe

" mssecsve.exe 1104 TCP 51394 140.0°% " .43 | 445 195.31.106.69 Syn-Sent CAWINDOWSimssecsve exe

B] 3:mssecsve. exe ¥k il A 445 2 F 7 5 PEE

4. %8 procexp £ procmon 1 E ¥:AL# B A2 K AL 0 3 AN mssecsve. exe

TPF ¢ fxd ¥ — B 423% tasksche. exe(4-®] 4) °

== mesecsve.exe (45160 Microsoft® Digk Defragmenter C:\Windows'\mssecsve.exe
: tasksche .exe (8056) C:\WINDOWSY tasksche .exe
= mssecsve.exe (81083 Microsoft® Digk Defragmenter C:\Windows'mssecsve.exe
: tasksche .exe (13232) C:\WINDOWS tasksche .exe
= ¢ mesecave.exe (8176) Microzoft® Digk Defragmenter C:\Windows'mssecsve.exe
: tasksche .exe (13276) C:\WINDOWS tasksche . exe

B 4: mssecsvc. exe # {7 P fa# tasksche. exe % &8 Bl
5. E'ﬁ #2.;% mssecsvce. exe ¥ tasksche. exe p 7 o B I S B TR OEE 2
PRE S 106257 17T P 11:07T(4c® 5) > 48R 7 it 5 X R WE F o h

2= SR
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x| x|
—# AT | E2 | EEE | MR | — || =t | seEmEs | DERE |
@ Imssecsvc.exe @ It&sksche.e}ae
TEFEEA  ERIER (exe) TEEARE.  FERRIERN (exe)
iR Microsoft® Disk Defragmenter biE:EO taskache exe
| uE: CAWind ows |EE: CAMmdaws |
Sl 3.55 ME (3,723,264 {528 Herla: .35 ME (3,514,368 i)
TR A 3.55 MB (3,723,264 {WIEH) RS 235 MB (3,514,268 {icEH)
[sewimm  ouvEsmI7A, L 110744 [EzEm 758178, 14 110748
BEE:  201TESEITE, L 110744 B EER.  2017ESH17H, L4 110754
1FHT BER: INTESHITH, EF 11.07:44 1FHT HER: 2017E5H17H, £ 110754

B] b:#2;% mssecsve. exe 7 tasksche. exe f & Soph duE = A B

0. d £ 2% F RIS 25" mssecsve. exe ¥ tasksche. exe fix = pF R

F mMmSecsve. exe = ¥ 3 {7 (4- @ 6) > @ 425% tasksche. exe fx* 4 pr o I ¥

FAALE

FE XML 2 83 (4cB T) ©

Record Nu... | Log Type

] Event Type I Tome I Source

:)6453 System

Information 20175517 £ 11.07:48 ontrol Manager
@ 1794 Exror 20175517 £4 11:07:48 SxdeBySu‘le
2 ormation 07 ervice Control Manager
Qﬁl‘Sl Infi 3 20175517 £ 11:07:47 S C 1 M;
\i)6450 Information 2017517 £ 11:07:47 Service Control Manager
J 7514 Audit Success 2017517 £ 11:07:46 Microsoft- Windows-Security- Avditing
&f 7513 Audit Success 2017517 £ 11.07:46 Microsoft- Windows-Security-Auditing
< |

Information 2017517 £ 11.07:49 Sexvice Control Manager

Event Data:

0000 6D 00 73 00 73 00 65 00 63 00 73 00 76 00 63 00 m.s.s.e.c.s.v.c.
0010 32 00 2E 00 30 00 2F 00 34 00 00 00 2...0./.4...

Bl 6: 11 PF 7 4 % e384 7 mssecsve. exe = # %k

Record Nu... | Log Type

| Event Type | Time % | Souice -

(3)6453

Tnformation 2017517 _£F 110749 Service Control Manager
Information 201?."53'1'? 110748 Service Control Manager

2017 1'? R 11

Information Service Control Manager

Information 2017517 _£4F 11.07:47 Service Control Manager

Ludit Buccess 2017517 _EF 110746 Mirrozoft- Windows-Security- Anditing

Aodit Success 017517 _EF 110748 Microsoft- Windows-Security- & nditing -
| »

= 0 TTESE -

"C:\WINDOWS'\tasksche.exe” BUBI AR =

"C:\WINDOWS\ tasksche.exe" HY =

FIERERY Xml B57E -

Bl 7: % 11 P& 74 % 5e3 {7 tasksche. exe fa#s 4 prenle

T, Fl i £pla

¥ 77 fmssecsve. exe & tasksche. exe @ #2534 » * F < £ 11 445

AR R NF o FI L RER P AT R % P WannaCry 3}?3-‘3- °

BE¥ioE i

WhEEF Mﬁa—% F#Hc:tasksche. exe L 716 € 2 4 1= B A,
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% (@WanaDecryptor@. exe ~ Taskdk. exe ¥# Taskdl.exe) » &% &z 4% 7 »
¥ iy ¥2 tasksche. exe &2 AL = ¥ B AT B o
8. JATE N B AR SRR ALY mssecsve. exe W FAE 0§ F R RS LA
PR E(DNS) 3 & s LR Tt R LG

www. iugerfsodp9if japosdf jhgosuri jfaewrwergwea. com(4-H®] 8) °

Time Source Destmation Potoool ~ Leagh Lo
4934.304588 140. 43 140. 1 NS 109 Standard query @x8bee Alwww.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com |
4134.304593 14 43 149. 1 DNS 109 Standard query @x8bee A www.iugerfsodp9ifjaposdfihgosurijfaeurerguea.con
4234.316426 149. 1 149. .43 DNS 549 Standard query response @x8bee A www.iugerfsodp9ifjaposdfjhgosurijfaenrnerguea

Bl 8: € Bl 4o i £ AL RIRR(DNS)E s £ 42 & 4

oo

9. HALE e P % 2 H47 5 mssecsve. exe iE (7w 1 A2 0 B I mssecsvc. exe §
¥ & www. iugerfsodp9if japosdf jhgosuri jfaewrwergwea. com 4 §_F ¥
i %’ﬁ,}ﬁﬁg%&-ﬁﬁﬁf' SN 72 H¥riz ey 5 - B Kill-Switch

e nt (e® 9~ B 10 2B 11) -

sub esp, 56h

push esi

push edi

mou ecx, BEh

mou esi, offset aHttpWuw iuqerf qerfsodp?ifjaposdfjhgosuri®. ..

lea edi, [esp+58h+szlrl] - - — .

2ol eax, eax aHttp'.'.'wtf!__luqerF db ‘http://uwww.iuqerfsodp?ifjaposdfjhgo’ |
rep movsd db ‘surijfaewrwerguea.con’,f

Bl 9:mssecsve. exe 2 w1 A2p % ¢ g Kill-Switch #ht iz 7
AP B 105 DNSw BEXpA4Kill-Switch fencnipss RN 70 £

WIS AP [P int > - 5445 104.17.37.137 -
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Frame 42: 549 bytes on wire (4392 bits), 549 bytes captured (4392 bits)

Ethernet II, Src: H H (80: :81), Dst: d F (e0: :1F)

Internet Protocol Version 4, Src: |140. .1,|Dst: h40. .43|

User Datagram Protocol, Src Port: 53, Dst|Port: 51343
v Domain Name System (response)

Request In: 41 . R
[Time: @.011833000 seconds] DNS X PlA %
Transaction ID: ©x8bee

Flags: @x8180 Standard query response, No error
Questions: 1
Answer RRs: 5
Authority RRs: 13
Additional RRs: 7
v Queries
M www.iugerfsodp9ifjaposdfihgosurijfaewrwergwea.com: type A, class IN
Name: www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
[Name Length: 49]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x@001)
~ Answers
>_www.iugerfsodp9ifjaposdfihgosurijfaewrwergwea.com: type A, class IN, addr 104.17.37.137 |
www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com: type A, class IN, addr 1€4.17.39.137
www . iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com: type A, class IN, addr 104.17.38.137
www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com: type A, class IN, addr 104.17.40.137

B 10: DNS w % £ Pl 57 & 59 i dd L HL2 k4%
BI11 5 =B 24140 x. x. 434 3] Kill-Switch $atena %104, 17. 37. 137

23 Kpkesr  d BP 7 LA SHER

Tume Sotes Destination Protocol  Length Info

43 35.553016|140. 417 ©1.43

4535.579111|104.17.37.137
46 35.579454 | 140. i . i ,43

6080 - 49156 [ACK] Seq 1 Ack=101 Win= 29696 Len

516 [TCP segment of a reassembled PDU]

60 HTTP/1.1 200 OK (text/html)

60 80 > 49156 [FIN, ACK] Seq=468 Ack=101 Win=29696 Len=0@
5449156 3 80 [ACK] Se 01 Ack=469 Nln 65024 Len=0

56 36. 339250 140. 117 . "%. 43 104 17. 37 137 TCP

S 3 104.17.37.137 F » de

58 36.339393 140..» 104.17.37.137 TCP 54 49156 -+ 80 [RST ACK] Seq=
59 36.339396 140.1ar.73. 104.17.37.137 TCP 54 49156 » 8@ [RST, ACK] Seq=102 Ack=469 Win=0 Len=0
60 36.364724|104.17.37.137 140.11¢ . 60 80 » 49156 [ACK] Seq=469 Ack=102 Win=29696 Len=0

B T1: 0 RIL i@ 83 DNS 7wy enge st [P sk (104.17.37.137)2 3 #
10. 2 Nmap 1 £ 4% Kill-Switch #hb #5346 104, 17. 37, 137 4 chid 4%
HF L B L 443 - 80 ~ 8080 ~ 8443 % i@ 42 5 AR B (4e W 12) 0 £ 7 3%

feptpowch 80 AT E MR o

Discovered open port|443/tcp on |184.17.37.137
Discovered open port|88/tcp on 184.17.37.137

Discovered open port|3888/tcp or 184.17.37.137
Discovered open port|8443/tcp or 184.17.37.137

B 12:104. 17. 37. 137 2 8 ¥+t B fxemig 4235 7 30
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11. At p) 2 #5385 Kill-Switch ehttsehdte p % » FIRZREE P R EER

EARA AR 1) T A s LE SIS AN HELE T Ld R

% o

E

RSA Security Analytics Reconstruction for session I1D: 12 ( Source 140.° 43 49156, Target 104.17.37.137
Time 6/02/2017 8.51.08 10 5/02/2017 8:51.09 Packet Size 1,694 bytes Payload Size 667 bytes

GET / HTTP/1.1

e I Host: vwv.ivgerfsodpdifjaposdfiheosurijfaewrverewea.con
% Cache-Control: no-cache

<!> HTML content cannot be displayed (missing <body> tag), displaying as text:

sinkhole.tech - where the bots party hard and the researchers harder.
<!-- hé -->

HTTP/L.1 200 OX

Date: Fri, 02 Jun 2017 00:50:05 GMT
Content-Type: text/htnl; charsetsUTF-8
Transfer-Encoding: chunked

Connection: close
Set-Cookie: __cfduid=dc031cf 19adf 10806b69581226bdecf271496364604 ; expires=Sat, 02

R
Jon-18 00:50:04 GUT; path=/; domain=.ifqerfsodp9:fjaposdfshgosursjfaevrvergwea.c M3
om; HttpOnly s
Server: clovdflare-nginx P
CF-RAY: 36865a9d064a3397-HEG [s]

N
51 S
sinkhole.tech - where the bots party hard and the researchers harder. E
<l-- b6 --»
0

Bl 13: % ] 4 #8383 Kill-Switch et chif ¢ fa4s p %

12. #-www. iugerfsodp9if japosdf jhgosuri jfaewrwergwea. com 4 ht i¥ 3|

Virustotal #&RIE % 5 B2 Rz RV F 5 2/600 5 T22ZE R x| o

WHIAEE B 0 AT ek P e A% 2k (IR 14) -

URL: http:/imww.iugerfsodp8ifiaposdfjhgosurijffaewrwergwea.com/
Detection ratio: 2/65 j

3
Analysis date: 2017-06-16 01:31:59 UTC ( 7 minutes ago ) ‘r 4 7

SAnalysis @ Additional information  #® Comments () ©) Votes

URL Scanner Result
ZeroCERT Malicious site
Malwarebytes hpHosts Malware site
ADMINUSLabs Clean site
AegisLab WebGuard Clean site
AlienVault Clean site
Antiy-AVL Clean site
Avira (no cloud) Clean site
Baidu-International Clean site
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B] 14:www. iugerfsodp9if japosdf jhgosuri jfaewrwergwea. com s ht %

Virustotal e zbenigip| e %
13 MGZ A AR T [ BavedfpE Fp -2 S5 &7 695 7,488 = 445
MR F (AeR 15) » EUEB kAT 232 BRFE B EUCR 16) 0 7

]
R HCHRE R 2 e B D

4+ TCP Destination Port 2 items)
[445 (cifs) (697,488} |- 443 (https) (22) - 80 (http) (8)

Bl 15: % P4 84 ¢h i & 445port i A E it

+ Destination Country (232 items) |

united states (299,870) - china (62,917) - japan (28,362) - united kingdom (24,711) - germany
(22,5644) - korea, republic of (21,310) - brazil (15,5686) - france (15,496) - canada (13,659) -
italy (10,293) - netherlands (9,683) - australia (9.462) - russian federation (8.471) - india
(7,874) - taiwan (6,782) - spain (5,909) - south africa (5,479) - mexico (5,464) - sweden
(4,997) - belgium (4,398) - poland (3,833) - egypt (2,810) - switzerland (3,762) - argentina
(2,549) - indonesia (2,276) - colombia (3,225) - turkey (2,061) - norway (2,002) - vietnam
(2,862) - finland (2,551) - denmark (2,357) - hong kong (2,241) - iran, islamic republic of
(2,223) - ukraine (2,243) - austria (2,062) - ireland (1,979) - chile (1,850) - saudi arabia (1,842)
- morocco (1,7326) - thailand (1,680) - romania (1,652) - czech republic (1,604) - israel (1,526)
- singapore (1,408) - new zealand (1,254) - venezuela (1,317) - malaysia (1,297) - portugal
(1,2432) - greece (1,163) - hungary (1,125) - philippines (1,032) - kenya (9583) - pakistan (9257) -

B 16: Rl 2 84 #F i &1 445port e 2R R g st

14. #4255 # & mssecsvc. exe i# 3| Virustotal ¥Rl ¥ Bl 5 E & vt 6] 5 57/61
WMEPHEGECR LT tinhs 473 o @ it e APIIEZERLAR
o (4c® 18) °

SHA256: 95ab184ecc89b9a593c024963650f54fe0a597c 37 5d7 56f3bf4f33f648c6d13

File name: MSSeCcsve.exe :
L —1
Detection ratio. 57 / 61 .r 1 O

Analysis date: 2017-06-01 07:37:27 UTC ( O minutes ago )

B] 17: mssecsve. exe ** Virustotal 4=k edg Bl %

Zillya Trojan.WannaCry.Win32.1 20170601
ZoneAlarm by Check Point Trojan-Ransom.Win32.Wanna.m 20170601
Alibaba 20170601
CMC (] 20170531
Kingsoft ] 20170601
Rising L] None

Symantec Mobile Insight 20170601
Trustlook 20170601
WhiteArmor 20170601
Zoner (] 20170601
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B 18: &% el ! & R 425" mssecsve. exe (fp & = 7 L H
15. ¥ - & #25% tasksche. exe % & Virustotal #&i# ¥ 21+t ) 5 55/61 49§ &

(4rB19) > 25 6 7 F 2 P enfc ki d ARl HE L ER AN Gem 20) -

SHA256: 602d815d1cd9e4193cf586124622bde 16ecb5d7127a1c0aa% 13d1e3e46f564a
File name: tasksche.exe :

L—
Detection ratio: 55 /61 ‘r 0 0

Analysis date: 2017-06-01 07:52:38 UTC ( 0 minutes ago )

Bl 19: tasksche. exe ** Virustotal & xbenig Bl %

Zoner Trojan.\Wanna 20170601
Alibaba 20170601
CMC [} 2017053
Invincea [] 20170519
Kingsoft [ 20170601
Rising [] None

SUPERARtiSpyware (] 20170601
Symantec Mobile Insight 20170601
Trustlook 20170601
VBA32 [ | 20170531
WhiteArmor 20170601

B 20: &% P4 E R A5 tasksche.exe epp & & 2 L H
16, B iR 4 A 3R > 3 iRl L 84 0hie (7 445 port @MpF > €% F L
M N FR A WiE R (AeR 2]) 0 2 83 B 423N mssecsve. exe ¥
tasksche. exe B 4o% 22 3 (7 (4Bl 22 BB 23) > S X Pl {5 nE 2R

LB FRLRAPEEFRALBS FES AR

Time Source Destination Protocol  Length  Info

10.000000 140.14° .43 o .44 TCP 66 49287 -» 445 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2!

20.000004 140. .43 148. 66 [TCP Out-Of-Order] 49287 » 445 [SYN] Seq=0 W

3 0.000095 - N - - 66 445 » 49287 [SYN, ACK] Seq=@ Ack=1 Win=8192 Len=@ MS!
.000097 140. .44 40. .4 66 [TCP Out-Of-Order] 445 - 49287 [SYN, ACK] Seq=0 Ack=

] 54 49287 -» 445 [ACK] Seq=1 Ack=1 Win=

.000250 140.] . 49. 54 [TCP Dup ACK 5#1] 49287 » 445 [ACK] Seq=1 Ack=1 Win={
.000907 . . . . 191 Negotiate Protocol Request
.000911 140. 40. .44 191 [TCP Retransmission] 49287 -» 445 [PSH, ACK] Seq=1 Ac
.001203 . . . . 171 Negotiate Protocol Response
.e01207 140. 40. .43 171 [TCP Retransmission] 445 - 49287 [PSH, ACK] Seq=1 Ac
.926808 -] . . i 194 Session Setup AndX Request,)
.026811 14e@. . 40. 194 [TCP Retransmission] 49287 - 445 [PSH, ACK] Seg=1
.027137 -] . . . 251 Session Setup AndX Response
.027141 1408.] . 44 40. N 251 [TCP_Retransmission

Bl 21: P4 F 28R N r FR S St e plér
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Recor.. | LogTy.. EventType Time Source Ca.. EventID Computer Rec.. Event Description
£32820 Applica... Error 2017/6/2 F5 08:52:12 _ SideBySide o 38 TEST-PC 236 "CAWINDOWS tasksche.ex
6046 System  Information 2017/6/2 L% 08:52:02 Service Control Manager 0 7045 TEST-PC 340 RECEXFERET: B
(£)6045 System  Information 2017/6/2 £*F08:52:00 Service Control Manager 0 7036 TEST-PC 208 Application Experience B3
(£)6044 System  Information 2017/6/2 £F 08:51:40 Service Control Manager 0 7036 TEST-PC 216 Windows Error Reporting &
(2819 Applica.. Information 2017/6/2 £F08:51:14 Software Protection Platf.. 0 1003 TEST-PC 2932 HEFEEECSIAEERE
(2818 Applica.. Information 2017/6/2 £%F 08:51:14 Software Protection Platf.. 0 8196 TEST-PC 176 EIER FEIESE (sppuinotify.
(T}A043  Sustem Informatinn  20M17/6/2 F= 085111 Service Cantral Mananer 1] 7036 TEST-PC 212 SPP Notification Service 32
<
ERECEZSERED -
E%ﬁzfﬁ. Microsoft Security Center (2.0) Service
EBEEESTE: o \WINDOWS\mssscsve.exe -m Security
e TG = s
EREEEEY: SDE
HEFEIREE: LocalSysten
. TSNS S ) sl e A
B] 22:mssecsve. exe & E3FR 4 A S hE 2 k4

Recor.. LogTy. EventType Time Source Ca.. EventIlD Computer Rec.. EventDescription
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What Happened to My Computer? FRIRLDRE 53 R W
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
laccessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on .
y Can I Recover My Files?
5152017 16:32:52 <| Sure. We guarantee that you can recover all your files safely and easily. But you have
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