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ourndoéuﬂepts bhotos, atal 5 d other importaﬁf files

have been encrypted!
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Cannot you find the files you need?

Is the content of the files that you looked for not readable?

It is normal because the files' names, as well as the data in your files have been encrypted

You have turned to be a part of a big community #Cerber_Ransomware

If you are reading this message it means the software "Cerber RansOmware" has been removed from your
computer.

It is necessary to realize that we are the ones who closed the lock on your files and we are the only ones who

Any attempts to get back your files with the third-party tools can be fatal for your encrypted files




For your information the software to decrypt your files (as well as the private key provided together) are paid
products.

After purchase of the software package you will be able to:

-

. decrypt all your files;

2. work with your documents;

3. view your photos and other media;
4

. continue your usual and comfortable work at the computer.

If you understand all importance of the situation then we propose to you to go directly to your personal page
where you will receive the complete instructions and guarantees to restore your files.

“http://XXXX.onion.to/gAIfE" ;5% > £ H5E tor FEHTEA

There is a list of temporary addresses to go on your personal page below:

1. http://27lelchgcvs2wpm7.h079j8.top/40B8-7CB3-C853-006D-FCF9
http://27lelchgcvs2wpm7_fm0cga.top/40B8-7CB3-C853-006D-FCF9
http://27lelchgcvs2wpm7.Spyrop.top/40B8-7CB3-C853-006D-FCF9
http://27lelchgcvs2wpm7.b7mciu.top/40B8-7CB3-C853-006D-FCF9
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Tor circuit for this site
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This browser

United States (38.229.70.61)
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B cd.exe:2220 Properties - “_
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Image | Performance | Performance Graph I GPU Graph I Threads I TCP/IP | Security | Environment I Job

| Strings |

Image File

Windows &5 EZIBIER
Microsoft Corporation

Version:  6.1.7501.17514
Build Time: SatMov 20 17:00:27 2010

Path:

C:\Windows\SysWOWa4\cmd. exe

Command lins:

fd jc taskkill ft ff fim "cerber.bin.exe” |> MUL & ping -n 1 127.0.0.1 = NUL 4de| "CrlUsers

Current directory:

w'\Desktop'cerber, bin.exe™ = NUL

Ci\Users'Hugo'\Desktop’,

Autostart Location:

nfa

Parent: cerher bin sxa ({13041
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waitfor. exe £ ¥f*h 80 52.59.56. 117 hport 80 i {7 TCP i &4 -

o [waitfor exel2532 Properties M h_- |

| Image I Performance | Performance Graph I GPU Graph I Threads | TCPR/IP |Seu::|,|ri‘|:5-I I Environme:

[7] Resolve addresses

Prof... Local Address Eemote Address State
TCE 140 49330 |52.59.56.11?:8C' | ESTAELISH...

NetWitness Reconstruction for session ID: 4 ( Source 140. : 49330, Target 52.59.56.117 : 80 )
Time 7/25/2016 15:37:00 to 7/25/2016 15:38:34 Packet Size 1,066 bytes Payload Size 496 bytes

GET /json HITP/1.1
Host: ipinfo.io

HTTP/1.1 200 OK
Access-Control-Allow-Origin: *

Content-Type: application/json; charset=utf-8
Date: Mon, 25 Jul 2016 07:37:03 QNT

Server: nginx/1.6.2

Set-Cookie: first_referrer=; Path=/
X-Content-Type-Options: nosniff
Content-Length: 186

Connection: keep-alive

{
[ "ip": "140. R
"hostname”: "No Hostname",
"ecity": "
"region": ""
"country”: "TW",
"loc”: "23.5000,121.0000".
|"0rg": "AS17713 National University” |

MWz oowm=

}
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Mo, Time Source Destination Protocol Length Info
25 1.186758 140. 31.184.234.11( UDP 51 62151 » 6892 Len=9
26 1.186813 140. 31.184.234.12( UDP 51 62151 » 6892 Len=9
27 1.186867 140, 31.184.234.13( UDP 51 62151 » 6892 Len=9
28 1.186921 140. 31.184.234.14( UDP 51 62151 » 6892 Len=9
29 1.186976 140. 31.184.234.15( UDP 51 62151 » 6892 Len=9
30 1.187031 140. 31.184.234.16( UDP 51 62151 » 6892 Len=9
31 1.187@85 140. 31.184.234.17( UDP 51 62151 » 6892 Len=9
32 1.18714@ 140. 31.184.234.18( UDP 51 62151 » 6892 Len=9
33 1.187194 140, 31.184.234.19( UDP 51 62151 » 6892 Len=9
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