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Process CPU Private B...  Werking ... PID Description Company Name
i winlogon.exe /B K 5232K 432 Windows B AJEHR... Microsoft Corporation
@ lexplore.exe 0.57 2444 K 4652 K 1440 Internet Explorer Microsoft Corporation
@ jexplore.exe 085 2436 K 4,628 K 1612 Internet Explorer ~ Microscft Corporation
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Local Address
140,
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140,
140,
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140,
140,
140,

49161
49163
49165
49167
49169
49171
49173
49175
A9177
49179
49181

Remote Address

173.194.72.101:80
173.194.72.101:80
173.194.72.101:80
64.233.1589.139:80
64.233.189.132:80
64.233.159.139:80
64.,233.189.132:80
64.233.189.132:80
74.125.203.100:80
74.125.203.100:80
64.233.187.101:80

State

CLOSE WAIT
CLOSE_WAIT
CLOSE_WAIT
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Length Info
66 49332-80 (S

Protocol

Destination
74,125.23.100

Source

20,014287 74,125,23,100 140, TCp 66 8049332 [SYN, ACK] Seq=0 Ack=1 Win=42900 Len<{
30.014474 140, 7415.25100  Tep 54 49332480 [AcK] Seq=l Ack=1 Win=63536 Len=0
4 40082783 74.125,23.100 140, TCp 60 80-49332 [FIN, ACK] Seq=l Ack=1 Win=43008 Len<(
5 240, 083208 140, 74,125,310 TP 54 49332480 [ACK] Seq=l Ack=2 Win=65536 Len=0
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IP/ TCP / OTHER
IP/ TCP/ OTHER
IP/ TCP / OTHER
IP/ TCP/ OTHER
IP/ TCP / OTHER
IP/ TCP / OTHER
IP/ TCP / OTHER
IP/ TCP / OTHER
IP/ TCP / OTHER
IP f TCP / OTHER
IP/ TCP/ OTHER
IP/ TCP / OTHER
IP [/ TCP / OTHER
IP/ TCP / OTHER

300 B
300 B
300 B
300 B
300 B
300B
300B
300B
300B
300B
3008
300B
300B

e

3008B

140. =
140. -
140. =
140. =
140. =

64.233
64.233
64.233
64.233
64.233

140.
140.

140.

=
>
140. -
=
140. >

->|202.169.
->|202.169.
202.169.
->|202.169.
->|202.169.

140. -
140. -
140, -

140. -

163.28.
163.28.
163.28.
163.28.

@) 49342 -> 80 (http)
@ 49343 -> 80 (http)
@) 49344 —> 80 (http)
@) 49345 -> 80 (http)
@ 49346 -> 80 (http)
@) 54323 -> 80 (http)
@) 54324 —> 80 (http)
@) 54325 —> 80 (hup)
@) 54326 -> 80 (http)
@) 54327 -> 80 (http)
@) 51443 —> 80 (http)
@) 51444 -> 80 (http)
@ 51459 -> 80 (http)
@ 51460 -> 80 (http)

B autoruns e A B A P FACT 25 0 FIRTE

AN ehiy 2

2




% Tdesktopplayer. exe ~ rfusclientsrv. exe v rutservsrv. exe | —-,grz
ase : =<
H_ g & C:\program files\ AT Fil&? o
[%) knownbLLs | £ winlogon | & winsock Providers | 4 Print Monitors | ) LSA Providers | & Network Providers | = WML | B Sidebar Gadget
& Everything ‘ 24 Logon | { Explorer | @@ Internet Explorer | 14) Scheduled Tasks | 8% Services | 2, Drivers | Codecs | [ Boot Execute | [ Image Hijacks | [%) App]
Autorun Entry Description  Publi,,. Image Path Timestamp
# HKLM\SOFTWAREMicrosoftWindows NT\CurrentVersion\Winlogon\Userinit 2016/1/5 E...
"' c:\program files\microsoftidesktoplayer.exe c:\program files\m...
"' c\program files\remote manipulator system - hostirfusclientsrv.exe c:\program files\re...
@ c:\program files\remote manipulator system - hosthrutservsrv.exe Windows Hel... c:\program files\re... 1997/4/4 F..

9. =uEp:2 % 4 desktoplayer. exe ifu{’%ﬁ ¥ 34 17 iexplorer. exe #425% > F]
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AlLYac Gen:Variant.Barys.8008 20160102
AVG BackDoor.Generic13.GAE 20160102
AVware Trojan.Win32.Generic.pak!cobra 20160102
Ad-Aware Gen:Variant.Barys.8008 20151224
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| Process CPU Private B...  Werking ... PID Description Company Name

¥ rutgerv.exe 0.13 6,130 K 11424 £ 1368RMS TektonIT
rfusclient.exe 572K 11,920K 1532RMS TektonI T
“Irfusclient.exe 0.04 580K 1257 K 2252 RMS3 TektonIT

L vmioolsd.exe 0.08 5588 K 12,744 K 1644 VMMware Tools Core S... VMware, Inc.

Protocol | Local Address Remote Address  State 5.

TCP (0.0.0.0:5650 0.0.0.0:0 LISTENING

TCPVE  [0:0:0:0:0:0:.007:5650 [0:0:00:000:01:0 LISTENING
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Version: 5.6.0.6
Build Sat Feb 08 21:45:26 2014
Path:
C:\Program Files\Remote Manipulator System - Host\rutserv.exe
Command line:
"C:\Program Files\Remote Manipulator System - Host\rutserv.exe"
Current directory:
C:\Windows\System32\,
Autostart Location:
HKLM\System'\CurrentControlSet\Services\RManService
Image File
]
TektonIT
Version:  5.6.0.6
Build Sat Feb 08 21:45:20 2014
Fath:
C:\Program Files\Remote Manipulator System - Host\rfusclient.exe
Command line:
"C:\Program Files\Remote Manipulator System - Host\rfusclient.exe" ftray
Current directory:
C:\Windows\System32\
Autostart Location:
nfa Explore
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AVG RemoteAdmin. CWZ 20160106
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AVG RemoteAdmin. CWY 20151113
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AhnLab-V3 Unwanted/Win32 RemoteAdmin 20151113
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NetWitness Reconstruction for session 1D: 18 ( Source 140. . 07, Target 90.156.241.111 : 80)

Time 12/29/2015 13:15:16 to 12/29/2015 13:15:17 Packet Size 2,413 by ayload Size 1, bytes

POST futilsfinet_id_notify.php HITP/1.0

Connsction: keep-alive

Content-Type: nultipart/form-data; bonndary=-------- 122915131516738
Content-Length: 1191

Host:| tmansys.1u

hecept: text/himl,application/xhtml+xml ,application/xm];q=0.9,%/*:q=0.8
hecept-Charset: UTF-8

bhccept-Encoding: identity

User-dgent: Mozilla/4.0 {compatible; EMS)

Stream Content

—————————— 122915131516738
content-Disposition: form-data;|name="comp_name” |
Content-Type: text/html; charset="UTF-§
Content-Transfer-Encoding: binary

HIN-KTGPDLODJB4

131516738
Content-Disposition: form-data; name="id"
content-Type: text/html; charset="uTF-8"
content-Transfer- Encod1ng: binary

S-DA626508-F8A7-4819

---------- 122915131516738

Content-Disposition: form-data; name="lang_id"
content-Type: text/html; charset="UTF-8"
content-Transfer- Encod1ng binary

—————————— 122915131516738
Content-Disposition: form-data; name="product”
content-Type: text/html; charset="uUTF-8"
content-Transfer- Enc0d1ng binary

—————————— 122915131516738
Content-Disposition: form-data;
Content-Type: text/html; charset="U
content-Transfer-Encoding: binary

—————————— 122915131516738--
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