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NetWitness Reconstruction for session 1D 880032 ( Source 140. 49691, Target 162.212.180.202 - 2822
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o Source IP Address (63 items)  EHE{RiSHIIP

140. 88 (4) - 140. B87(4)-204117. 87(2)-172117. 87(2)-156.117 87 (2)-
148. B871(2)-144.117 B7(2)-142.117.  87(2)-141.117. .87(2)-140.245 87 (2)-
140.181. B87(2)-140.149 87(2)-140.133. .87(2)-140.125. .87(2)-140.121 87 (2)-
140. 87 (2)-140. 87 (2)-140. 87(2)-140. 87(2)-140 87(2)
[more]

»- Destination IP address (1 item)
162.212.180.202 (129) CNC s
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2822 (4) CNC =415 port
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»— Source IP Address (1 item)
140. (798,556) M EHIP

»- Destination IP address (24 items) ZEZEIP

142.4.199.222 (100,557) -142.4.199.175 (84,990) -142.4.199.11 (77,167) -142.4.199.182 (71,126) -
142.4.199.48 (66,163) -142.4.199.129 (60,006) -142.4.199.84 (53,152) -142.4.199.24 (44,815) -
142.4199.174 (43,825)-142.4.199.78 (32,179)-142.4.199.216(31,830)-142.4.19939(29,533) -
142.4.199.138 (29,305)-142.4.199.134 (25,780)-142.4.199.142 (14,457) -142.4.199.158 (14,169) -
142.4.199.148 (13,590)-142.4.199.133 (5,896) -90.156.201.106 (11)-195.42.181.154 (1) -
162.243.39.244 (1) -92.222.6.13 (1)-88.208.22.3 (1) -46.105.46.21 (1)

»— TCP Destination Port (1 item)
80 (http) (798,556) =EEEM port
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»— Source IP Address (20 items)  Fi{BisIp

140.71.89.21 (15)-140.34.58.15(15)-140.20.211.166(15)-140.6.1.54 (15)-139.220.69.195
(15)-139.206.205.91 (15)-139.184.31.81 (15)-139.159.169.84 (15)-139.120.64.148 (15) -
139.96.206.131 (15)-139.83.203.212 (15)-139.39.158.221(15)-139.34.253.45(15) -
138.238.176.128 (15)-138.213.221.67(15)-138.111.135.200(15)-138.95.127.73 (15) -
138.86.86.215(15)-138.56.177.109(15)-138.8.211.47 (15) [more]

»- Destination IP address (1 item)
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80 (http) (905,360) ZEEEHIport
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