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AE 2piE- &£ % Silent Miner Botnet.exe e % 7 #235% -

% WM E#L 1 5 Windows 7 (x64) % $Lif (7 F§ 37k 5 B3
ERARN A ¢4 5 Silent Miner Botnet. exe $4 745 @ RlzFE Y €
PIH i 7 5 iR 7 A 4T o

VAERGFREE A 63 X KR T A D Ephd - BT 0 L
% T'xBroken Silent Miner v1.5 ;-

KRR E kg gk RiEHT 5 ¢ TR b
4e pool (## IP) ~ port(E # £_3333) ~ worker(# 1 & #L) ~

password(# L &8 ) o

Il xBroken Silent Miner v1.5 - &
Miner

. Misc Icon Compile Miner
Informations

Port: EEEENENES

Worker:

Threads: 1 - Intensity: 10

Check for Updates  HF Profile Link



- BEILMANHGTH Miner. exe » F3t CRABATER P 47 o

n Silent Miner v1.5

Miner

. Icon Compile Miner
Informations

Changelog v1.2:
- Better GUI
- Added CPU Threads

- Icon Changer

- Now you can chose your startup name server

- Added AutoUpdate, click on the button for check for updates.
- No more file drops in the same folder as 'Miner.exe'

Compile Debug Mode:

Check for Updates ~ HF Profile Link
[xBroken Silent Miner Ex ]

Miner created in C:\Users\Hugo'\AppData'Local\Temp'Miner.exe

6. %8 Virustotal # 4 Silent Miner Botnet. exe & 3| » %48 ;% eid jp) vt

b % 36/55 Ak B 475N o

SHA256: d344a1523bc185f6a4332c4a35730ab14dbad571a8bbB427c8a661a981e4c100

File name: Wextract

Detection ratio: 36/ 55 .I 0

Analysis date:  2015-11-05 13:02:48 UTC ( 1 month ago )

()

B Analysis @ File detail @ Additional information ® Comments n Q) Vaotes = Behavioural information

Antivirus Result

Update
AlLYac Trojan.GenericKD.2845047 20151105
AVG Agent_c BHT 20151105
AVware Trojan Win32. Generic!BT 20151105
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Stub =& 2
Pool:  pepcsusl gheshdn 3333 CHT G
Warker : s pl True True
Foey 123456
CPU Threads: 1
Aetive startup:

GPU Intersity: 10
Bartup name: s

Btertup Path: A Debug Mode
Muter:  egld TurdwysCZL
Ta

8. % Virustotal # % Miner. exe » & vt 6] 5 29/55 thE 3 4258 »
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SHAZ56: f81bfbd3d9750552a1460d89e24f2a9ae 7315d646f934bfI32854f2bc20ca78
File name: Miner_exe
Detection ratio: 29/ 55

Analysis date:

B Analysis

Antivirus
AlYac
AVG

AVware

@, File detail

2015-12-07 03:40:48 UTC ( 1 minute ago )

O Additional information ® Comments e ) Votes

Result
Gen:Variant Zusy 98981
CoinMiner.CEB

Trojan. Win32 GenericlBT

@0 &

Update
20151207
20151207

20151207

9. #kxr* Silent Miner Botnet. exe 74

C:\ "5 P &T » 3%
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M. exe 423" € &

sysmon. exe fs i B o

i — - - ——— T - E@M
* N
b » AppData » Local » Temp » IXPOOO.TMP 00. TMP. Pl
- - —
[EE8E v ZEEE v =5 FRERNRK > [l @
£§: 2015/10/30 T4 03:05

7/ 716 KB

10. #ZERal

M. exe %8 virustotal # 4 /2 T_

% 41/56 W oA 5 A2

5\: o
SHA256: 09cd260dB8a7ab9b6e123b59d1d7ccdb289d56ccf7bed 952451768 bbafee305d2 'c
File name: M.exe -
o @1 C
Detection ratio: 41/ 56 ~
Analysis date: 2015-11-24 08:53:25 UTC ( 1 week, 5 days ago )
= Analysis @, File detail G Relationships O Additional information ® Comments n L1 Votes [ Behavioural information
Antivirus Result Update
AlYac Trojan.GenerickKD 2837143 20151124
AVG Agent_c BHT 20151124
Alfware Trojan.Win32.GenericlBT 20151124
Ad-Aware Trojan.GenerickKD.2837143 20151124
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C:\ProgramData\312220\ -




# HELM\SOFTWAREVWowhd 32 Node\MicrosoltiActive Setupilnatalled Components 201011422
Y (gl Browsing Enhancements Windows Mail Microsoft Corporation ciprogram files (86 windows maillw... 2009714 |
Y @l DirectDrawEx Windows hail Microsoft Corporation cziprogram files (x86)windows mailtw... 2009/7/14 ]
Y| (gl Internet Explorer Help Windows Mail Microsoft Corporation ciprogram files (86 windows maillw... 20097714 |
Yl &l Internet Explorer Setup Tools Windows Mail Microsoft Corporation ciprogram files (x86)windows mailtw... 20097114 ]
Y| (gl Microsoft Windows Windows Mail Microsoft Corporation ciprogram files (286 windows maillw... 20097714 |
Y| [q@l Microsoft Wmdows Script 5.6 Windows Mail Microsoft Corporation ci\program files (x86)windows mailiw... 2000/7/14 |
T L Tt it 1 ioni 201511277
Iw“' = System Monltor ciprogramdata\31 2220%ysmon.exe | 2015/10/28
. . s . < o s . s
12.% 8 procexp e & ¥ B 7425 » BRI - TEFPES EF FREG
% % sysmon.exe I ¥ AR g FFH T EA -
=l [ explorer.exe 033 57544 K 76640 K 2412 Windows fES2H8E  Microsoft Corporati...
gvmtoolsd.exe 020 11,260 K 23,300 K 2496 Vi ware Tools Core ... Vidware, Inc.
[EEcports.exe 032 2124 K 11,008 K 2372 CurrForts NirSoft
= Y procexp.exe 2032 K 7,208 K 1904 Sysinternals Frocess ... Svsinternals - www...
¥ procexpbd exe 569 11,356 K 26,512 K 1508 Sysinternals Process ... Sysinternals - www...
4 Sninpine Tonl eve 1 2R 1824 K A 00R K227 BvEY T B Mictaseft Corporati
U FE_20C Atmp.exe 006 53,104 K 54,552 E 2488 silentMinervl.2
{UFE_3765.tmp.exe 009 32383 K 33550 K 1868 silentMinervl.2
5 h.exe 005 39472K 16684 K 2548
" gysmon.exe 033 45188 K 18,152 K 156 Microsoft MET Fram... Microsoft Corporati...

13.# 4 sysmon.exe #Tii=% M2 @ARP [P FaiZfet § | E 2 L%
drE R TR & ¢ C:\ProgramData\312220\ » ¥ ¥ ¢ &= p

222.253.232.242:3333 @iz T -

] sysmon exe156 Properties M = | B

[ Job | {NET Assemblics | .NET Performance | Strings ]
Image | Performance | PerformanceGraph | GPUGraph | Threads | TcpaP | secuity | Environment

Image File
@ Microsoft .NET Framework CAS Policy Manager
Microsoft Corporation
version:  nfa
Build Tme: Wed Sep 29 11:57:07 2010

| C:\ProgramData\312220\sysmon. exe | Explore

Command line:

C:\ProgramData|312220\sysmon, exe

Current drectory:

C:\Users\Hugo \AppData L ocal \Temp\IXPO02. TMPY
‘Autostart Location:

nfa Explare

-

57 sysmon.exe:156 Properties M =HACE X

| Job I .MET Assemblies I .MET Performance I Strings |
| Image I Performance | Performance Graph I GPU Graph I Threads | TCP/IP | Security I Environment |

Resolve addresses

Prot... Local Address Remote Address State
TCP  14( :4935?|222.253.232.242:3333 SYN_SENT

14.:8 % k3 port 3333 - B F» RPIRE TR * il ik > Ra 3

238 sysmon Pyt A iE engrd frd A g 4258 0 7 8% port 3333 ki E
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SHA256: 09cd260d8a7a59b6e123b59d1d7ccdb289d56ccfThed 952451768bbafee305d2 ‘O
File name: M.exe =
o @1 ¢

Detection ratio: 41/ 56

Analysis date: 2015-11-24 08:53:25 UTC ( 1 week, 5 days ago )
B3 Analysis @, File detail 32 Relationships @ Additional information ® Comments n ) Votes i Behavioural information
Antivirus Result Update
AlLYac Trojan.GenerickKD.2837143 20151124
AVG Agent_c BHT 20151124
AVware Trojan.Win32.GenericlBT 20151124
Ad-Aware Trojan.GenerickKD.2837143 20151124
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botnet. exe ¢ {7 HTTP GET %I

ERAANFA L i ite & 45 0 A7 45PF silent miner

http://trainerpatchgta4. altervista. org/News. txt & « )’f‘uiﬁ ¥

88.198.2.208:80 > i & p 7§ % 4t 425\ e changelog ™ %

NetWitness Reconstruction for session 1D 1417 ( Source 140.
27/201515:41:40 to 11/27/2015 15:42:10  Packet Size 1,622 bytes

- 50063, Target 88.19

Payload Size 1,052 bytes

Time 11/

GET /News.txt HITP/1.1
Host:
Connection: Keep-Alive

trainerpatchgtad.altervista.org

HITP/1.1 200 OK

Date: Fri. 27 Nov 2015 07:41:45 GMT

Server: Apache

Last-Modified: Thu, 10 Jul 2014 00:04:37 GMT
ETag: "533e00e-296-41dch920fcdld”
Accept-Ranges: bytes
Content-Length: 662
Vary: Accept-Encoding
Keep-Alive: timeout=l,
Connection: Keep-Alive
Content-Type: text/plain

max=100

Changelog vl1.5:
-Added startup folder
-Added Mutex

-Added Debug Mode

17.4% % sysmon. exe B 4535 4 » 4% & 1 222, 253, 232. 242:3333 i& 47 TCP

SENT » % 3 2t JGFe R drhkgeiignl o SAMP - #rudt
FHENBEY R FAGAWELRERE N - SR .



B 10:13:13 Added FB_3765.tnp.exe TCP 140, 149351 88.198.2.208:80

B 10:13:13 Added FB 20C4 . tmp.exe TCP 140, 149352 282.198.2.208:80

B 10:13:13 Removed Systen UDP 0.0.0.0:58937 *ok

4 10:12:13 Removed Systemn UDP 0.0.0.0:60903 ¥ - ¥

P 10:13:19 added SYSMON . exe TCP 140, 149353 222.253.232.242: 3333
BF 10:13:39 Removed SYSMON . X TCP 140, 149353 222,253 230 242: 3333
P 10:13:49 added SYSMON . eXe TCP 140, 149354 222,253 232 .242:3333
FF 10:14:12 Removed SYSMON . e Xe TCP 140, 149354 222,253,230 . 242: 3333
A 10:14:22 Added SYSMON . eXe TCP 140, 149355 222.253.232 .242:3333

Source Sesstis e Protocol Length Info

140, 222.253.232.242 TCP 66 49419-3333 [SYN] Seq=0 win=8192

o Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits
+ Ethernet II, Src: vmware_e4:38:70 (00:0c:29:e4:38:70), Dst: Junipern_d5:dc:81 (B0:71:1f:d5:dc:81)

+ Internet Protocol Version 4, Src: 140 (140.117.72.43), Dst: 222.253.232.242 (222.253.232.242)
+ Transmission Control Protocol, Src Port: 49419 (49419), Dst Port: 3333 (3333), Seq: 0, Len: 0
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STEP 3
Sysmon.exe trainerpatchgtad. altervista. org
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