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Etag ""4edbd17f7343cf1-0""
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Accept-Encoding "gzip, deflate”

DNT "1"
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NetWitness Reconstruction for session 1D: 34 ( Source 140

: 32958, Target 203.69.59.153 : 80

Time Packe 1,001 bytes Payload 391 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 9
GET /dong/SMSHandler.ashx? t=s&p=d000000000000000&m=HTCH200ne%20-%204 . 3%20-%20APT% A
2018%20-%201080x1920 HITP/1.1
Host: 203.69.59.153
Comnection; Eeep-Alive
User-Agent: Apache-HttpClient/INAVAILABLE (java 1.4)
HTTP/1.1 200 OK o
Cache-Control: private £
Content-Length: O z
Server: Microsoft-IIS/8.0 .
X-AspNet-Version: 2.0.50727 3
X-Powered-By: ASP.NET o
Date: Mon, 07 Apr 2014 01:21:58 GMT z v
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<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

</manifest>

<?xml version="1.0" encoding="UTF-8"?>
- <manifest xmins:android="http://schemas.android.com/apk/res/android"

package="com.example.google.services" android:versionName="1.0"

android:versionCode="1">
android:name="android.permission,
.SEND_SMS"/>

android:name="android.permission

android:name="android.permission,
.WRITE_SMS"/>

android:name="android.permission

android:name="android.permission.
android:name="android.permission.
.CALL_PHONE"/>

android:name="android.permission

android:name="android.permission{

\WRITE_EXTERNAL_STORAGE"/>

+ <application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/ic_launcher" android:label="@string/app_name"
android:theme="@style/AppTheme">

android:name="android.permission

READ_PHONE_STATE"/>
READ_SMS"/>

RECEIVE_SMS"/>
INTERNET"/>

READ_CONTACTS"/>

& _Virustotal #& B F’Ir}gq* 1 R
>H4] SMS 2wt st o

¥ 6.apk ~ vti-rescan -

% 9/51 - 4
b b %l ) 2

W wH apk~1.apk e

2

SHA256:
tEEEETE  ERE6 apk
T 9/51

SATH A

total

62b1d7c7e87b35b7b1aa74101cc7e423a4efd57b71728431563db143472f857b

2014-04-1314:4313 UTC(3 H, 33 &7)

"ﬁmu,&f”ﬂk;{

Moldboot. b. apk ~ i




ik R sy

Ad-Aware Android Trojan. Smssend.G 20140413
AegisLab SmsSend 20140413
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