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File name: setup.exe

Detection ratio:

Analysis date: 2014-03-18 08:18:43 UTC ( 3 months, 1 week ago )
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File Options View Process Find Users Help
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Process CPU Prvate ... Workin... PL.. Description Company Name  +
llsmexe 2016 K 3356K 520
E R csrss.exe 045 6512K 20232K 412
& conhost.exe <001 1432K 4332K2888 FHESTEHTE Microsoft Corpo...
i 460
Jexplorerexe 238 110,264 K 112,864 K|1184 Windows f&3£4% .. Microsoft Corpo...
vmioolsd.exe 0.I0 6,137 K IT1,136 K 2240 VMware Tools C... VMware, Inc.
= ¥ procexp.exe 2460 K 6,732 K 148 Sysinternals Proce... Sysintemals - w...
2 procexpbd.exe 268 16,684 K 27,564 K 1384 Sysmntemals Proce... Sysinternals - w...
O autoruns.exe 9,076 K 19,708 K 3036 Autostart program... Sysintermals - w...
51 Tepview.exe 295 7104K 18328 K 1684 -
ERcports.exe 0.13 2452K 13328 K 336 CurrPorts NirSoft
% SnippingToolexe | 0.07 17280K 49240K 624 ETEIT E Microsoft Corpo... |5
Efcmd.exe 1.864 K 2,856 K 1564 Windows g5< ... Microsoft Corpo...

CPU Usage: 17.51%  Commit Charge: 27.23% Processes: 47 Physical Usage: 40.12%
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7] Resolve addresses
Prot... | Local Address Remote Address  State
TCP 1169 |27.154.108.225:53 ESTABLISHED
I TCP 1214 127.154.108.225:53 SYN SENT I
[Pro... / PID Protocol Local Ad... Local Port Remote Address Remote P... State
= explorer....E468 TCP .. 51201 53 ESTABLISHED
468 TCP .. 51238 222.79.106.65 33 ESTABLISHED
W gzserv.exe 764 UDP 0.0.00 49152 * *
Ellsassexe 536 TCP 0.0.00 49171 0.0.00 0 LISTENING
llsass.exe 336 TCPV6 [0:0:0:0:0:0...49171 [0:0:0:0:0:0:0:0] 0 LISTENING
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IP address: 222.79.106.65
Host name: 65.106.79.222 broad.xm.fj.dynamic.163data.com.cn

IP address: 27.154.108.225
Host name: 225.108.154.27 .broad.xm.fj.dynamic.163data.com.cn
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NetWitness Reconstruction for session ID: 295 ( Source 140. - 1044, Target 27.154.108.225 - 53

Time 3 014135741103 014 14:00:25 Packet Size 1,850,175 bytes Payload Size 1,719,196 bytes
Protocol 2 Flags Keep Assembled AppMeta NetworkMeta Packet Count 2,231
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NetWitness Reconstruction for session ID- 10844 ( Source 140. ©51251, Target 222.79.106.65 : 53

Time6/18 41132:04t06/ 014 11:32:09 Packet Size 1,014 bytes Payload Size 264 bytes
Protocol 2 /0 Flags Keep Assembled AppMeta NetworkMeta Packet Count 13
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