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Received: from fmail0 edutw (EHLO fmail0 edutw) ([140. i)}
by gate & & medu.tw (MOS 4.1.10-GA FastPath queued)
with ESMTP id BDI28573;
Thu, 20 Jun 2013 10:40:26 +0800 (CST)
Received: from nm35-vm3.bullet.mail.sg3.yahoo.com (nm35-vm8.bullet.mail.sg3.yahoo.com [106.10.150.238]) by fmail0 edu.tw with
ESMTP id oFVITBhprcivEzlc for <otto@ edutw>; Thu, 20 Jun 2013 10:40:24 +0800 (CST)
Received: from [106.10.166.126] by nm35.bullet.mail sg3.yahoo.com with NNFMP; 20 Jun 2013 02:40:24 -0000
Received: from [106.10.167.183] by tm15.bullet.mail sg3.yahoo.com with NNFMP; 20 Jun 2013 02:40:24 -0000
Received: from [127.0.0.1] by smtp156.mail.sg3.yahoo.com with NNFMP; 20 Jun 2013 02:40:24 -0000
Retum Path: <_mm10j_@¥ahgmm
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Time of Day Process Name PID Operation Path Result

b 01:31:13.... [MPeerDistSve.exe 2600 4TCP Connect WIN-9GLFJBE2SQD:49200 - > mail2. edu.tw:https SUCCESS
- i 01:31:13.... [MPeerDistSvc.exe 2600 &ATCP Send WIN-9GLFIBE2SQD:49200 -> mail2. adu.tw:https SUCCESS

F- - 01:31:14.... MPeerDistSvc.exe 2600 4ATCP Receive WIN-9GLFJIBE2SQD:49200 -> mail2. edu.tw:https SUCCESS
f<H-01:31:14.... [MPeerDistSve.exe 2600 4ATCP Disconnect  WIN-9GLFIBE2SQD:49200 -> mail2/ edu.tw:https SUCCESS
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Time Service Size  Events Displaying 1 - 20 of 7586 = =
View | 2013-Jun-2110:31:21 IP /{ TCP / HTTF 1.68 KB * 140. me —> 140 " U | 0 49243 - 443 (https)
View | 2013-Jun-21 10:31:22 IP/TCP/HTTP 1.67 KB s 140. = -= 140 S oy | 0 49244 -= 443 (https)
View | 2013-Jun-21 10:31:53 IP /{ TCP / HTTF 1.68 KB * 140. me —> 140 " U | 0 49245 - 443 (https)
View  2013-Jun-21 10:31:56 IP/TCP/HTIP 1.92KB s 140. = -= 140 S oy | 0 49246 -= 443 (https)
View 2013-Jun-2110:32:24 IP / TCP / HTTP 1.79 KB * 140. me —> 140 " U | 0 49247 - 443 (https)
View | 2013-Jun-21 10:32:31 IP/TCP/HTTP 2.0BKE s 140. w -= 140 M S | 0 49250 - 443 (https) 52
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& Ji Loca ¥ @ Microsoft .. Window... Microsoft... c:\program files\windows mailiwinmailexe 2009,
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i Service Size Events Displaying 1 - 7of 7 *
IP/TCP [ OTHER 230.54 KB 140, 20.130.160.113 @ 49300 -=> 443 (https)
View | 2013-Jun-21 11:39:00 IP [ TCP [ OTHER 347.52 KB s 140. = -= 220.130.160.113 0 49464 -= 443 (hups)
View 2013-Jun-2112:17:07 IP [ TCP | OTHER 7.49 KB gk, 140. B -> 220.130.160.113 0 49563 -= 443 (htps)
View 2013-Jun-2112:23:19 IP [/ TCP | OTHER 432B A 140, B —> 220.130.160.113 ﬁ) 49566 —> 443 (hups)
View 2013-Jun-2112:38:20 IP/TCP/ OTHER 432B A 140, B o 2200130160113 @ 49596 — > 443 (https)
View 2013-Jun-2112:53:21 IP [/ TCP | OTHER 432 B 2 140, B > 220.130.160.113 o 49626 —> 443 (https)
View 2013-Jun-2113:08:22 IP/TCP/ OTHER 432B A 140, B o 2200130160113 @ 49657 = 443 (https)
4 ¥

NetWitness Reconstruction for session ID: 8190 (Sourca 140 00, Target 220.130.160.113 :
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[ ©nly show processes stil running at end of current trace
Timelines cover displayed events only

Process
S cmd.exe (2872)
irundli32.exe (1924)
£ Procman.exe (2432)
autoruns.exe (2124)

Command

"C:\Windows\system32\cmd.exe”

rundll32.exe c\users\ming\appdatailocahtempynew.dll
"C:A\Users\ming\Desktop\SysinternalsSuite\Procmon.exe™
"C:\Users\ming\Desktop\SysinternalsSuite\autoruns.exe”

Company
Microsoft ...
Microsoft ...
Sysinternal...
Sysinternal...

| fxtray.exe (2156)
explore.exe (904)

"C\Users\ming\AppData\igfxtray.exe” !
C\Program Fles (XB6)\NTEMet EXPIOTErexplore.exe icrosoft ...

GoToEvent | | IndudeProcess | [ Incude Subtres

\ning D 3B

Command:  C:\Users\mingAppData\ ocal\PeerDistSve. exe "C:\L
User: WIN-SGLF IBE2SQD Yming
PID: 2600 Started: 2013/6/21 T4 01:22:14

@iexplore.exe (2440) “C:\Program Files (x86)\Internet Explorer\iexplore.exe” SC... Microsoft ...
S cmd.exe (1376) "C:AWindows\System32\cmd.exe” Microsoft ...
irundli32.exe (596) rundl32 c\users\ming\appdatailocahtempinew.dll Microsoft ...
ndll32.exe (2292) rundll32 c\users\ming\appdata\local\temp\new. Microsoft ...
Lirundli32.exe (308) rundll32.exe c\users\ming\appdata\local\temp\new.exe Microsoft ...
[MPeerDistSvc.exe (2600) C:\Users\ming\AppData\Local\PeerDistSvc.exe "C:AUsers\...
ol i ]
Description:
Company:
Path: C:Wsers\ming\AppData\Local PeerDistSve. exe
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Windows H#...
Process Monito
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Host of CHT
220.130.160.113 : 443
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#- C:\Users\username\AppData\Local\PeerDistSvc.exe % & #%;' # “$ °

#- C:\Users\username\AppData\ igfxtray.exe & & 425\ # T e
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45 C:\Users\username\AppData\Local\ -

3 Autoruns - Sysintemnals: www.sysinternals.com ===
File Entry Options Help
EEE)
[ codecs | [lBootBrecte | [ magetiacks | % Aopiit | %) kownDils | @ Wirogon
€ Wsock Providers | 3 Prrt Montors | %) LSAProviders | & Network Provides | [ Sidebar Gadgets
D bveyting | 2 loon | Boorr | @ remet oo | (4 schedued Tasks | By Services | ) e
Autorun Entry Description Publisher Image Path Timestamp
# HKLM\SOFTWAREWMicrosofttWindows\CurrentVersion\Run 2013/7129 T4 ...

@ VMware ... VMware Tools C... VMuware, Inc. c\program files\v... 2012/11/1 £ ...
# HKLM\SOFTWAREWMicrosoft\Active Setup\Installed Components 2013/531 E4F ..

(= Microsof... Windows Mail ~ Microsoft Corpor... c:\program files\.. 2009/7/14 E4 ...
# HKLM\SOFTWARE\Wow6432Node\Microsoft\Active Setup\Installed C... 2013/5/31 E4F ..
(= Microsof... Windows Mail ~ Microsoft Corpor... ¢:\program files (... 2009/7/14 E4 ...

3] ProtectedStorage exe:2528 Properties [E=]=]
Envirenment Job | strings |
Image | Performance | Performance Graph | GPUGraph | Threads | TCRAP | Seaurity
Image File
Version:  nja
Build Time: Fri Jun 07 11:34:25 2013
path:
T 2ta\Localr
Command line:
cilL ata\Local\Protect
Current dectory:
€:\sersiring |Desktop\malicious\ 1025 /2 BNEREN BPRERT T . HAPHEE|
Autostart Location:
nfa Explore
Parent:  <Non-existent Process >(1416)
User:  WIN-SGLFIBE2SQD\ming
Started: T 04:29:29 2013/7/29 Image: 32-bit Bring to Front
Comment: il Process
Data Execution Prevention (DEP) Status: DEP
Address Space Load Randomization:  Disabled

Ready. Windows Entiies Hidden.

B 8 ~ T ProtectedS

torage.exe j Op F

B O~If Bma R » Bisp & iad

Time
View 2013-Jun-26 09:02:37
2013-Jun-26 09:03:09
2013-Jun-26 09:03:41

2013-Jun-26 09:04:13

View
View
View
View 2013-Jun-26 09:04:45
2013-Jun-26 09:05:18
2013-Jun-26 09:05:50

View
View

View 2013-Jun-26 09:06:22

Service Size Events Displaying 1 - 20 of 5576
IP/TCP/OTHER  374B ak 140. -> 140,78 015 @D 49547 —> 443 (https)
IP/TCP / OTHER  374B sk 140. -> 140,08 .15 @ 49549 - 443 (https)
IP/TCP/OTHER 374 B % 140. -= 140,78 .15 igh 49550 —> 443 (https)
IP/TCP [ OTHER  374EB & 140. -> 140,08 .15 @ 49551 > 443 (hups)
IP/TCP/OTHER  374B ak 140. -> 140,78 015 @D 49552 —> 443 (https)
IP/TCP / OTHER  374B ak 140. -> 140,08 .15 @ 49553 - 443 (https)
IP/TCP /{ OTHER  374B s 140. -> 140,08 .15 @ 49554 > 443 (htips)
IP/TCP [ OTHER  374E & 140. -> 140,08 .15 @ 49555 > 443 (https)
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