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From: schnews@brighton.co.uk [mailto:schnews@brighton.co.uk]
Sent: Saturday, January 16, 2016 10:20 AM

To: service@cert.tanet.edu.tw

Subject: Delivery reports about your e-mail

Dear user service@cert.tanet.edu.tw,

We have found that your e-mail account was used to send a huge amount of junk email messages during this week.
We suspect that your computer had been infected by a recent virus and now contains a hidden proxy server.

We recommend you to follow instruction in order to keep your computer safe.

Have a nice day,
The cert.tanet.edu.tw team.
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Image File

[2]

Version:  nfa
Build Time: n/fa
Path {Image is probably packed):

C:\Jsers\Hugo'\Desktop\documentidocument. hitm pif
Command line:

"C:Wsers'\Hugo\Desktop'documentidocument. hitm pif™
Current directory:

C:\Users\Hugo\Desktop\documenty,
Autostart Lecation:

nfa

Parent:  explorer.exe(2152)
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Version: n/fa

Build Time: nfa

Path (Image is probably packed):
C:Wsers\Hugo\AppDataLocal\Temp \services. exe

Command line:
"Ci\Jsers\Hugo\AppDataLocal iTemp\services. exe™

Current directory:
Ci\sers\Hugo'\Desktop\document!,

Autostart Location:

nfa

Parent:  document.htm.pif{1833)
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[7] Resolve addresses
Prot... | Local Address Remote Address State
TCP  140. 49345 16.209.5.12:1034 SYN SENT
TCP 0.0.0.0:1034 0.0.0.0:0 LISTENING
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NetWitness Reconstruction for session ID: 136290 ( Source 140. 51700, Target 16.209.5.12 :1034)

Size 194 bytes Payload Size 0 bytes
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| document. htm .. 1960 TCP | i 67.202.147.232
7! document htm ... 1960 TCP | ! 205.14324721
(| document. htm ... 1960 TCP | . 152.1634.175
| document. htm ... 1960 TCP | : 216.76.92.84

... 1960 TCP | . 65.32.1.38
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NetWitness Reconstruction for session ID: 19486 ( Source 140. - 50850, Target 74.125.207.26 - 25 |

/ 20](.\ 10:22:01 to ] 18/2016 ]O 22:04 Packet Slze 47, 8?0 hytps Payload Size 42, ]J? bytes

From- "Bounced mail" <noreply@bmcnews.org:> |
To: editor@bmcnews.org
Subject: Returned mail: see transcript for details

Date: Mon, 18 Jan 2016 10:21:52 +0800
ore

document.zip |

Dear user editor@bmcnews.org,

Your email account has been used to send a large amount of junk e-mail during this week.
We suspect that your computer was infected by a recent virus and now contains a hidden
proxy server.

Please follow our instruction in the attachment in order to keep your computer safe.

Best wishes,
The bmcnews.org team.
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From: "MAILER-DAEMON" <noreply@|nternat|onal gc.cax | A

To: brsla@international.gc.ca |
Subject- Delivery reports about your e-mail

Date- Mon, 18 Jan 2016 09:31:06 +0800
more

attachment.

Dear user brsla@international.gc.ca, administration of international.gc.ca would like to
inform you

We have detected that your e-mail account was used to send a large amount of spam
during this week.

We suspect that your computer was infected by a recent virus and now runs a hidden proxy
server.

Please follow the instruction in order to keep your computer safe.

Have a nice day,
international.gc.ca support team. v
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NetWitness Reconstruction for sion ID: 2056 ( Source 140 49517, Target 119.160.243.163

T|mP 1/1 201(.1 9 28 46 to ';‘ 6 15 Packet Size 156,366 hyre-s Piy\oid Size 147,186 bytes

GET Isearch"p—e ma11+rgla su&u—UTF S&fr fp tab web t&copﬂnss&tab— HITP/1.1 A
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWA4; Trident/4.0

; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center

PC 6.0)

Host: search.yahoo.com

Connection: Keep-Alive

Cookie: B=0gmk911b9ofbu&b=3&s=98; sSN=_S_t9 E2wWFwQVLerywhOxcSvYICByWSWDzNYcmXpMH

TiDeklLQajZc] zZBKi2gpj BlmWiyvhXHen xvY c.6.2w--

HTTP/1.1 200 OK
Date: Mon, 18 Jan 2016 01:28:52 GMT

P3P: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAQ DSP COR CUR ADM
DEV TAT PSA PSD IVAi IVDi CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL
UNI PUR FIN COM NAV INT DEM CNT STA POL HEA PRE LOC GOV"

X-Frame-Options: SAMEORIGIN

Set-Cookie: sSN=ONBQxvk2wWHCYOuXQKjCMX3 rOEANNnTz8ROTUYGZ4 I pipUs4ubOn fEFxu0gJCABIx
cdkMgFQsaKx. .nYbjsCQ--; path=/; domain=.search.yahoo.com
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49551, Target 91.215.253.44 : 25)

Payload Size 40,974 bytes
o

From: | pequonnoc@aol com |

To: kidr@rgia.su

Subject: delivery failed
Date: Mon, 18 Jan 2016 09:29:10 +0800
more
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