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Wallace Dickson <DicksonWallaceO3@bigpond.net.au>
FW: Payment Details - [148901]
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Dear m

If there is any reason why payment should not be made or if you are experiencing difficulties with
making the payment please get in touch so that we can discuss the matter and stop the recovery
process.

Full details are attached to this email.
Regards,

Wallace Dickson
Managing Director

wa
kg
=k

RS TS % SVETECL SN R L S Y R

*

=

PP AR AEFF T A0 L & Y Locky #ENE R ¥R
BRRIE o

“

g% Wm#iLi T r 5 Windows 7(32 bit) 4 SiBTIRBPRBPIFE > F
#* 64 ik SR € PR T e

ERARN zip RRHF2Z 16 €7 2 B &5 Js e s a 2bq Ao

exe {74 jsEF LAY javascript ER IR THE o



2] (scanned_doc) - 288526 - copy.js
%) (scanned_doc) - 3885265
ﬂ (wire) - e870d,js

2016/3/24 £ 0.. JScript i5<1E
2016/3/24 £%F 0.. JScript £<18
2016/3/24 £ 0.. IScriptiE<1E

11 KB
11 KB
10 KB

>3
B

3.

e

%36 Virustotal &+ # 4 >

She

= IS F RS SlkRDY 6] 3/57 0 %

T AL e R B R BORE RV BlAp g e

SHA256:

File name:

Detectionratioo.  3/57

Analysis date:
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Antivirus
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Image File
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Version: 4.1.0.612
Build Thu Mar 24 01:27:40 2016
Path:

C:\Users\Dark\AppData'Local\Temp\sKQ3b8nd0tdprRm.exe | Explore

Command line:
"C:\Users\Dark\appData\Local\Temp\sKQ3b8n90tdprRm.exe"

Current directory:
C:\Users\Dark\Desktop\payment_first-team_148901),
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Image | Performance | Performance Graph | GPU Graph
Threads | TCR/IP | Security | Environment | Strings

[ |Resolve addresses

Protocel  Local Address Remote Address State
TCP 140 54377 8409170244 htp  ESTABLISHED
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> System 4 TCP 54294 140. 139 netbios-ssn 140
Unknown | 0 Tcp 54273 140. 139 netbios-ssn 140 ip =dutw
Unknown | 0 TCP 54276 140. 139 netbios-ssn 140 ip =dutw
Unknown | 0 e 54274 140. 139 netbios-ssn 140 ip 2du.tw
Unknown | 0 cp 54275 140 139 netbios-ssn 140 ip Jutw
Unknown | O TCP 54278 140. 139 netbios-ssn 140 ip gemzdutw
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| _HELP_instructions.txt 2016/3/30 FF 02:56
EC3737B6C31BE444BEDG7029F4B84F7 Alocky 2016/3/30 T4 02:56
EC3737B0C31BE444CD2006A176889B5EB.locky 2016/3/30 T4 02:57
EC3737B0C31BE444F7C442889722639A locky 2016/3/30 T4 02:57
EC3737B6C31BE444F952C4A33A360B17 locky 2016/3/30 4 02:56
EC3737B6C31BE4443B3EBOA4DBIETC5Alocky 2016/2/30 F<F 02:57
EC3737B6C31BE44407A2FB9D1DBA3FF Llocky 2016/3/30 F=F 02:57
EC3737B6C31BE44461AC55A396E63116.locky 2016/3/30 F=F 02:57
EC3737B6C31BE4449845F47BF69639B38.locky 2016/3/30 T 02:56
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1. http://232kl2rwsjvgjenl 7| tor2weh. org/BC3737BoC31BE444
2. http://32kl2rwejvajeuil 7 onton. to/EC3737B6C31BE444
3. http://32klZ2rwejvagjeul 7. onton. cab/EC3737B6C31BE444
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New Identity
New Tor Circuit for this Site

Tor circuit for this site

(32kI2rwsjvgjeui7 onion):
Privacy and Security Settings...

. This browser
Tor Network Settings... Germany (81.7.10.93)

France (195.154.113.79)
Germany (5.9.140.195)
(relay)

(relay)

(relay)

Onion site

Check for Tor Browser Update...
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localbitcoins.com iZARSMFETLEAIH R A REE EE TS IS -
cexio HHVISA/MASTERCARD/AEiA-FakifiT Rk TS T -
btedirecteu  FFERHIESFAIFE -
bitquick.co Il RRNRMRERET -
howtobuybitcoins.info EFFEHETHMESTHEES -
cashintocoins.com W EMREEET
coinjar.com FECoinjarmEER] LA E BN ST -
anxpro.com
bittylicious.com
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SHA256: 7abcf27dda962107e9b439c25c95db92e13f3587985eeabb6185a49ed 1f4a72f

File name: 2.exe

Detection ratio: | 46/ 57

Analysis date: 2016-04-05 14:53:55 UTC ( 10 hours, 57 minutes ago )

Antivirus Result

AlLYac Trojan.Ransom.LockyCrypt
AVG Crypt5.ASCM

AVware Trojan.Win32.Generic!BT
Ad-Aware Trojan.GenerickD.3118559
AegisLab Troj.Crypt.Zpacklc
AhnLab-V3 Win-Trojan/Lockycrypt.Gen
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POST /main.php HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2
; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0
; InfoPath.3)
Host: 46.8.44.39
Content-Length: 100
Connection: Keep-Alive
Cache-Control: no-cache

# Ee HERZ ./ DEISALES@IEGLESe €A1,PE # 1B = @ -0

HTTP/1.1 200 QK
Server: nginx
Date: Thu, 24 Mar 2016 02:29:48 GMT
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Time Service Size Events
2016-Mar-24 10:29:55 IP/TCP | SMB 2.10KE % 140.
2016-Mar-24 10:29:55 IP / TCP | SMB 2.10KB s 140,
2016-Mar-24 10:29:55 IP/ TCP | SMB 2.1J0KB % 140.
2016-Mar-24 10:29:55 IP / TCP | SMB 2.10 KB 140.
2016-Mar-24 10:31:49 IP/TCP | SMB 290KE s 140.
2016-Mar-24 10:31:49 IP/TCP | SMB 232KB s 140.
2016-Mar-24 10:31:49 IP/ TCP | SMB 232 KB 140.
2016-Mar-24 10:32:35 IP/ TCP | SMB 237 KB a 140.
2016-Mar-24 10:32:35 IP/ TCP | SMB 194 KB w 140.
2016-Mar-24 10:32:35 IP/ TCP | SMB 194 KB # 140.
2016-Mar-24 10:46:39 IP/ TCP | SMB 290 KB 140.
2016-Mar-24 10:47:26 IP/ TCP | SMB 2.37KB s 140.

—> 140 = g 54278 -
-> 140! ™ i 54279 -
-> 140, @) 54280 -
-> 140 @ 54281 -
—> 140. W 54301 -
-> 140, @ 54302 -
-> 140. @ 54303 -
-> 140 @ 54308 ->
—> 140, @ 54309 >
-> 140 @ 54310 ->
-> 140 @ 54295 -
-> 140! @ 54300 ->

Disp

139 (nethios-ssn)
139 (nethios-ssn)
139 (netbhios-ssn)
139 (netbios-ssn)
445 (cifs)

445 (cifs)

445 (cifs)
145 (cifs)
45 (cifs)
145 (cifs)

445 (cifs)
145 (cifs)
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NetWitness Reconstruction for session ID: 269 ( Source 140.

Time 3/24/2016 10:44:44 to 3/24/2016 10:44:44 Packet Size 2,162 bytes
Br, 2 £ 120 : 2 - 5 . .

254276, Target 140.

Payload Size 1,428 bytes
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