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9.101.117.21/ Created by using HTTPNetworkSniffer
Host Name 199.101.117.21
Method GET
Path
User Agent Mozilla'5 0 (compatible; MSIE 10.0; Windows NT 6.2; WOW64; Trident/6.0)
Cache-Control: "must-revalidate, post-check=0, pre-check=0" Response Code 200
Connection: "Keep-Alive" Response String OK
Content-Description: "File Transfer" Content Type application/octet-stream
Content-Disposition: "attachment; filename Referer
Content-Length: "250836" Content Encoding
[ Comtent-Tanste ncoding: | e
Content-Type: "application/octet-stream" Server Apache2 2 9 (APMServ) PHP/5 2.6
Date: "Tue, 13 Aug 2013 03:45:45 GMT" Content Length 250836
Expires: "0" Connection Keep-Alive
Keep-Alive: "timeout=5, max=100" Cache Control must-revalidate, post-check=0. pre-checl=0
Pragma: "public” Ry
Server: "Apache/2.2.9 (APMServ) PHP/5.2.6" Server Time 2013812 L°F 08:06.08
X-Powered-By: "PHP/5.2.6" Expiration Time
#EK1#EE (0.301 KB) Last Modified Time
Host: Cookie
User-Agent: "Moxzilla/5.0 (Windows NT 6.2; WO....0) Gecko/20100101 Firefox/23.0" Client Address HD- 29:51328
Accept: "text/html,application/xhtml+xml.application/xml;q=0.9,%/%,q=0.8" Server Address 199.101.117.21:80
Accept-Language: "zh-tw,zh;q=0.8,en-us;q=0.5,en;q=0.3" Request Time 00:00:00.000
Accept-Encoding: "gzip, deflate” Response Time 11ms
Connection: "keep-alive™ TURL http:/182 101 117.21
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(2). ™ B #F g ARt g BT AR POST 3 Server =3 0
/index.php/Backdoor/task_query T - @ Server = = # #jcfs v f HTTP/1.1 200 OK -

NetWitness Reconstruction for session ID: 4314 ( Source 140. .147 152365, Target 216.244.79.37 : 80 )

/12/2013 8:47:32  Packet Size 2,751 bytes  Payload Size 1,391 bytes

| POST /index.php/Backdoor/task_query HTTP/1.1 |
Content Length:

Content-Type: application/x-www-form-uvrlencoded
Host: member.updatalock.con

Connection: Keep-Alive

User-hgent: Apache-HttpClient/UNAVAILABLE (java 1.4}

HTTP/1.1 200 0K

Date: Mon, 12 Aug 2013 00:46:02 GNT

Server: Apache/2.2.9 (¥in32) PHP/5.2.6

K-Powered-By: PHE/5.2.6

Set-Conkie: PHPSESSID=8qkgfni0tn5n06dif450phlf14; path=/
Expires: Thu, 19 Fov 1981 08:52:00 GHT

Cache-Control: no-stors, no-cache, wnst-revalidate, post-cheek=0, pre-check=0
fuser_1d=9218c81226630efabe Thh387cdddactchtargat_id= | Pragna: no-cache

Content-length: 5

Keep-Alive: timeout=5, max=100

Connection: Keep-dlive

Content-Type: text/htnl
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_here is the nslookup result for member.updatalook.com from server 8.8.8.8, ... here is the nslookup result for 216.244.79.37 from server 8.8.8.8, querytype=PTR :

** server can't find 37.79.244.216.in-addr.arpa.:

NXDOMAIN

tcpb 0 1 ::ffff:140.x.x.147:55724 ::ffff:216.244.79.37:80 CLOSE_WAIT
tcpb 0 0 ::ffff:140.x.x.147:47972 ::ffff:216.244.79.37:80 TIME_WAIT
tcp6 0 0 ::ffff:140.x.x.147:36675 ::ffff:216.244.79.37:80 TIME_WAIT
tcp6 0 0 ::ffff:140.x.x.147:60116 ::ffff:216.244.79.37:80 TIME_WAIT
tcpb 0 1 ::ffff:140.x.x.147:46847 ::ffff:74.217.75.7:443 CLOSE_WAIT
tcp6 0 0 ::ffff:140.x.x.147:48030 ::ffff:216.244.79.37:80 ESTABLISHED
tcp6 0 0 ::ffff:140.x.x.147:49093 ::ffff:216.244.79.37:80 TIME_WAIT
tcp6 0 0 ::ffff:140.x.x.147:39076 ::ffff:216.244.79.37:80 ESTABLISHED
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(2).Process State :PS
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USER PID PPID VSIZE RSS WCHAN PC NAME

u0_a62 1374 127 498764 21396 ffffffff b753ea07 S  au.com.phil.minepro
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