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“vssadmin. exe delete shadows /all /Quiet”
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7.

All your documents, photos, databases and other important files have been encrypted
with strongest encryption RSA-2048 key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can
decrypt your files until you pay and obtain the private key.

If you see the main encryptor red window, examine it and follow the instructions.

Otherwise, it seems that you or your antivirus deleted the encryptor program.

Now you have the last chance to decrypt your files.

Open http:/ [tki3higtqlvohs7z.aw49f4j3n26.com or http:/ /tkj3higtqlvohs7z.dfj3d8w3n27.com,
https:/ [tkj3higtqlvohs7z.s5.tor-gateways.de/ in your browser.

They are public gates to the secret server.

Copy and paste the following Bitcoin address in the input form on server. Avoid missprints.
1PapvW6apwpSk4XKR60DZXQEi3daz7DfVh

Follow the instructions on the server.

If you have problems with gates, use direct connection:
1. Download Tor Browser from http:/ /torproject.org
2. In the Tor Browser open the http:/ /tkj3higtqglvohs7z.onion/
Note that this server is available via Tor Browser only.
Retry in 1 hour if site is not reachable.
Copy and paste the following Bitcoin address in the input form on server. Avoid missprints.
1PapvW6apwpSk4XKR60DZXQEi3daz7DfVh
Follow the instructions on the server.
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File name

Detection ratio

Analysis date

128711572592401e16831c274648a39%aada9d4d7744d53c40c0d978bbb329d0

128711572592401216831c274648a39%aada9d4d7744d53c40c0d978bbb329d0 exe

2015-08-16 17:17:11 UTC ( 2 weeks ago )
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C Analysis O File detall O Relationships nal information 0 Comments o 0 Votes O Behavioural information
Antivirus Result Update
AlLYac Trojan.GenerickD.2314914 20150813
AVG Generic_r ESS 20150816
AVware Trojan.Win32.GenericlBT 20150816
Ad-Aware Trojan.GenerickKD 2314914 20150816
Agnitum Trojan.Snocry! 20150815
AhnLab-V3 Trojan/Win32_Cryptolocker 20150816
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Your personal files are encrypted!

Your files have been safely encrypted on this PC: photos, videos, documents, etc.
Click "Show encrypted files" Button to view a complete list of encrypted files,
and you can personally verify this.

Encryption was produced using a unique public key RSA-2048 generated

for this computer. To decrypt files you need to obtain the private key.

The only copy of the private key, which will allow you to decrypt your files,

is located on a secret server in the Internet; the server will eliminate the key

Your private key will be after a time period specified in this window.
destroyed on: Once this has been done, nobody will ever be able to restore files...
In order to decrypt the files press button to open your personal page

8/35/2015 File decryption site and follow the instruction.

_ in case of "File decryption button™ malfunction use one of our gates:
Time left: 95:57:05 http:/ / tki3higtqivohs7z.dfj3d8w3n27.com
https:/ / thj3higtglvohs7z.tor2web.blutmagie.de

Use your Bitcoin address to enter the site:
1PapvW6apwpSk4XKR60DZXQEi3daz7DfVh
Click to copy address to clipboard
if both button and reserve gate not opening, please follow the steps:
You must install this browser www.torproject.org/projects/torbrowser.html.en
After instalation,run the browser and enter address 3kxwjihmkgibht2s.onion

Follow the instruction on the web-site. We remind you that the sooner you do so,
the more chances are left to recover the files.

Any attempt to remove or corrupt this software will result
in immediate elimination of the private key by the server.

Click for Free Decryption on site

Show files Enter Decrypt Key
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All your documents, photos, databases and other important files have been encrypted
with strongest encryption RSA-2048 key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can
decrypt your files until you pay and obtain the private key.

If you see the main encryptor red window, examine it and follow the instructions.

Otherwise, it seems that you or your antivirus deleted the encryptor program.

Now you have the last chance to decrypt your files.

Open http://tkj3higtqlvohs7z.aw49f4j3n26.com or http:/ /tkj3higtqlvohs7z.dfj3d8w3n27.com,
https:/ /tkj3higtqlvohs7z.s5.tor-gateways.de/ in your browser.

They are public gates to the secret server.

Copy and paste the following Bitcoin address in the input form on server. Avoid missprints.
1PapvW6apwpSk4XKR60DZXQEi3daz7DfVh

Follow the instructions on the server.

If you have problems with gates, use direct connection:
1. Download Tor Browser from http://torproject.org
2. In the Tor Browser open the http://tkj3higtqlvohs7z.onion/
Note that this server is available via Tor Browser only.
Retry in 1 hour if site is not reachable.
Copy and paste the following Bitcoin address in the input form on server. Avoid missprints.
1PapvW6apwpSk4XKR60DZXQEi3daz7DfVh
Follow the instructions on the server.

HEF) KEE) #EH(OQ) BRN) HEH)
J&l1l your documents, photos, databases and other important files have been encrypted -
with strongest encryption RSA-2048 kev, generated for this computer.

Private decryption key iz stored on a secret Internet server and nobody can
decrypt vour files until you pay and obtain the private key.

If you see the main encryptor red window, examine it and follow the instructions.

Otherwise, it seems that you or vour antivirus deleted the encryptor program.

Now you have the last chance to decrypt vour files.

Open http://tkj3higtglvohs?z.awd9f4i3n26.con or http://tkj2higtglvohsTz.dfj2d8w3n27. com |,
https://tkj3higtqlvohe7z. 5. tor-gateways.de/ in your browzer

They are public gates to the secret server.

Copy and paste the following Bitcoin address in the input form on server. Avoid missprints. =
1PapvWbapwpSk4¥KRE0DZEQE 1 3daz 7DfVh

Follow the instructions on the server.

\
If you have problems with gates, use direct connection:

1. Download Tor Browser from http://torproject.org

2. In the Tor Browser open the hittp://tkj3higiglvohsiz.onion/

Note that this server is available via Tor Browser only.

Retry in 1 hour if site is not reachable.

Copy and paste the following Bitcoin address in the input form on server. Avoid missprints.
1PapvWoapwpSk4¥KRE0DZEQE 2daz 7D Vh

Follow the instructions on the server. i
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| BREEVEE || 2FETO. || EEO.. |
(9 ynlgwiy.exe:1352 Properties |
| TCR/P [ Security | Environment | Strings

Image | Performance | Performance Graph | Diskand Network | GPUGraph | Threads

Image File

a3

Version: n/a

Build Tue Apr 21 20:54:36 2015
Path:
C:\Users\Dark\AppData\Roaming\ynlgwiy.exe
Command line:
| C:\Users\Dark\AppData\Roaming\ynlgwty.exe

Current directory:
Cr\Windows\System32,
Autostart Location:
WUhSoftware\Microsoft\Windows\Curre nt\fp rsion\Run\msdedf Explore

10, AR pEée R » B p fpar zop 459 > 425 L4055 msdedf » 4%

B4 % T\roaming\ynlgwty. exe | °

‘&7 Everything | 24, Logon ‘  Explorer | @ Internet Explorer | (4] Scheduled Tasks | 4 Services | ), Drivers I [ codecs | = Boot Execute | = 1]
Autorun Entry Descripion  Publisher Image Path Timestamp
# HKLM\SOFTWAREMicrosoft\Windows\CurrentVersion\Run 2015/8/31 £ 10:23
M @ VMw... VMware Tool... VMware, Inc.  ¢:\program files\vmware\vmware tools\wvmtool... 2014/11/21 _F4F 05:48
# HKLM\SOFTWAREMicrosoft\Active Setup\Installed Components 2011/412 T4 03:15
¥ 5 Brow... Windows Mail Microsoft Cor... ¢;\program files\windows mail\winmail exe 2009/7/14 £907:42
A Direc... Windows Mail Microsoft Cor... ¢:\program files\windows mail\winmail exe 2000/7/14 £ 07:42
J Intern... Windows Mail Microsoft Cor... ¢:\program files\windows mail\winmail.exe 2009/7/14 5 07:42
< Intern... Windows Mail Microsoft Cor... ¢:\program files\windows mail\winmail.exe 2009/7/14 EF 07:42
@ Micro... “ mdou s Mail Microsoft Cor‘.. c: \program flles\v» mdou S maJl\v» inmail exe 2009/7/14 EF 07:42
A Micr rs Mail Mi : fil 2009/714 £ 07:42
HKCU\Software\MlcroSoft\Wmdows\CuzrentVemon\Run 201510/1 5 10:13
¥ 8 msdedf c:\users\dark\appdata\roaming\ynlgwty cxe 2015/4/21 T4 08:54

11, i@ R 425 ynlgwty. exe # 0= BRf & pxpipn
Thttp://tkj3higtqlvohs7z. aw49f4 j3n26. com

http://tkj3higtqlvohs7z. df j3d8w3n27. com -~
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1

FHfAE A Tor ®IEE(EE » 1517519 Tor Bl  WIE - FHIEEAMEFRE ! &
=ZAOTSRES(EE  1FEF © Allas

HEISZ#RF Tor

Tor &5 | EEH | 8t | fRFES

13, F1Zi5z B s&Rn @iz Bic, * 3 L eRHTS Tor Browser
Bics e B% 484 Thttp://tkjdhigtqlvohsTz. onion/ | 2@ + &%

TF K HIET R E R £ R GARHE -



14.

1.

16.
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Firefox 7528113 tkj3higtglvohs7z.onion BREREHTER -
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o IR EN SMEZIIRA KIS ECIERZRMIREF B8 Tor
Browser 2#ENACIFLE -

Tor Browser if&teni=yt 185.73.44.58 5 % & ¢ Mg v — B
o K A B aEEP i A7 & R #a 0 & Tor onion network % * % i%
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NetWitness Reconstruction for session 1D: 18 ( Source 140. ©49273, Target 52.28.168.5 - 80)

Time 8/ 51 2015 1:: 37 1th 8/31/2015 10:38:19 Packet Size 2,362 thPs Payluad Size 808 bytes

GET Iip HjTPfl 1 A
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0: Windows NT 5.1: Trident/4.0; .NET
CLR 1.1.4322; .NET CLR 2.0.50727; .NET (IR 3.0.04506.648; .NET (LR 3.5.21022)
Host: ipinfo.io

HITP/1.1 200 OK
Access-Control-Allow-Origin: *
Content-Type: text/html; charset=utf-8
Date: Mon, 31 Aug 2015 02:37:19 GMT
Server: nginx/1.6.2
Content-Length: 14
Connection: keep-zalive

140.

B AW IP T B ¢ Ee R 192, 251, 226. 206:137 %
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NetWitness Reconstruction for session ID- 42 ( Source 140. - 137, Target 192.251.226.206 - 137)
10:37:23 10 8/31/2015 10:37:29 Packert Size 2,208 bytes Payload Size 1,200 bytes

19 CKAAMAAAAAAAAAAAMAAAAAMAAAAAMAAA | @@ CKAAAA
AAAAAMAAAAAAAAAAAAAAAAAMAA ] 9@ CHAMAAMAAAAAAAAMAAAAAAAAAA44A4441 @@ (KAAAAAAAAAAMAA
AAAAAMAAAAAAAAAAAT @@ CKAAAAAAAAAAAAAMAAAAAAAAAAAAAAAA 1@ @ CKAALAAAAAAAAAAAAAAAAMAA
AA4AA4441 9@ CEAAAAAAMAAAMAAAAMAAAAAAAAAAAA44) 9@ (KALAAALALAAAAAAAALNAAAAAAAAAAAL !
€€ CKAAAAAMAMAAAAANAAAAAMAAAAAAAAAL 1 @@ CRAAMAMAMAMANAAAMAAAAAAAAAAALAAY) 9@ CEALAA
AAAAAMAAAAAMAAAMAAAAAAANAA) €@ CHAAMAMAAMAMMAAAAMGAAAAALAAAAA4A! @€ (KAALAAAALAAMAA
AAAAAMAAAAAMAAALA) @@ CKAAAAAAAMAAMMAMAAMAMAAAAAAAAAAA 1@ € CHAASAAAAAAAALAAAAMAAMAA
AAAAAAAAT @@ CKAAAAAAAAAAAAAMAMAAAAAMAAAAAAAA! @@ (KAAAAAASAAAAAAAASAAMAAAAAAAAAA!
00 19 € CKAAMAAAAAAAAAAAAAAAAAMAMAAAMAAA | @@ CKAAAA
199 CEAAAAMAAAAMAAAAAMAARAAAAAAAAMAA! 9@ (KAAAAMMAAAAAAA

9@

17. &8 Virustotal iRl = 192.251.226. 206 > T - 7 F 3

FHR G EL R FIMRAT & 5 S E T -

URL. http//192.251.226.206/ A
Detection ratio
g

Analysis date: 2015-08-11 05:29:37 UTC ( 3 weeks, 2 days ago ) .f 0 0

= Analysis © Additional information ® Comments o Q) Votes

URL Scanner Result
Fortinet Malware site
ADMINUSLabs Clean site
AegisLab WebGuard Clean site

18. *£is & & 425% ynlgwty. exe € £ w $ 1k secure2. alphassl. com 7 port
80 i & » =nk 5 % W 104.16.28.16 » GET % - B & &

gsalphag2.crt B#F 24> 5 A2 ER AN BT 4 -



19.

NetWitness Reconstruction for session ID:

( Source 140. 249278, Target 104.16.28.16 :
Time 8/31/20 0:37:32 tc 01510 ) Packet Size 10,212 bytes Payload Size 7,308 bytes

GET /[cacert/gsalphag?.crt HITP/1.1
Connection: Keep-Alive
Accept: ¥/%
User-Agent: Microsoft-CryptoAPI/6.1
i} 3 @M sccure? . alphass].com

4wvwmecpom=

HTTP/1.1 200 OK |
Date: Mon, 31 Aug 2015 02:37:32 GMT
Content-Type: application/x-x509-ca-cert
Content-Length: 10735
Connection: keep-alive
Set-Cookie: _ cfduid=d5e52104f8defedef02b6626482a3ba9f1440988652; expires=Tue. 30
-Aug-16 02:37:32 GMT; path=/; domain=.alphassl.com; HttpOnly
Last-Modified: Sunm, 22 May 2011 135:00:00 GMT
ETag: "154344e-433-4a3de9bdilc00”
Cache-Control: public, max-age=2678400
Expires: Thu, 01 Oct 2015 02:37:32 GMT
Vary: Accept-Encoding.User-Agent
Via: 1.1 AN-0003011042473034
CF-Cache-Status: HIT

& & 435 ¢ = ocsp. globalsign. com» [P % 108. 162. 232. 204 i& {7
HTTP GET &t 3B~ > 4fe ¢ ¢ v - P 4o R Sdc B2 BA AN B
by o

NetWitness Reconstruction for session ID- 69 ( Source 140. ©49279, Target 108.162.232.204

Time 8/31/20 2015 1¢ 26 Pac e 12,664 bytes Payload Size ¢ 8 bytes

GET /rootrl/MEwwSjBIMEYWRDAIBgUrDgMCGeUABBS3VIW2nA f4F 1MT1 pDI Kg6%2 BMlg GaMOOUYH: mGkU
N18gTUC99BMO0gP%2F 8% 2FUs CCwQAAAAAASOO4TcC HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Microsoft-CryptoAPI/6.1
Host: ocsp.globalsign.com

4uvwmcgom=

HITP/1.1 200 OK
Date: Mon, 31 Aug 2015 02:37:38 GMT
Content-Type: application/ocsp-response
Content-Length: 1518
Connection: keep-alive
Set-Coockie:  cfduid=dd434c48{f08alic0ef25a03b6529ccecl440988658; expires=Tue, 30
-Aug-16 02:37:38 GMT; path=/; domain=.globalsign.com; HttpOnly
Last-Modified: Sun, 30 Aug 2015 22:26:59 GMT
Expires: Thu, 03 Sep 2015 22:26:59 GMT
FTag: "28c3351c69528023771e94160cbf0381426d49363"
Cache-Control: max-age=10800.public,no-transform,must-revalidate
(F-Cache-Status: HIT
Server: cloudflare-nginx
(F-RAY: 21e55ac8fb0cObas-HEG v
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ocsp.globalsign.com
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