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H A% netstat 45 4 wRle Y @ B R o 2 &5 TCP Port
80 ~ 443 ~ 5800 ~ 5900 ~ 9988 ~ 40000 = 50000 -

Active Connections
Proto Local Address Foreign Address State PID
TCP o0.0.0.0:80 0.0.0.0:0 LISTENING 3580
TCP o0.0.0.0:135 0.0.0.0!0 LISTENING 1072
TCP 0.0.0.0:443 0.0.0.0:0 LISTENING 3928
TCP o0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP o0.0.0.0:5800 0.0.0.0:0 LISTENING 528
TCP o0.0.0.0:5900 0.0.0.0:0 LISTENING 528
TCP 0.0.0.0:9988 0.0.0.0:0 LISTENING 3928
TCP o0.0.0.0:40000 0.0.0.0:0 LISTENING 160
TCP o0.0.0.0:50000 0.0.0.0:0 LISTENING 2864
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NetWitness Reconstruction for session ID: 13 (Source 111.185.7.1

54 : 7232, Target 140. 252 : 50000

’ayload Size 8,389,146 bytes

Time 6/09 54 / Packet Size 8,893,998 bytes
Protocol 2048/6/0 Flags Keep Assembled AppMeta NetworkMeta Packet Count 8,949
~
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'Proto Local Address Foreign Address State PID
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING 3580
TCP 0.0.0.0i40000 0.0.0.0:0 LISTENING [160
TCP 0.0.0.0i50000 0.0.0.0:0 LISTENING 2864
Name Pid PriThd Hnd VM WS Priv
ChateauSVR 160 8 11 247 136316 9492 14904
ChateauHD 2864 8 32 792 529204 64880 211224
Apache 3580 8 1 47 16980 2464 796
Apache 2116 8 51 190 68120 4396 2980
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Proto Local Address Foreign Address State PID
TCP o0.0.0.0:5800 0.0.0.0:0 LISTENING 528
TCP o0.0.0.0:5900 0.0.0.0:0 LISTENING 528
Name Pid PriThd Hnd VM WS Priv
services 824 9 16 3067 42644 13160 3832
WinVNC 528 8 4 119 39780 4616 3304
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NetWitness Reconstruction for session ID: 76734 (Source 85.214.143.217 - 49378, Target 140. .252 25900
Time6/11/201417:51:50t0 6/12/2014 42041 PacketSize 1,610 bytes Payload Size 132 bytes

Protocol 2048/6/0 Flags Keep Assembled AppMeta NetworkMeta Packet Count 25
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NetWitness Reconstruction for session ID: 62890 ( Source 213.233.88.128 30316, Target 140. 252 - 5900
Time6/11/2014 1:09:0 11/2014 1:09:12 Packet Size 5,5 ytes Payload Size 4,246 bytes
Protocol 20 sembled AppMeta NetworkMeta Packet Count 23
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NetWitness Reconstruction for session ID: 41 ( Source 59.186.91.69 = 3957, Target 140.

Time 6 414341910 /2014 10:21:36 Packet Size 1,586 bytes Payload Size 442 bytes
Protocol 2 6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 19

GET /85916f0e/thread_08113320.html HTTP/1.1

Accept: */*

Host: torchi2.dyndns.org

Content-Length: 0

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0)

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: A=TAABAPRfAAAMIIfIM/of0+61rph9bHAONP13qlGsuVYblBEazodOYNpCREGHTfEqB5c0xBU
CZdt3__LwOAbPI InWUXTLCvZI4ELBQx 10—

HTTP/1.1 200 OK
Server: nginx/0.7.68
Cache-Control: no-cache
Content-Length: 36
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Elements Network Sources Timeline Profiles Resources Audits Console

¥ <html>
¥ <head>
¥ <title>
"Ultr@VNC Desktop [btls_EHEr~EH] ------- Ultr@VNC Home Page is
http://ultravnc.sf.net ------- "
</title>
</head>
¥ <body>
¥ <span style="position: absolute; top:@px;left:epx">
P <applet code="VncViewer.class" archive="VncViewer.jar" width="1024"
height="800" title="Java(TM)">..</applet>
</span>
</body>
</html>
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NetWitness Reconstruction for session ID: 4598 (Source 140 163 11623, Target 140
Time 6/06 03: /07 /2014194819 PacketSize 1,691 bytes Payload Size 745 bytes
Protocol 2048/6 /80 Assembled AppMeta NetworkMeta Packet Count 16

GET /fcfc?ffa/thread 07191251 . html HTTP/1.1
beccept: ¥/¥

Hozt: torchiZ.dyndns.org

Content-Length: 0

User-Agent: Mozilla/4.0 (compatible; MSIE &.0)
Connection: Keep-Alive

Cache-Control: no-cache

HTTR/1.1 200 OF
Server: nginx/0.7.68
Cache-Control: ne-cache
Content-Length: 15
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GET /fcfc?ffa/thread 07191251 html HTTP/ 1.1

Lecept: */¥

Host: torchiz.dvndnz.ore

Content-Length: 0

Uger-Agent: Mozilla/4.0 {compatible; MSIE 8.0}

Connection: Keep-4live

Cache-Control: no-cache

Cookie: A=TAABALzwSwEzhjinVO2CNRUa/aHHnn¥stbwR 10R/Lb/oUTIyPSSaEY23RTHG s kG i0Z0Re
3pVpH__dalallljqjEaRVaSTxxEadSribi— v
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NetWitness Reconstruction for session ID: 2261 ( Source 140! .252 - 1406, Targel 216.146.43.70 :

Time6/06/201415:3637to6/08/2014 22:27:34 Packet Size 2,132 bytes Payload Size 716 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 24

GET / HITP/1.1

Host: checkip.dyndns.org A

Connection: close

HITP/1.1 200 OK
Content-Type: text/html R
Server:| DynDNS-CheckIP/1.0 E
Connection: close S
Cache-Control: no-cache P
Pragma: no-cache 0
Content-Length: 107 ;‘I
<html><head><title>Current TP Check</title></head><body>Current IP Address: 140.0 H
0 252</body></html> v
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