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1. % %% ! Win7 Enterprise (x64)

2. IP =&k 140. xx. xx. 60
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2. LESPHEY BB BRGE L4 5 SonyAgent FRBIR A E 5 AL
SONY erfp B 423 » 2 m R L 4L ©

‘ 21 Print Moniors | %) LA Providers | & Network Providers | || Sidebar Gadgets

‘ T Eventhing | lis Logon ‘ | Exlorer | @ Irtemet Bxplorer | (4] Stheduled Tasks | B Services | 2 Divers | Codecs | [ Boot Execute | [ mage Hiacks | %] Appit | %] KnownDLLs | B Wlogon | & Winsock Providers

Autorun Entry Description Publisher Image Path Timestamp

# HKLMSOFTWAREMicrosoftWindows\CurrentVersionRun 20135031 EF ..
W VMwere User Process VMuware Tools C... VMware, Inc. c:\program fileswmware\vmware tools\vmtoolsd.exe 012111 EF ..

# HKLMSOFTWARE Microsoff\Active Setup\Installed Components 2013531 £5F ..
& Microsoft Windows Windows Mail ~ Microsoft Corpor... c:\program files\windows mail\winmail exe 2009/7/14 F5 ...

# HKLMSOFTWARE\Wow643)NodeWicrosoft\Active Setup\Installed Components 2013531 £ ..
¥ & Microsoft Windows Windows Mail ~ Microsoft Corpor... ¢:\program files (x86)\windows mail\winmeil exe 200977/14 £5F .

& HKCU\Software\\fhcrosofl\Wmdows\Cmeanersmn\Run 2013531 TF ..

# SonyAgent c:\users\ming\desktop\malicious\m exe 2013520 TF ..
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File Options View Process Find Users
d & =EE2E|F K| 4

Py

rocess Explorer -

Process CPU Private Bytes Workin... PID Description  Company Name
IFmexe 0.07 9.864 K 14.136 K 3064 |
= Tepview.exe 1.79 9,408 K 12.372 K2980
procexpod.exe 2.52 15,960 K 17,368 K 2740 Sysinternals... Sysintermals - ...
= ¥ procexp.exe 2,060 K 528 K 2708 Sysinternals... Sysinternals - ...
EEcports.exe 0.03 4,640 K 6,788 K 2676 CurrPorts NirSoft
- @1explore.exe 0.01 13,500 K 6,240 K 2668 Intemet Exp... Microsoft Corp...
=isvchost.exe 0.44 71,424 K 13,280 K 2452 Windows S... Microsoft Corp...
== SearchIndexer.exe 0.01 37,224 K 12,492 K 2420 Microsoft ... Microsoft Corp...

=ISppsvCe.exe

Relay)

7044 K 7,516 K 2348 Microsoft ..
B2 i@ * procexp 87 & L 425" m. exe 4 7 7

B VM A AL B fre Port 3 Serivee -

(1).TCP Port 80 : i® 5 #r it @ =k (Mail Relay) ~ HTTP ¢ =k (HTTP

(2).UDP Port 53 : i 2 DNS proxy server

Microsoft Corp...

BN CA\WWindows\system32hcmd.exe
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B3 - 4p 4 netstat &t &+ 4 TCP port 80 f= UDP port 53 #tgc*

(3). EZ 425" m.exe 34 718 > BLZ port fo [P e &k wde™ > — B 4
2B € Bor moexe 2384 ¢ #& 5 Unknown -7 PID=0 42 4 34 {7 -
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2013/5/31 F4F 11:55:59 Added Unknown TcP 140 MMM 60:49280  111. 249 71.36:30 -
2013/5/31 4 11:55:59 Added n.exe TCP 140. [60:40281  219.45.40.4:80 E
2013/5/31 E4 11:55:59 Removed m.exe TCP 140, [60:40271  178.151.85.103:80
2013/5/31 4 11:56:01 Added Unknown TCP 140, _60:49279 159.148.43.126:80
2013/5/31 4 11:56:01 Added Unknown TCP 140. 60:49281  219.45.40.4:80
[2013/5@1 F4F 11:56:01 Added Unknown TCP 140. 60149282 118.166.250.170:80
2013/5/31 4 11:56:01 Added Unknown TCP 140, 16040283 100.54.171.67:80
2013/5/31 F4 11:56:01 Added Unknown TCP 140, (60:40284  182.234.149.64:80
2013/5/31 F4 11:56:01 Added Unknown TCP 140, 16040285 77.35.140.231:80
2013/5/31 F4 11:56:01 Added Unknown TCP 140, (6040286 178.217.202.60:80
2013/5/31 F4 11:56:01 Added n.exe TCP 140. 178.151.171.169:80
2013/5/31 F4 11:56:01 Added n.exe TCP 140. 176.98.199.67:80
2013/5/31 F4 11:56:01 Removed n.exe TCP 140. 159.148.43.126:80
2013/5/31 F4 11:56:01 Removed n.exe TCP 140 M 219.45.40.4:80
2013/5/31 F4 11:56:03 Added Unknown 249287 178.151.171.169:80
2013/5/31 F4 11:56:03 Removed m.exe TCP 140. 178.151.171.169:80
2013/5/31 F4 11:56:03 Removed m.exe TCP 140. ; 176.93.199.67:80
2013/5/31 F4 11:56:07 Added m.exe TCP 140. 40289 114.181.220.138:80
2013/5/31 F4 11:56:09 Added Unknown 249280 114.181.220.138:80
2013/5/31 F4 11:56:00 Added Unknown (49200 158.181.193.62:80
<[ [ S
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Layer 1 Layer 2 Layer 3

Step2-3: unknown

Fast-Flux Relay

e
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Zombie Bots
2 ‘\. & C&C or Relay Stations

Step1-1: DNS Query&Reply » Step2-2: HTTP

Step2-1: HTTP (htm, php, exe,
(htm php, exe,
: Step3-1: SPAM Mall

Step3-2: SPAM Mail Delivery
Step1-2: DNS
Query&Reply
/ Test Infected VM Q

Infected Group Hosts:
A. HTTP Realy
B. DNS Proxy
C: Mail Relay

DNS Server D: Netbios Scan Mail Receivers
168.95.1.1

(™

W5~ d g5 s iplE VM L
6. ¥% DNS A PIRE (DNS Poxy Server) :
(1). e 4k? o % zbots H B ipzd W 2 #2 % DNS service > 4
BHFH WP ekt fast-Tlux #32 &fL7R47 -
(2). iRl WM A 4842 7] zbots ehi38 & 4L query > € #& & P& VM 4 48
FE K =n DNS & FR"@U“ b5 140.117.11.1 = 168. 95. 1. 1):& 7 g3
LAER O 1R 1 %6 zbots > F]ptiplzE VM A 484 i 5 7 DNS
pProxy Sserver °
(3). 2 >3 2145 % zbots (112 B B 7O #* RI%# VM A 48 e 3 L 43
C R A e LA 198 B o

No.  Time Source Destination Protocol Length Info
89 Standard query A citbd0.epfusgy.com

20.001377 140. MEM60 109.224.14.3 DNS 112 Standard query response A 37.220.36.72




Time Service Size Events

View 2013-May-31 13:40:30 1P / UDP / DNS 1538 A 81.3.170.155 -> 140 .60 Q) 40888 -> 53 (domain)
2013-May-31 17:03:06 IP/ UDP / DNS 205.152.144.55 -> 140, .60 m 32099 -> 53 (domain)
View 2013-May-3117:03:11 IP / UDP [ DNS e A 205.152.144.55 -> 14060 @ 2484 -> 53 (domain)
View 2013-Jun-01 08:01:07 IP / UDP / DNS 828 ¥ 202.253.97.172 -> 140 NE.60 W) 21558 -> 53 (domain)
View 2013-Jun-0110:03:43 IP/ UDP / DNS 2288 X 218.27.207.249 -> 140 NI .60 u) 54555 -> 53 (domain)
View 2013-Jun-0113:13:46 IP / UDP / DNS 178 X 94.102.52.201 -3 140 MENN.60 @ 48828 -> 53 (domain)

Bl 6 - Zbots w st pl3# WM 2 # 140. xx. xx. 60 34 B 38 & feh [P

i* % HITP ¢ M=t (HTTP Relay) :

(1).R):E WM 2 % Export 80 k4x4z zbot B vk » T ¥ LT -
K ¢ sgxbenport 80 0 e 4kR FIRT - /éﬁ i "f"ﬁ 734 ¢ M2k > 3=
HI 0P R AR E D K Y Mk o

(2). WA ﬁﬁg i * Fast-Flux ﬁﬁré@# TSR LHGEE # zbot
S s > BeY N5 200 B LG HED SRR VM 248
140. xx. xx. 60 °

(3). L &aie™ - Kend Mg 66 2 @ &5 193.105. 134. 89 »
78.83.177.242~78. 83.177. 250~193. 105. 134. 189~89. 45. 14. 47 ~
89.45.14.49 -

(4). 3w TP % 5 Wehenv? Mk > 2 4 McAfee SiteAdvisor %
Virustotal /g 25| 5 B ek o

(5). * BER AR5 ¢ w gt @ @k Port 80 # HTTP ¥ % htm ~ php ~ exe
Fh o X EE A 1748 R htm fophp 7 8 7% ol R ksp - H ) F A

(6). # ¢ pcap #4&1 mhtm frphp 4% 10,141 B 3247 H p 5 % 5 4
B RS 0 R E B e zbot TR EARE TR o

567_1.ffmbl.php 2013/7/2 £4 09.. PHP &= 1KB
605_1.esaw08b.php 2013/7/2 £ 09.. PHP &&= 1KB
608_1.edohkunw.php 2013/7/2 £ 09.. PHP &= 1 KB
633_1.ev35c.php 2013/7/2 £ 09.. PHPEZE 1KB
646_1.dingcd23.php 2013/7/2 £ 09.. PHP g 1KB
'@' 649_2 file.htm 2013/7/2 £ 08.. Chrome HTML D... 17 KB
'@' 836_2.setup.htm 2013/7/2 £ 08.. Chrome HTML D... 95 KB
'@' 914_2.setup.htm 2013/7/2 £ 08.. Chrome HTML D... 7 KB
'@' 1001_2.index.htm 2013/7/2 £ 08.. Chrome HTML D... 7 KB
@ 1097_2.online.htm 2013/7/2 £ 09.. Chrome HTML D... 7 KB
'@' 1114_2.main.htm 2013/7/2 £ 08.. Chrome HTML D... 96 KB

Bl 7 ~ Pz WM A 4% pcap & i s %
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app:drill:3-3:78.83.177.242::Click%20to%20drill%20into%2078.83.177.242
app:drill:3-4:78.83.177.250::Click%20to%20drill%20into%2078.83.177.250
app:drill:3-5:193.105.134.189::Click%20to%20drill%20into%20193.105.134.189
app:drill:3-6:89.45.14.47::Click%20to%20drill%20into%2089.45.14.47
app:drill:3-7:89.45.14.49::Click%20to%20drill%20into%2089.45.14.49

E R AR 0 P Fh% Logo * HrE- N o

[ 75579_1.cnp3lxoenik exe 2013/7/2 £% 09:40 ER 1KB
8] 75692_1.fopkqg.exe 2013/7/2 £ 08:59 E 1KB
8] 76038_1.houz53vu.exe 2013/7/2 £4F 09:40 E 1KB
17 76526_1.ajjs2g4h.exe 2013/7/2 £% 08:59 E 1KB
[87] 77445_1.biisgyfjjcexe 2013/7/2 £ 0940 ] 1KB
1] 77452_1 biisgyfjjc.exe 2013/7/2 £%F 09:40 &S 1KB
1] 78060_1.hz8hz06eq.exe 2013/7/2 £% 0940 FE] 1KB
1] 78263 _1.cccmBeg7h.exe 2013/7/2 £ 0940 FE] 1KB
;2:\ 78908_lrasta0lexe 2013/7/2 £% 08:59 i 807 KB

B8 ~iplz VM A8 pcap 41 ehE L 74

T 5 it ¢ Mk (Mail Relay) » f1* TCP port 80 f # &4t - &
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(). ¥ %%«H&vlulmEmaﬂ Th ) F 435 B > KRG S BR R
® IP =&k » &£ % 5 Germany ~ Netherlands ~ France -

(2). 4+ ¥ Heebgf 2 :"..'riﬂEmail FHEXF 435 B 0 P oehr 5 38 B Ro
121 @ IP i=xtk

(3). RKihzhe2 p e chEmail 4t Bd#c- R ILF 5 2 faMail Relay =9
Yo mZhafsp e A4 ERE o

(4). 17 G0 EEPREE o N2y B bl o

NetWitness Reconstruction for session ID: 426477 ( Source 140. .60 : 62708, Target 200.45.191.16 : 25)

)

Time 6/03/2013 10:02:25 t0 6/03/2013 10:02:46  Packet Size 3,344 bytes Payload Size 752 bytes

From:  vivianababor@arnet.com.ar

To: gilroy@rakli.fi
Subject: Discount price of male supplements
more

http://balolaptopcaocap.webdoanhnghiep.org/object.html Are you dreaming about extra fire in your loving life?

NetWitness Reconstruction for session ID: 501941 ( Source 140. .60 : 56984, Target 200.45.191.16 : 25)

Time 6/03/2013 22:28:07 to 6/03/2013 22:28:21 Packet Size 3,349 bytes Payload Size 757 bytes

From: alfredoolivieri@arnet.com.ar

To: sheehans_2000@yahoo.com

Subject: Very good way to develop your loving life
more

Burn your impulse to the limit http://nude-celeb-pics.pix43.com/Louis.html

NetWitness Reconstruction for session ID: 560062 ( Source 140. .60 :65131, Target 208.84.244.49 - 25)
Time 6/04/2013 8:03:39 to 6/04/2013 8:03:47 Packet Size 2,901 bytes Payload Size 723 bytes

From: ventas@proyecto-siete.com

To: roberthpatch@netscape.net
Subject: Improve your possibilities in bed
more

http:/ /www.spajderr.tkdami.net/toe.html Incredible ensuring effect on male health

BlO ~ Bz VM A48 pcap B4 B g 2012


app:drill:19-0:%22germany%22::Click%20to%20drill%20into%20germany
app:drill:19-1:%22netherlands%22::Click%20to%20drill%20into%20netherlands
app:drill:19-2:%22france%22::Click%20to%20drill%20into%20france

9. NETBIOS::p|:# VM i #%+3F % IP % UDP Port 137 ¢rName query NBSTAT -
PiRREgG 11,311 & WuEcg 132 B > B8hfhd 5 &2 78
raw %

Time Service Size Events Displaying 1 - 200f 11311 =
View | 2013-May-31 11:59:20 IP / UDP / NETBIOS 276 B |/ 140. .60 —> 180.254.255.158 @ 137 (netbios-ns) —> 137 (netbios-ns)
View 2013-May-31 12:00:47 IP / UDP / NETBIOS 276 B 2 140. .60 —> 117.244.26.57 @ 137 (netbios—-ns) —= 137 (netbios—-ns)
View | 2013-May-31 11:56:23 IP / UDP / NETBIOS 828 B s 140. .60 —> 115.240.105.180 @ 137 (netbios-ns) -> 137 (netbios-ns) |
View | 2013-May-31 11:57:18 IP / UDP / NETBIOS 1.34 KB % 140. .60 —> 176.109.23.189 @D 137 (netbios-ns) —> 137 (netbios-ns) (
View 2013-May-31 12:05:18 IP / UDP / NETBIOS 552 B 2 140. .60 -> 177.201.177.34 @ 137 (netbios-ns) —-> 137 (netbios-ns)
View | 2013-May-31 12:05:48 IP / UDP / NETBIOS 276 B 140. .60 —> 212.76.23.141 @ 137 (netbios-ns) —> 137 (netbios-ns) =
View | 2013-May-31 12:06:04 IP / UDP / NETBIOS 552 B a4 140. .60 —> 202.151.7.28 @ 137 (netbios-ns) —> 137 (netbios—ns)
View | 2013-May-31 11: IP / UDP / NETBIOS 1.34 KB A< 140. .60 —> 109.254.17.110 @D 137 (netbios—ns) —> 137 (netbios-ns) I
View 2013-May-31 12: IP / UDP / NETBIOS 276 B ». 140. .60 -> 31.133.55.72 @ 137 (netbios-ns) —> 137 (netbios-ns)
View | 2013-May-31 12: IP / UDP / NETBIOS 276 B &/ 140. .60 —> 178.125.147.192 @ 137 (netbios—ns) —> 127 (netbios-ns) |
View | 2013-May-31 12: IP / UDP / NETBIOS 276 B % 140. .60 —> 37.45.85.145 &P 137 (netbios—ns) —> 137 (netbios—ns)
View | 2013-May-31 12:11:58 IP / UDP / NETBIOS 276 B a4 140. .60 —> 178.126.11.73 @ 137 (netbios-ns) —-> 137 (netbios-ns)
View. 2013-May-31 12:12:00 IP / UDP / NETBIOS 276 B & 140. .60 —> 77.31.129.0 @® 137 (netbios-ns) —-> 137 (netbios-ns)
View 2013-May-31 12: IP / UDP / NETBIOS 276 B 2 140. .60 —-> 37.44.64.35 0 137 (netbios-ns) —> 137 (netbios-ns)
View | 2013-May-31 12:13:20 IP / UDP / NETBIOS 276 B x| 140. .60 —> 78.58.17.251  &d 137 (netbios-ns) —-> 137 (netbios-ns) -~
< »
m.exe Content — Session 15612 i
NetWitness Reconstruction for session ID: 15612 ( Source 140. .60 : 137, Target 134.17.80.221 : 137)
Time 5/31/2013 14:30:37 t0 5/31/2013 14:30:40 Packet Size 276 bytes  Payload Size 150 bytes

Filename Size Info File Hashes
M 15612-9-0.raw 150 byres ;:—?:1 :97105153‘:’ ;:fse:assazesg 59:6“387399:;;56?;)9!2:811%1e9ba72S3!
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# pcap # 45 Il netbios # 07 scan 254 T £ [P
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2. BEPRE A orag den? Mebd B0 F AR M FE N op & B

L

WAL friFte T 2 AR o 2d MA T [P e Session E &S -
(1). ¢ RWenghis > a7 i ¢ WBZHE* 6 W IP#r5 o



Bl 12~ PlE WL amd den? Bekho s oo

. M ELAENE E A3t 2 2 Vs (doc, pdf, x1s, ) o i
= >

WAELPERLFE 2 BR4 G BAALRT Y -
3. RABRAS LG (v7 Bbprp o BB §HP 2 B L TR

8 o

4, kB IAPEREF RiES B v 2 A58 Virustotal 2 75

¥ oo
5. ¥ * RRIGEE R
Port A& fx* > »2 i 45 I ¥ 5 edd (T 4250 o
6. ?”ﬁﬁﬁﬁl£mewm%§ﬂ#ﬁﬁﬁ%’?
(autoruns) ¥ A B A SR Ty &mT 2R ¥ -
T. RIKRPIER P
(1).https://www. virustotal. com/en/
(2).http://sitecheck. sucuri. net
(3). http://www. siteadvisor. com

1 E (netstat, tcpview, )& F 3 24 g %
o
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