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2. Microsoft Baseline Security Analyzer

Fept o
http://www. microsoft. com/en-us/download/details. aspx?1d=7558
#P : Microsoft Baseline Security Analyzer (MBSA) ic ik & st 12
AHrh A e ko B AEmad % 2L AT E - % 2R T
AR R o & P
Stepl. ;‘ MBSA

| micowon [ o B prooucrs store DownLoADs suPPORT _ UnitedStates |

Sign in

Download Center

Products Categories Security Support

My Microsoft Baseline Security Analyzer 2.2 (for IT
& professionals)

Quick links The Microsoft Baseline Security Analyzer provides a streamlined method to identify
b missing security updates and common security misconfigurations. MBSA 2.2 is a minor

& System raquisemerits upgrade to correct minor issues and add optional catalog support.

¥ Instructions

¥ Additional information

Quick details
Version: 22 Date published: 8/6/2010
Change language: [English  [+]
Looking for support? Files in this download
(p} Visit the Microsoft The links in this section correspond to files available for this download. Download the files appropriate for you.
t\\’/ Support site now >
File name Size
MBSASetup-x64-DE.msi 17Me DOWNLOAD
IMBSASetup-XG/-l-ENAmSI 17MB DOWNLOAD I
MBSASetup-x64-FR.msi 17 Me DOWNLOAD
MBSASetup-x64-JA.msi 17 M8 DOWNLOAD
MBSASetup-x86-DE.msi 16 MB DOWNLOAD
IMBSASE(Up—)(SG—EN,mSl 16 MB DOWNLOAD I
MBSASetup-x86-FR.msi 16 MB DOWNLOAD
MBSASetup-x86-JA.msi 16 MB DOWNLOAD
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Step2. &4 % & MBSA

{5 MBSA Setup E]

Welcome to the Microsoft Baseline Security Analyzer
Version 2.2

Microsoft Baseline Security Analyzer Setup

It is strongly recommended that you exit all Windows programs before running this setup program.

Click Cancel to quit the setup program, then close any programs you have running. Click Next to
continue the installation.

WARNING: This program is protected by copyright law and international treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in severe
civil and criminal penalties, and will be prosecuted ta the maximum extent possible under law.
Copyright 2002-2007 Microsoft Corporation. Al rights reserved.

< Back [ Next > i [ Cancel ]

Step3-1. # 7 MBSA

gc ¢ Microsoft Baseline Security Analyzer 2.2

Microsoft

©®)] ¥ Bascline Security Analyzer

Check computers for common security misconfigurations.

e e e e The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows

Server 2008 R2, Windows 7, Windows® Server 2003, Windows Server 2008, Windows Vista,
. _ Windows XP or Windows 2000, Scanning computers for security updates utilizes

About Microsoft Baseline

Security Analyzer Windows Server Update Services. You must have administrator privileges for each computer

you want to scan.

3&‘ Scan a computer
Check a computer using its name or IP Address.

e Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

we existing security scan reports

Yiew, print and copy the results from the previous scans.

See Also

Microsoft Baseline Security
Analyzer Help

Microsoft Security Web site
2002-2010 Microsoft Corporation. All rights reserved.




Taiwan Academic Network Computer emergency Response Team(TACERT)

Setp3-2. @& * FERIFpwiE R

¢ Microsoft Baseline Security Analyzer 2.2

Microsoft

m ¥ Baseline Security Analyzer

>

Which computer do you want to scan?

Enter the name of the computer or its IP address.

Computer name: [WORKGROLPWWET_TOOLS | (this computer)
IP address: | [ ] L I l V[
Security report name: [%D% - %C% (%T%) |

%D% = domain, %C% = computer, %T% = date and time, %IP% = IP address

Options:

Check for Windows administrative vulnerabilities

Check for weak passwords

Check for IIS administrative vulnerabilities

Check for SQL administrative vulnerabilities

Check for security updates
onfigure computers for Microsoft Update and scanning prerequisites

Learn more about Scanning Options

£

[ Start Scan ] [ Cancel

Step3-3. Ha =il > =d Lo &31EP - BE T Resultdetails, ¥ ¢
{FmF

£ Microsoft Baseline Security Analyzer 2.2

Microsoft

[€1®] = Baseline Security Analyzer

Report Details for WORKGROUP - NET_TOOLS (2012-08-27 14:22:25)
3y Security assessment:
W/ Severe Risk (One or more critical checks failed.)

Computer name: WORKGROUP\MET_TOOLS

IP address: 140.117.71.114

Security report name: WORKGROUP - NET_TOOLS (2012-8-27 F 4 02-22)

Scan date: 2012{8(27 T4 02:22

Scanned with MBSA version: 2.2.2170.0 b
Catalog synchronization date:

Security update catalog: Microsoft Update

Sort Order: | Score (worst first) v

Security Update Scan Results

Score  Issue Result
G Windows 124 security updates are missing. 4 service packs or update rollups are missing.
Security What was scanned  Result details  How to correct this
q SQL Server Mo security updates are missing.
Security What was scanned  Result details
Updates

Windows Scan Results

Administrative Yulnerabilities

" Score Issue " Result
.l Automatic The Automatic Updates Feature is disabled on this computer. B
‘4 Print this report ‘D Copy to clipboard Previo
E3EEE
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Step3-4. 2:E "Description | it i B3] & 1

3 Microsoft Baseline Security Analyzer - B EHE

Microsoft

Baseline Security Analyzer

124 security updates are missing. 4 service packs or update rollups are missing.
Result Details for Windows

Security Updates

Score ID

M307-009
MS508-030
M508-046
MS07-061
M3039-061

M503-062
M509-051
M510-034
M510-020
M306-014
MS505-043

M507-019

Security Update For Windows %P (KB927779)
Security Update for Windows %P (KB9S1376)
Security Update For Windows %P (KB952954)
Security Update for Windows %P (KB943460)

Microsoft .NET Framework 2.0 Service Pack 2 Security Update for Windows 2000, Windows Server 2003
and Windows %P (KB974417)

Security Update For Windows %P (KB9S8869)

Security Update for Windows Media Format Runtime 9, 9.5 & 11 for Windows %P SP 2 (KB954155)
Cumulative Security Update for ActiveX Killbits For Windows P (KB980195)

Security Update for Windows %P (KB980232)

Security Update For Windows %P (KB311562)

Security Update for Windows %P (KB896423)

Security Update For Windows %P (KB931261)
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Items marked with ) are confirmed missing. Items marked with * are confirmed missing and are not approved by your system administrator,

Maximum
Severity

Critical
Critical
Critical
Critical

Critical

Critical
Critical
Critical
Critical
Critical
Critical

Critical
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3. McAfee Conficker Detection Tool 1.0.8

fep o
http://downloadcenter.mcafee.com/products/tools/foundstone/conficker_detectio
n_tool v108.zip

WP R e 2737 TR 4 Conficker s i1 Lo H G A HES
FITF 5 T b T8 hbl.cle %48 Conficker o

i P

Stepl. TS ERGEREF L KER/RNF

This is a free utility provided by McAfee, Inc. to aid in the detection of the Conficker bic/e worm.
For further information on the Foundstone enterprise vulnerability management solution click on this image.

Hostname/IP 132.168.1.100

Start [P EndIP Clear Selected
Start |P 192 0168 . 1 .1 13216811 192.168.1.254 Clear Al
-

EndIF 192 0168 . 1 . 254

Read IPs from file Browse. ..

Scan Control

Randomize scan order Ti " 5000
|1 Ping befare checking [ho response, no check) I ]

Show both infected and not infected systems Mem cermma diesks E [

-

] Show non-responding systems
Resolve IP addreszes to names
7] 5end message to infected systems ¥

IP DMS Host Mame Carnputer Marme Status

Scanned Infected I a

— = —
- ——



http://downloadcenter.mcafee.com/products/tools/foundstone/conficker_detection_tool_v108.zip
http://downloadcenter.mcafee.com/products/tools/foundstone/conficker_detection_tool_v108.zip
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Al FRER IR FER > A6 h? BINA G - B IPs 0% 5
IPs
HostnameIP 132.168.1.100 |ZI Start |P EndIP Clear Selected
Start IP |z| 192 168 1 . 1 B 192168.1.1 192.168.1.254  Clearal |

EndIP|z| 192 0168 . 1 . 254

Read IPs fram file | Browsze. . |

1. Hostname/IP @ Jt gk & + 2 * £ e > kB € p 7 i B
2. StartIP @ 3 F Az g IP
3. EndIP: 3 %R IP
rr i > o PR By T RE LIPS
B EEGFE P R IP £ 4T Clear Selected cifede e o 5 & 2 3%
7% 0 #&T Clear All shd%de -

B. xz= [P ’iﬁ? AR 0 T w2 T R E R Ry E R

Scan Control
/| Randomi d =
andomize scan order Timeout me) | 5000

Fing befare checking [no response, no check] £

| Show both infected and not infected spstems Max. concunent checks |32 - b |

Show nor-responding systems
| Resolve P addieszes to names
Send message to infected systems

. Randomize scan order : 4 "8 5 5 “E i

2. Ping before checking ('no response no check) : ## & # £ Ping i&
BIPFAF AT AR F v RS EF BRI EIHE

3. Show both infected and not infected systems : #-g* 4 2 X X g 4 07
PR B ok o
Show non-responding systems : & 7 ¥ Ping 3t ¢ iX 3 ¥ B3 f
Resolve IP addresses to names = #-IP & & = 1 4 & f
Send message to infected systems : $F % g 4 07 i 1 4 o
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TR T E]m%%ﬁff&? R T 0 T RAT

C. &
e

This is a free utility provided by MeAfes, Inc. to aid in the detection of the Conficker bicle worm.
For further information on the Foundstone enterprise vulnerability management solution click on this image.

IPs
Hostname/IP 132.168.1.100 B Start |P EndIP Clear Selected
Start |P 192 188, 1 . 1 19216811 192168.1.254 Clear Al
i
EndIP 192 168 . 1 . 254
Read IPx from file Browse.

Scan Control
Randomize scan arder

Fing betare checking [no rezponze, no check) [ 5000

Shiow bioth infected and not infected systems Max. concurent chacks |32 » E
Show non-rezponding systems

Fezolve |P addreszes to namez -

Send meszage to infected systems >

IP DMS Host Mame Computer M ame Status
192.168.1.100 while-PC.domain HFILE-PC Mot infected

Scanned I q7/254 Infected I 0 Save. .

10
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1 & 1: Microsoft Windows Malicious Software Removal Tool(MSRT)
H 4t © http://www.microsoft.com/security/pc-security/malware-removal.aspx
F * T 5 Windows 7/ Windows Server 2003/ Windows Vista/ Windows XP
Pl
Stepl. ™ 4% MSRT

Microsoft® United States Change | All Microsoft Sites|

Safety & Security Center

Computer Security, Digital Privacy, and Online Safety

Home | Security | Privacy | Family Safety | Resources Worldwide | Get Support | Sign Up for Newsletter

Home > Security > Malicious Software Removal Tool

PC Sec u r|ty Safety products and scans Viruses and other malware Get online support

Security scanners, tools, and safety guidelines for your PC, Microsoft Safety Scanner Firewalls Security Updates
laptop, or mobile device,

FZ Email & Print | W Tweet (199 |EIRecommend 2.3k

How to... Malicious Software Removal Tool

or scan

The Microsoft Malicious Software Removal Tool is an anti-
= Security updates

| malware utility that checks computers running Windows 7, New anti-malware additions

= Free antivirus, antispyware i i i i Wi : ’ S
il PyW. Windows Vista, Windows XP, Windows 2000, and Windows Server We iave adided detection ~nd clesning capabilities For the

program 2003 for infections by specific, prevalent malicious software— i
5 % following malware:
=« Free PC safety scan including Blaster, Sasser, and Mydoom—and helps remove
. Bawilosd Malicisis malware and any other infections found. o Bafruz
Software Removal Tool When the detection and malware removal process is complete, o Matsnu
- Online safety tips the tool displays a report describing the outcome, including
which, if any, malware was detected and removed. See the complete list of malicious software cleaned by this tool.

+ Protect my kids from online

tisks The Microsoft Malicious Software Removal Tool is an anti-malware utility that checks computers running Windows 7, Windows Vista,

Windows XP, Windows 2000, and Windows Server 2003 for infections by specific, prevalent malicious software—including Blaster, Sasser,
and Mydoom—and helps remove malware and any other infections found.

+ Protect my computer
When the detection and malware removal process is complete, the tool displays a report describing the outcome, including which, if

any, malware was detected and removed.
+ Protect myself from scams Y.

Microsoft releases an updated version of this tool on the second Tuesday of each month, and as needed to respond to security incidents.
+ Protect my personal The tool is available from Microsoft Update, Windows Update and the Microseft Download Center.
information See the complete list of malicious software cleaned by this tool.
+ Create strong passwords Note: The version of the tool delivered by Microsoft Update and Window} Update runs in the bac.kground and then repgns if.a malware
infection is found. To run this tool more than once a month, use the version on this web page or install the version that is available in the

Because computers can appear to function normally when infected, it's a good idea to run this tool regularly even if your computer
& Windows seems to be fine. You should also use up-to-date antivirus software, such as Microsoft Security Essentials, to help protect your computer

from other malware.
Buy a Windows 7 PC and get

11
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Step2-1. 4L {7 MSRT » »* 4L {7 ¢ i » "MRT ; ¥+ # {7 MSRT

BT 3

= WAIES ~ FEDE » RS E R A
=] 3 Windows BEIBHREE -

RERE(0): EMRT 3|

|

(®e | =& | 2=Ee.

Step2-2. MSRT # 7 % &

¥ Microsoft Windows =M TH - 20124 8 A

B30 H Microsoft Windows Malicious Software Removal Tool
LT BEtata R BanisiE R s :]

SEEHT BRsHiREER @ SRR Lot -

LT BT EERT tiRA S G - SR MBNRETAIENR © WEZIERMSER - B
ErigsrilEsh © SHaS (e A -

< t—#E | | T-#w®-] [ WE |
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Step2-3. iE # #Fpy st

¥ Microsoft Windows EE#@EZEE T H - 2012 4 8 A
RhE /‘}

SRIFR R

@ RERE - BiEREP SR TRESERRENRT - SHIEERE - AR
ERTERITER R - Q)

O TRl - IREEEAT - FHER > ERAER LItRETEERR TR
BFRIBFE] © (F)

O BiTiRlE - R THRERRS TR h&REERBEEHERRAT - ©

(e FBos) (& ]

Step2-4. #Fp % > BLE T HRALF R i wmE s v EpEM AL o
#8 Microsoft Windows ER#EHEETH - 2012 4 8 A [g]

-

@ SREREEEE -

if ERIEES =

LT B aeRT RS « B RBNREITAIENR + WA SEE
oo * SRRl AR * AR [REEITATEEAS -

<t—#®| | E=R || g |
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Step2-5. jizFimiE %Y ¥ Ept 1 B "ﬁz" v f Conficker 12 #F > &
B EAAR o

LT BATE RaNishs TR EENE - SRR AR ER S E Y
SFIBEER © SHiREZIRH -

Rz BadEE fe
Win32/Bugbear CESRE
Win32/Busky BESREy
Win32/Captiya CESRe
Win32/Carberp BEIpE =
Win32/Ceekat EESRES
Win32/Chir ) A gy
Win32/Cissi i i
Win32/Claretore ) A fagy
Win32/Cleaman EESRES

Win32/Clodpuntor rélﬂiﬁ%

0
Win32/Cpllnk CESREy
Win32/Cridex EEIpE
Win32Cutwail BESREY
Win32/Cychot EESRES
Win32/Daurso ﬁ;g;ﬁ
Win32/Dishigy o) A g
Win272Miafail A = i &

14
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1 £ 2 :NOD32 EConfickerRemover
eyt : http://download.eset.com/special/EConfickerRemover.exe
i * T 5 Windows XP/Windows Vista/Windwos 7
it
Stepl. T b mF X KERPT

7 | ChUsers\xfile\Desktop\EConfickerRemover.exe

ESET Win32./Conficker worm remover vl.@.5.1 (Jul 16 20168 B92:27:57> Copyright (c
1992-2818 ESEI. spol. & ».o. All rights reserved.
Usage: removaltool.exe <options>
Options: —autoclean — clean automatically without confirmation

—reboot — rehboot machine after successful cleaning

—force — force deletion of Conficker—like scheduled tasks
Win32Conficker worm has not been found active in the memory.
Do you want to perform scanning and cleaning anyway? Cysnd

PAEN G BT IR > FER Y 2O R FRE TR L RFF A 0 T
FRS P TARE i ¥ > 3K removaltool.exe 2z & C # KT > 7 3 3|[C:\]

BN REH R B ARG e Sl bl
C:\removaltool.exe -autoclean

Fm ERGALS PR B SR G T e 248
1. -autoclean : # R & Frginm B 45 (7 .;Fm/% s 1 o

2. -reboot : FIL = A {5 EATH A

3. -force : % | #-5t 17 & Conficker ¥ 53t 7 4 4 1% -

15


http://download.eset.com/special/EConfickerRemover.exe
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a1

£ 3 : SysClean-WORM_DOWNAD

eyt

http://www.trendmicro.com/ftp/products/pattern/spyware/fixtool/SysClean-WOR
M_DOWNAD.zip

Q§a+;1 ; :

Windows 2000/Windows XP/Windwos Server 2003/Windows Vista/Windwos 7

i * P

Stepl. T iR RAFE TR BAFATE XL RNG

Trend Micra System Cleaner

o TREND, Copyright 2003-2010, Trend Micro, [nc.
Ml CRO hittp: /v, rendrmicra. com

FIXTOOL for WORM_DOWMAD Verzion 1.11
Trend Micro, Inc.
hittp:/ Avw trendrnicro. com

Date: Wed 04/10/2009
Tirne: 11:00:00
Time Zone: (GMT-08:00] L

Ready

¥ Automatically Clean Infected Files

Scan I Stop Wiew Log Advanced = Ewit

16
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Step3. % Scan L& FHiATF

i | Ch\Users\kuoyuanDesktophsyscl3@n\WSCANTIM .B[E_

USCANTH Uer 3.08-1818

Copyright <c> 1998 - 28086 Trend Micro Inc.

Support Platforms: Windows ?x~Me~NT- 2000 XFP

USGetVirusPatternInformation is invoked
Reading virus pattern from C:-Usersskuoyuan“Desktopssyscl3@nslptiupn.?60
418> (526814>

Scanning C:“Boot“BCD-> <{ERROR (-24>>>

Bcanning G:“Boot“BCD_LOG-> <{ERROR (—94>3>

Scanning C:shiberfil.sys—> <{{ERROR {(—94>>>

Scanning C:spagefile.sys—> {{ERROR {(—94>>>

Scanning C:“Program Files“Common Files“Intel-Media SDK“s1“2 _Bcpa.up

Stepd. #Fds = = 1 € M;A BT % Tdebug ; f= Treport > v & & e d_
Report i¢ B F 4L & » 2% € F - 2 B P F 50 ﬁﬂrj-&{%ﬁ:;z"ﬁ" o

]

m

& smEE o)
s datastorge (E?)
BD-ROM #EH#

S #3E i

17
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£ 4 : Kidokiller
feqt : http://www.kaspersky.com/virus-removal-tools
W T
Windows 2000/Windows XP/Windwos Server 2003/Windows Vista/Windwos
7/Windows Server 2008
R
Stepl. T AR SR

» download [ZIP. 436 KB [EXE. 487 KBl 22750 New!  Trojan-Ransom.Win32.Xorist

LT R » more information

RectorDecryptor » download [ZIP, 337 KBJ[EXE. 398 KB 5430 Trojan-Ransom.Win32.Rector
+ more information

KidoKiller L3 EIDWI'I|IDEIE| [Z”:'.. 160 KBI [EXE. 167 KB] 3414 Met-Warm. Win22. Kido
» more information

salityKiller + download [ZIP, 160 KB [EXE, 167 KBl 1360 Virus Win32.Sality. aa,ae,ag,bh
+ more information

VirutKiller * doumload AP, 128 KEI JEXE, 135 KB) -4 11 Virus Win32.virut ce,q

» more information

\ -
N
P

ER
PR,

threads ...

modules in svchost.exe...
modules in services.exe...
modules in explorer.exe...

C:sMWindowsssystem32 ...

C:“Program Files {(xB6>~Internet Explorer> ...

c {x86>“Movie Makers ...

C: POOE i {xB6>“Windows Media Player™ ...
c
c
c
F

“Program Files (x86>“Mindows NI~ ...

H skuoyuansAppData~Roaming ...
Szersskuoyuan“AppDatasLocalsTemp™s ...
lash drives ...

scanning
scanning
(ll=canning

completed

Infected johs:
Infected fil
Infected threa
Spliced functions:
Cured files:

Fixed registry keys:
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(- )[Conficker]
http://en.wikipedia.org/wiki/Conficker
(= )[¢-4ti7 8 = Conficker $5 & » ek 2 X 8 T B 3T9E A E R A “,f
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http://www.microsoft.com/taiwan/security/articles/msrt0114.mspx
(=)[Microsoft Security Bulletin MS08-067 — & = ]

http://technet.microsoft.com/zh-tw/security/bulletin/ms08-067
(P9)[Conficker Eye Chart]

http://www.confickerworkinggroup.org/infection_test/cfeyechart.html
(#.)[Microsoft Baseline Security Analyzer 2.2(for IT Professionals]

http://www.microsoft.com/en-us/download/details.aspx?id=7558

75)[ McAfee Conficker Detection Tool]
http://downloadcenter.mcafee.com/products/tools/foundstone/
conficker_detection_tool v108.zip

() [Malicious Software Removal Tool]
http://www.microsoft.com/security/pc-security/malware-removal.aspx

(/O NOD32 EConfickerRemover]
http://download.eset.com/special/EConfickerRemover.exe

(JU)[ SysClean-WORM_DOWNAD]
http://www.trendmicro.com/ftp/products/pattern/spyware/fixtool/
SysClean-WORM_DOWNAD.zip

(+)[ Kidokiller]
http://www.kaspersky.com/virus-removal-tools
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