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NetWitness Reconstruction for session ID: 26 ( Source = - 39148, Target 202.108.23.85 : 80

Time 6/11/2015 15:15:40t0 6/11/2015 15:18:16 Packet Size 5,731 bytes  Payload Size 4,105 bytes
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Content-Iype: gzip
User-Agent: Dalvik/1.6.0 (Linux; U; indroid 4.1.2; Nexus S Build/JZ054K)
Host: hmma.baidn.com
Connection: Keep-Alive
hocept-Encoding: gzip
Content-Length: 308
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Content-Tvpe: text/html R
Connection: close =
Content-Length: 0 5
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SHA256: 53165915f459028224f4e235b6bc1b8a110054e11dbfacd2e33d1945¢2b078eb

File name: cht.tw_h_61nll_PhoneContent.apk

Detection ratio:  9/57

Analysis date: 2015-06-22 16:21:21 UTC ( 1 week, 2 days ago )




Antivirus Result

Arcabit Android.Trojan.Fakelnst.BX
Avira ANDROID/Spy.Agent. 1505
Baidu-International Trojan.Android.Agent.LT
Cyren AndroidOS/SMSThief.F
ESET-NOD32 Android/Spy.Agent.LT
Fortinet Android/Agent LTlr.spy
K7GW Spyware ( 004c5d141)
MicroWorld-eScan Android. Trojan.Fakelnst. BX
Tencent Dos.Trojan-spy.Smforw.Sxem
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™ Interesting calls

Calls APIs that provide access to information about the telephony services on the device. Applications can use such methods to determine telephony services and
states, as well as to access some types of subscriber information.

Calls APIs that manage SMS operations such as sending data, text, and pdu SMS messages.
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@ Required permissions

android.permission ACCESS_FINE_LOCATION (fine (GPS) location)
android.permission. SEND_SMS (send SMS messages)
android.permission.READ_EXTERNAL_STORAGE (read from external storage)
android.permission. RECEIVE_BOOT_COMPLETED (automatically start at boot)
android.permission. READ_CONTACTS (read contact data)
android.permission.SYSTEM_ALERT_WINDOW (display system-level alerts)
android.permission WRITE_SMS (edit SMS or MMS)

android.permission ACCESS_WIFI_STATE (view Wi-Fi status)
android.permission.GET_TASKS (retrieve running applications)

android.permission ACCESS_NETWORK_STATE (view nefwork status)
android.permission. READ_PHONE_STATE (read phone state and identity)

android.permission. INTERNET (full Internet access)

android.permission. READ_SMS (read SMS or MMS)

android.permission. WRITE_EXTERNAL_STORAGE (modify/delete SD card contents)
android.permission. RECEIVE_SMS (receive SMS)
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