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-Adobe Flash Player Desktop Runtime  20.0.0.306 and earlier

-Adobe Flash Player Extended Support Release 18.0.0.329 and
earlier

-Adobe Flash Player for Google Chrome 20.0.0.306 and earlier

-Adobe Flash Player for Microsoft Edge and Internet Explorer 11
20.0.0.306 and earlier

-Adobe Flash Player for Internet Explorer 11  20.0.0.306 and

k3 earlier

-Adobe Flash Player for Linux 11.2.202.569 and earlier

-AIR Desktop Runtime 20.0.0.260 and earlier

-AIR SDK 20.0.0.260 and earlier

-AIR SDK & Compiler 20.0.0.260 and earlier

-AIR for Android 20.0.0.233 and earlier
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* SSL.RSA.Temporary.Key.Security.Bypass
# OpenSSL % Microsoft Windows 2 & * » SSL/ITLS “4c %1% 235 &

%, P A ¥ (manin the middle attack) aLf#4r % &£ 4533 Bho ) * ¢
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£ | -OpenSSL 1.0.1k ~1.0.0p~0.9.8zd 2 { & 5= *
%f -Windows Server 2003 ~ 2008(R2) + 2012(R2)
’1; -Windows Vista~7-8-8.1-RT-~RT8.1-

1R GEE-{LRTHME A B RF I MEF EXPORT &
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#4.|  Ephemeral) %5 %
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https://www.openssl.org/news/newslog.html
https://technet.microsoft.com/library/security/3046015




0 3¢ 9§ 54 B 7\ B
2016 £ 03 HFAI 2T el

Z~ERRISAEFES
(-)#%
St i (Honeynet) 8 - B¥ NFFIHEEHEF L ~ ek 25
® e N o Honeynetn; B F I b5 '\ AR kSR 1R
d 5 B3 AHas 3 5 FE G Eangd k S(Honeypot) “ T = o *ﬁ“d Wit B
B E A frREBIREY 5o F BT RS TR FE > B I RL
ST L 2o LT L g TR E D T EF T AL AR
T A AT L R e 2 o
A grdR T LT T VKT T A 2 E4r Y o (A-SOC) B
b 7 Pa(Botnet)pr s 4 % 2 % Tim & 2 Honeynetgiﬁﬁ&éw w32
,u ,E, ﬁi} ‘E f’? A ’H fzfuﬂq °
(C)EZ AN A7
(1) ELaEAA TR
> H - zkug (Hash &)
® MD5 : ca83b8c7bea221c630dcbc766e0d9e14
® SHA-1 : 345df0f422711274cae57ef1da351e66447b2065
> ERA A%~ ¢ 870,232 bytes
PEE M EE LA
® Avast : NSIS:Adware-IE [PUP]
® BitDefender : Adware.Nieguide.C
® Symantec : Trojan.Gen.2
® TrendMicro : TROJ_GEN.RO3FCOED216
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® C:\DOCUME~ 1\User\LOCALS ~1\Temp\nsx2.tmp\KillProcDLL.dll
® C:\DOCUME~1\User\LOCALS~1\Temp\nsx2.tmp\lscheck.dll
® C:\DOCUME~1\User\LOCALS~1\Temp\nsx2.tmp\installoption.ini
® C:\DOCUME~1\User\LOCALS~1\Temp\nsx2.tmp\NSISPromotionEx.ini
® C:\DOCUME~1\User\LOCALS~1\Temp\nsx2.tmp\DLLWaitForKillProgra
m.dll
® C:\DOCUME~1\User\LOCALS~1\Temp\nsx2.tmp\FILEDownPlug.dll
o C:\DOCUME~1\User\LOCALS ~1\Temp\nsx2.tmp\installoption.ini
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O® HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\
Policies\Explorer
® HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\
Policies\Explorer
O HKEY_ LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Cur
rentVersion\internet Settings
O HKEY_ CURRENT_USER\SOFTWARE\Policies\Microsoft\Windows\Curr
entVersion\Internet Settings

O HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersi
on\Iinternet Settings
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® HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersi
on\Iinternet Settings
® HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\I
nternet Settings\ZoneMap\\Domains\vaccinescan co.kr
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A. ﬁ-; ## * update.vaccinescan.co.kr
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® Microsoft Safety Scanner, F = #xk :
http://www.microsoft.com/security/scanner/zh-tw/default.aspx
® TrendMicro System Cleaner, f > f =zt -
http://downloadcenter.trendmicro.com/index.php?reqs=TW
® Norton Rescue Tool, F = #x : http://tw.norton.com/free-tools-trial/promo
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http://www.microsoft.com/security/scanner/zh-tw/default.aspx
http://downloadcenter.trendmicro.com/index.php?regs=TW
http://tw.norton.com/free-tools-trial/promo

