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1. % & (Preparation)
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2. rEix(ldentification)
A A Sysinternals s ¥pftfz1 ¥ 0 R F 5T G hizir
B 7 F ¥ ¢k # (Unusual Accounts)
FEPARRATH PR F R RS AP iﬂ'iﬂ” ¥ & (Administrators

group)#L % & § tk

C:\> lusrmgr.msc

or

C:\>net localgroup administrators or net localgroup
administrateurs

B 7 F ¥ ¢ % (Unusual Files)

C\WINDOWS\system32

- & * g (hidden)” BEFH %

C:\>dir /S /AH

- % T A % “windirstat” G4 L)

u F ¥ anxp % & (Unusual Registry Entries)
A Windows registry 42 & 35 & B {8 P fcds ch2 F F 4258 $ )
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HKLM\Software\Microsoft\Windows\Current\ersion\Run
HKLM\Software\Microsoft\Windows\Current\ersion\Runonce
HKLM\Software\Microsoft\Windows\Current\ersion\RunonceEx
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B 7 &F ¥ ¢hf2 B & FRi%(Unusual Processes and Services)
FERRAT AP e R A E A2 F ¥ & A3 &v & (unknown)
F e gl & LA SYSTEM” 2 ”ADMINISTRATOR”

SRR o

C:\> taskmgr.exe

(2 tlisk, tasklist 1245 Windows 5 & 3£ # 2_)

vy

bo% ¥ iy 0 @& * “psexplorer” (%4 242 )

B ORERR T H R TR &

C:\Documents and Settings\user\Start Menu\Programs\Startup
C:A\WInNT\Profiles\user\Start Menu\Programs\Startup

B O HFPH7FF N FAPRY ¢ N fad P cnp IR

C:\> services.msc
C:\> net start

B 2 FFhpREH
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C:\> net view \\127.0.0.1

et F oA o % “tepview” (34 AL)



http://free.antivirus.com/hijackthis/
http://technet.microsoft.com/en-us/sysinternals/bb896653
http://technet.microsoft.com/en-us/sysinternals/bb897437
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C:\> net session

- AFWEHA T LR M

C:\> net use

- FE3uATH ¥ % 0 Netbios @ %
C:\> nbtstat -S

- AP L ASRB Y ERPAFY AR

C:\> netstat -na 5

(825 gl 55 I A = # 7 F7 4 F K777

i * -0 7#:5(flag) ¥ 14 & Windows XP/2003 * 5 L=+ B 42 5 i
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C:\> netstat —nao 5

dod T A 0 “fport” (%)
B 2&HFFpdi-iEgi

Z‘%#Efigj&,ﬁ‘ﬁ LINE Rl S = R g

C:\>at

X_Windows 2003 ¢ XP:
C:\> schtasks

B EEICRAELT R

C:\> eventvwr.msc

4% ¥ it 0 8 * “Event Log Viewer” ( %% ) gagineni & o
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http://www.mcafee.com/tw/downloads/free-tools/fport.aspx
http://tzworks.net/prototype_page.php?proto_id=4
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B # % Rootkit

3 17 ”Rootkit Revealer” ~ ”Rootkit Hooker” -

’Ice Sword” ~ ”RkDetector” ~ ”’SysInspector” ~ ”Rootkit Buster”
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3. &)k (Containment)
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http://technet.microsoft.com/en-us/sysinternals/bb897445
http://www.rkdetector.com/
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* EnCase, X-WAYSs, 2 dd, ddrescue %
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4. 3 i (Remediation)
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http://www.guidancesoftware.com/forensic.htm
http://www.x-ways.net/forensics/index-c.html
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5. 4k J (Recovery)
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6. & X Fim(Aftermath)
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