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“ | http://www.php.net/downloads.php

FortiGuard
https://www.fortiguard.com/encyclopedia/vulnerability/#id=10811
SecurityFocus

http://www.securityfocus.com/bid/10471 -

CVE - Common Vulnerabilities and Exposures
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0542
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* DLink.IP.Cameras.rtpd.cgi.0OS.Command.Injection
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FortiGuard
http://www.fortiguard.com/encyclopedia/vulnerability/#id=35338
CVE
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2013-1599
Exploits Database by Offensive Security
http://www.exploit-db.com/exploits/25138/

SecurityFocus

http://www.securityfocus.com/bid/59564/
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® MD5 : 7d2682f21bdff7846cd6be9f5737d2bf
® SHA-1 : 18e747a4c9a409bf349ad4aaefd3e255ecf28f039
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® AntiVir : TR/Spy.308363
® BitDefender : Gen:Trojan.Heur.suZ@yP!QOyibf
® Fortinet : W32/Generik. NOKHTPR!tr
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® <HKLM>\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
® <HKCU>\Software\Microsoft\Windows\CurrentVersion\Run
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® Microsoft Safety Scanner, F > =k :
http://www.microsoft.com/security/scanner/zh-tw/default.aspx
® TrendMicro System Cleaner, F = ezt .
http://downloadcenter.trendmicro.com/index.php?regs=TW
® Norton Rescue Tool, F & fe =zt :

http://tw.norton.com/free-tools-trial/promo
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Kaspersky:Net-Worm.Win32.Kido.ih
McAfee:W32/Conficker.worm
TrendMicro:WORM_DOWNAD.AD
AVG:Downloader.Generic11.ATTH
Symantec:W32.Downadup.B

Kaspersky: Net-Worm.Win32.Kido.ih
McAfee: W32/Conficker.worm.gen.a
TrendMicro:WORM_DOWNAD.AD
AVG:Worm/Downadup

Symantec: W32.Downadup
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4fadd

347d214c8224fc47552addaf9160
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Kaspersky:Net-Worm.Win32.Kido.ih
McAfee:W32/Conficker.worm
TrendMicro:WORM_DOWNAD.AD
AVG:Worm/Downadup
Symantec:W32.Downadup
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TOP R B E :d
1 root 689,851
2 admin 9,553
3 oracle 2,365
4 test 1,156
5 nagios 1,078
6 bin 964
7 user 848
8 postgres 819
9 mysql 544
10 ftpuser 525

(& 5 %]

TOP G x &
1 root 7,136
2 123456 4,653
3 admin 4,317
4 password 2,940
5 test 2,358
6 test123 2,149
l qwerty 2,026
8 admin123 2,007
9 passwd 1,847
10 changeme 1,524
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TOP LB 5 x  #&
1 root admin 3,252
2 root 123456 1,422
3 root 123456789 1,053
4 root 111111 974
5 root 1234 927
6 root 123 924
7 root 123qwe 917
8 root 1234567 844
9 root 12345 817
10 root 0 812




