HEEXSE -

CISA #1118 14 S B RE=NHE ZRiHZE KEV B$:(2026/09/07-2026/09/13)

N&EHA

[ CVE-2026-75650) Adobe Commerce and Magento Improper Neutralization of
Special Elements Used in a Template Engine Vulnerability (CVSS v3.1: 10.0)

(2 & S ZRE R R A ]
Adobe Commerce B Magento Open Source {71 Improper Neutralization of Special
Elements used in a Template Engine Jf)d] > TJ5E E TR E B TEEFZZHE -

(2P 5] 5525 BTV Z A
https://helpx.adobe.com/security/products/magento/apsb26-146.html

[ CVE-2026-81963 ] Microsoft Windows Link Following Vulnerability (CVSS v3.1: 7.8)

[ BB A R ]
Microsoft Windows Update Stack {#/E 45 EHERIE @ MafAEBE = R HERTE
F}Z SYSTEM @4k -

(&P 5] 5525 BTV 2R
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81963

[ CVE-2026-86218] N-able N-central Static Code Injection Vulnerability (CVSS v3.1:
9.8)

(2 A S ZRE R R A ]
N-able N-central {E/EFFREAZZA AR > FIRE METAEARE T 73 Epsg v B
AT R ST -

[ZEVE]) BH2EE VIR ERA
https://me.n-able.com/s/security-advisory/aArVy0000002Ld3KAE/cve202686218-

preauthentication-remote-code-execution

[ CVE-2026-85880]) Microsoft Windows Heap-Based Buffer Overflow Vulnerability
(CVSS v3.1: 7.8)

(& &S E B A R %)
Microsoft Windows Advanced Local Procedure Call {E{FHEFE4E @ @it R0 »
AT AR HER -

[ZEVE]) H2EE VIR ERA
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85880



[ CVE-2026-19490] Citrix NetScaler Authentication Bypass Using an Alternate Path
or Channel Vulnerability (CVSS v3.1: 9.8)

(&5 B E) A R ]
Citrix NetScaler ADC Eil NetScaler Gateway {71E 1] 7% i (RS (K B im B 42 18 B ki
el o & NetScaler G {His E fy AAA FE ¥ 23E¢ Gateway (SSLVPN ~ ICA
Proxy ~ CVPN B¢ RDP Proxy ) I} » REE G Egag iy En B # nlge G LGB S 7
5usg

[ZE V5] B2 B E VIR ERA
https://support.citrix.com/support-
home/kbsearch/article?articleNumber=CTX696939

[ CVE-2025-25249] Fortinet Multiple Products Heap-based Buffer Overflow
Vulnerability (CVSS v3.1: 8.1)

[ R R A ]
Fortinet FortiOS ~ FortiSwitchManager Eil FortiSASE {7 AFHEfE 45 I i R0 » 0
AT A R B P TR RN S BHE < -

(2P 5] 5525 BTV 2R
https://fortiguard.fortinet.com/psirt/FG-IR-25-084

[ CVE-2026-87491]) Google Chromium V8 Out of Bounds Write Vulnerability (CVSS
v3.1: 8.8)

(2 A S ZRE R R A ]
Google Chromium V8 fZ{F k5 AR - K i 7 ml A M 2LHY HTML B
> AEFENETEREREZES o FURIE Al e 2 2225 ER ] Chromium AY4E E
2% HIEH{EAFRR Google Chrome ~ Microsoft Edge k7 Opera °

[ZEV5]) BE2EE VIR ERA
https://chromereleases.googleblog.com/2026/09/stable-channel-update-for-
desktop_0808145027.html

[ CVE-2026-20079] Cisco Firewall Management Center Authentication Bypass Using
an Alternate Path or Channel Vulnerability (CVSS v3.1: 10.0)

[ @R R WA FH o H ]
Cisco Secure Firewall Management Center (FMC) Software Ei Cisco Security Cloud
Control (SCC) Firewall Management {71E 1] 7 i85 (RS R 8@ B S B S (0 5iss R
> FTRE AT S ey il R A BE i B o B - WA 2 s AR A b
PITIECHER - EMAUSEEFE AR root HEIR -

(& V5] 52 B BTV R



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisc

o-sa-onprem-fmc-authbypass-5JPp45V2

[ CVE-2026-86060]) MikroTik RouterOS Improper Neutralization of Argument
Delimiters in a Command Vulnerability (CVSS v3.1: 9.8)

(2 A S ZR R R A ]
MikroTik RouterOS f£1E Improper Neutralization of Argument Delimiters in a
Command JiglF » SETIEEE 5 37 {Z (1Y RouterOS Policy Mask » #E T ZEEE[R
27t -

(2P 5] 5525 BTV 2R
https://mikrotik.com/supportsec/september-2026-vulnerability/

[ CVE-2026-67277]) MikroTik RouterOS Missing Authentication for Critical Function
Vulnerability (CVSS v3.1: 8.2)

[ R R A ]
MikroTik RouterOS fZAERASETIRERA = B /i BRI - AIREZEEL btest sy
ZoLEu RGN R 5 PH AR S -

(2P 5] 5525 BTV 2R
https://mikrotik.com/supportsec/september-2026-vulnerability/

[ CVE-2026-84869]) ConnectWise ScreenConnect Improper Privilege Management
and Missing Authorization Vulnerability (CVSS v3.1: 9.9)

(2 A S ZRE R R A ]
ConnectWise ScreenConnect {FAEAEMREE A E RIERRE A E IR » AJRE(E
B ARG SORE EARMETIAVIE I T - AR F Ay s TIPS B TR
TGN T -

(&P 5] 5525 BTV 2R
https://www.connectwise.com/company/trust/security-bulletins/2026-09-08-

screenconnect-bulletin

[ CVE-2026-42016]) JFrog Artifactory Incorrect Authorization Vulnerability (CVSS
v3.1:8.1)

(& &S E B A R %)
JFrog Artifactory fE{E RN EFMERIE » N AFIEREERNVER/5%E > IE
PERLHVREIREDIE - A RE E SRR T IR EE -

[ZEVE]) B2 EE VIR ERA

https://docs.jfrog.com/releases/docs/jfrog-security-advisories



[ CVE-2026-42018] JFrog Artifactory Improper Authentication Vulnerability (CVSS
v3.1:7.5)

(2 A S ZR R R A ]
JFrog Artifactory {FAENE SR » EEAFAEIREIE S - e & RS
7y B I [ (R N ERHY BE 44 (58 P B RERL - AT R RE RSN, -

(&P 5] 5525 BTV E AR

https://docs.jfrog.com/releases/docs/jfrog-security-advisories

[ CVE-2026-85706]) GitLab Community Edition and Enterprise Edition Path Traversal
Vulnerability (CVSS v3.1: 10.0)

(2 & SRR R A ]
GitLab Community Edition i Enterprise Edition TE{E R RFE R » HHNEE{FRE
Commits API HH S PR A& H itk Doati] S Easatidl] - RS Essnyit
AEAUESEE -

(2P 5] 5525 BTV 2R
https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-3-2-released/

BRI

[ CVE-2026-75650])
B C st R EE T - 5 SR 2 AR A
https://helpx.adobe.com/security/products/magento/apsb26-146.html

[ CVE-2026-81963 )
BTt SRR SR T8 - 55 o 2 AR A
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81963

[ CVE-2026-86218)

BETE st R R EE W - 55 SR 2 AHRA A
https://me.n-able.com/s/security-advisory/aArVy0000002Ld3KAE/cve202686218-
preauthentication-remote-code-execution

[ CVE-2026-85880]
BRI EE TR - B 2R
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85880

[ CVE-2026-19490]
B EERERLEE R > 5 2 AREA



https://support.citrix.com/support-
home/kbsearch/article?articleNumber=CTX696939

[ CVE-2025-25249]
B Es R EE N o 3B 2R
https://fortiguard.fortinet.com/psirt/FG-IR-25-084

[ CVE-2026-87491)
B C st ERIERR BRSO - 55 SR AR A
https://chromereleases.googleblog.com/2026/09/stable-channel-update-for-
desktop_0808145027.html

[ CVE-2026-20079]
BTt SRR SR S - 55 AR A
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisc

o-sa-onprem-fmc-authbypass-5JPp45V2

[ CVE-2026-86060])
BTSRRI EIE S - 55 o SRR
https://mikrotik.com/supportsec/september-2026-vulnerability/

[ CVE-2026-67277])
B TESTEIRIFERE MEIE S - 55 o SRR
https://mikrotik.com/supportsec/september-2026-vulnerability/

[ CVE-2026-84869])
B TESTEIRIFERE MEE S - 55 o SRR
https://www.connectwise.com/company/trust/security-bulletins/2026-09-08-
screenconnect-bulletin

[ CVE-2026-42016])
BT ESTENRAR ST 5 E 2 MREARA

https://docs.jfrog.com/releases/docs/jfrog-security-advisories

[ CVE-2026-42018]
BT ESTEIRARHEE T - 5 E 2 MREARA

https://docs.jfrog.com/releases/docs/jfrog-security-advisories



[ CVE-2026-85706 ]
B ES R EE N o 3B 2R
https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-3-2-released/



